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Introduction

Introduction

Thank you for purchasing an NJ/NX-series CPU Unit.

This manual contains information that is necessary to use the NJ/NX-series CPU Unit. Please read this
manual and make sure you understand the functionality and performance of the NJ/NX-series CPU
Unit before you attempt to use it in a control system.

Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical sys-
tems (an electrical engineer or the equivalent).

¢ Personnel in charge of introducing FA systems.

* Personnel in charge of designing FA systems.

* Personnel in charge of installing and maintaining FA systems.
» Personnel in charge of managing FA systems and facilities.

For programming, this manual is intended for personnel who understand the programming language
specifications in international standard IEC 61131-3 or Japanese standard JIS B 3503.

Applicable Products

This manual covers the following products.
* NX-series CPU Units
* NX701-170O
* NX701-160001
¢ NX102-1200
* NX102-1100
* NX102-1000
* NX102-9000
 NX1P2-1M1O0O0OO
 NX1P2-1M1O00O01
* NX1P2-1000000
* NX1P2-10000J01
« NX1P2-900001001
* NX1P2-90000J0JC11

¢ NJ-series CPU Units
« NJ501-0500
« NJ501-004001
e NJ501-d300
« NJ301-12000
* NJ301-1130O
« NJ101-1000O
« NJ101-900O

Part of the specifications and restrictions for the CPU Units are given in other manuals. Refer to Rele-
vant Manuals on page 2 and Related Manuals on page 26.
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Relevant Manuals

Relevant Manuals

The following table provides the relevant manuals for the NJ/NX-series CPU Units.
Read all of the manuals that are relevant to your system configuration and application before you use
the NJ/NX-series CPU Unit.

Most operations are performed from the Sysmac Studio Automation Software. Refer to the Sysmac Stu-
dio Version 1 Operation Manual (Cat. No. W504) for information on the Sysmac Studio.
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Introduction to NX701 CPU Units [ ]
Introduction to NX102 CPU Units o
Introduction to NX1P2 CPU Units [ ]
Introduction to NJ-series Controllers [ ]
Setting devices and hardware e e | o o
Using motion control (]
Using EtherCAT [
Using EtherNet/IP [
Software settings [
Using motion control (]
Using EtherCAT [
Using EtherNet/IP [
Using OPC UA [
Using FINS )
Using the database connection service [ J
Using the GEM Services [ J
Using robot control [ J
Using numerical control ([ J
Using the NX1P2 CPU Unit functions [ J
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Writing the user program (] [
Using motion control [
Using EtherCAT (]
Using EtherNet/IP [
Using OPC UA [
Using FINS ()
Using the database connection service [ J
Using the GEM Services ([ J
Using robot control [ J
Using numerical control [ J
Programming error processing [ J
Using the NX1P2 CPU Unit functions [ J
Testing operation and debugging ([ J
Using motion control [ J
Using EtherCAT ([ J
Using EtherNet/IP [ J
Using OPC UA [ ]
Using FINS )
Using the database connection service [
Using the GEM Services (]
Using robot control [
Using numerical control [
Using the NX1P2 CPU Unit functions [

Learning about error management
) 1 A | A | A A A [ ]
and corrections

Maintenance
Using motion control [ J
Using EtherCAT ([ J
Using EtherNet/IP [ J

*1 Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for the error management concepts and the error
items. However, refer to the manuals that are indicated with triangles for details on errors corresponding to the products
with the manuals that are indicated with triangles.
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Manual Structure

Page Structure

The following page structure is used in this manual.

4 Installation and Wiring Level 1 heading
Level 2 heading
Level 2 heading———— 4-3 Mounting Units — Level 3 heading

Gives the current
4-3-1 Connecting Controller Components headings.

Level 3 heading——

The Units that make up an NJ-series Controller can be connected simply by pressing the Units together
and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the
same way to the Unit on the far right side of the Controller.

A Step | n a p rOCGd U I’e - 1 Join the Units so that the connectors fit exactly.

Hook

Hook holes
v

Indicates a procedure.

syun Buguno ¢y

— Page tab

Gives the number
of the main section.

T

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Move the sliders toward the back
until they lock into place.

SUeUOGWIOD J8l10AU0D BURKBULOD |-E-1

Special information L] Lons for Conect Use

The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, I/O Units, Special I/O

H H Units, and CPU Bus Units must be completely locked (until they click into place) after connecting
Icons indicate the adjacent Unit connectors.
precautions, additional
information, or reference

information.

SBbae
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This illustration is provided only as a sample. It may not literally appear in this manual.
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Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

|1/| Precautions for Correct Use
Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information
Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for CPU Units with different unit versions
and for different versions of the Sysmac Studio is given.

Note References are provided to more detailed or related information.

Precaution on Terminology
In this manual, “download” refers to transferring data from the Sysmac Studio to the physical Controller
and “upload” refers to transferring data from the physical Controller to the Sysmac Studio.

For the Sysmac Studio, synchronization is used to both upload and download data. Here, “synchronize”
means to automatically compare the data for the Sysmac Studio on the computer with the data in the
physical Controller and transfer the data in the direction that is specified by the user.
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Sections in this Manual

Sections in this Manual

Modbus TCP Master

Introduction Function

Installing Ethernet

Networks FTP Server
System-defined Variables

Related to the Built-in Eth88 BN FTP Client
erNet/IP Port

Determining Automatic Clock
IP Addresses Adjustment
Sysmac Studio Settings

for the Built-in Ether- SNMP Agent

Net/IP Port

Communications Per-
formance and Commu-
nications Load

—

Testing Communications

Tag Data Link Functions Troubleshooting

SN\

CIP Message

Communications Appendices

Socket Service Index
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Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty

Omron’s exclusive warranty is that the Products will be free from defects in materials and workman-
ship for a period of twelve months from the date of sale by Omron (or such other period expressed in
writing by Omron). Omron disclaims all other warranties, express or implied.

® Limitations

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy

Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be
responsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return of
any Products by Buyer must be approved in writing by Omron before shipment. Omron Companies
shall not be liable for the suitability or unsuitability or the results from the use of Products in combi-
nation with any electrical or electronic components, circuits, system assemblies or any other materi-
als or substances or environments. Any advice, recommendations or information given orally or in
writing, are not to be construed as an amendment or addition to the above warranty.

See http://www.omron.com/global/ or contact your Omron representative for published information.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.
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Terms and Conditions Agreement

Application Considerations

| suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At
Buyer’s request, Omron will provide applicable third party certification documents identifying ratings
and limitations of use which apply to the Product. This information by itself is not sufficient for a com-
plete determination of the suitability of the Product in combination with the end product, machine, sys-
tem, or other application or use. Buyer shall be solely responsible for determining appropriateness of
the particular Product with respect to Buyer’s application, product or system. Buyer shall take applica-
tion responsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual perfor-
mance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and other
reasons. It is our practice to change part numbers when published ratings or features are changed, or
when significant construction changes are made. However, some specifications of the Product may be
changed without any notice. When in doubt, special part numbers may be assigned to fix or establish
key specifications for your application. Please consult with your Omron’s representative at any time to
confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.
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Safety Precautions

Refer to the following manuals for safety precautions.

* NX-series CPU Unit Hardware User’s Manual (Cat. No. W535)

* NX-series NX102 CPU Unit Hardware User’s Manual (Cat. No. W593)
* NX-series NX1P2 CPU Unit Hardware User’s Manual (Cat. No. W578)
* NJ-series CPU Unit Hardware User’s Manual (Cat No. W500)

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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Precautions for Safe Use

Precautions for Safe Use

Refer to the following manuals for precautions for safe use.

* NX-series CPU Unit Hardware User’s Manual (Cat. No. W535)

¢ NX-series NX102 CPU Unit Hardware User’s Manual (Cat. No. W593)
* NX-series NX1P2 CPU Unit Hardware User’s Manual (Cat. No. W578)
¢ NJ-series CPU Unit Hardware User’s Manual (Cat No. W500)
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Precautions for Correct Use

Precautions for Correct Use

Refer to the following manuals for precautions for correct use.

* NX-series CPU Unit Hardware User’s Manual (Cat. No. W535)

* NX-series NX102 CPU Unit Hardware User’s Manual (Cat. No. W593)
* NX-series NX1P2 CPU Unit Hardware User’s Manual (Cat. No. W578)
* NJ-series CPU Unit Hardware User’s Manual (Cat No. W500)
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Regulations and Standards

Regulations and Standards

Conformance to EU Directives

20

I Applicable Directives

* EMC Directives
* Low Voltage Directive

I Concepts

® EMC Directive

OMRON devices that comply with EU Directives also conform to the related EMC standards so that
they can be more easily built into other devices or the overall machine. The actual products have
been checked for conformity to EMC standards.*
Whether the products conform to the standards in the system used by the customer, however, must
be checked by the customer. EMC-related performance of the OMRON devices that comply with EU
Directives will vary depending on the configuration, wiring, and other conditions of the equipment or
control panel on which the OMRON devices are installed. The customer must, therefore, perform
the final check to confirm that devices and the overall machine conform to EMC standards.
* Applicable EMC (Electromagnetic Compatibility) standards are as follows:
EMS (Electromagnetic Susceptibility): EN 61131-2
EMI (Electromagnetic Interference): EN 61131-2 (Radiated emission: 10-m regulations)

® Low Voltage Directive

Always ensure that devices operating at voltages of 50 to 1,000 VAC and 75 to 1,500 VDC meet the
required safety standards. The applicable directive is EN 61010-2-201.

® Conformance to EU Directives

The NJ/NX-series Controllers comply with EU Directives. To ensure that the machine or device in
which the NJ/NX-series Controller is used complies with EU Directives, the Controller must be
installed as follows:

¢ The NJ/NX-series Controller must be installed within a control panel.

* You must use the power supply in SELV specifications for the DC power supplies connected to
DC Power Supply Units and 1/O Units.

* NJ/NX-series Controllers that comply with EU Directives also conform to the Common Emission
Standard (EN 61000-6-4). Radiated emission characteristics (10-m regulations) may vary
depending on the configuration of the control panel used, other devices connected to the control
panel, wiring, and other conditions.

You must therefore confirm that the overall machine or equipment complies with EU Directives.
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Regulations and Standards

Conformance to KC Certification

Observe the following precaution if you use NX-series Units in Korea.
AZ 717 (HEE BEEANT|XFRH)

O O O -
O 7|7|= %—E.'—%(A:L) HALA e 7| 7| 2 A ZHof A
L= MEARE O & F25HA7] Biet, 71d 2|29
X FO| M ArEStH= Zdé =Ho 2 oLt
Class A Device (Broadcasting Communications Device for Office Use)

This device obtained EMC registration for office use (Class A), and it is intended to be used in places
other than homes.

Sellers and/or users need to take note of this.

Conformance to Shipbuilding Standards

The NJ/NX-series Controllers comply with the following shipbuilding standards. Applicability to the
shipbuilding standards is based on certain usage conditions. It may not be possible to use the prod-
uct in some locations. Contact your OMRON representative before attempting to use a Controller on
a ship.

I Usage Conditions for NK and LR Shipbuilding Standards

e The NJ/NX-series Controller must be installed within a control panel.

* Gaps in the door to the control panel must be completely filled or covered with gaskets or other
material.

* The following noise filter must be connected to the power supply line.

Noise Filter
Manufacturer Model
Cosel Co., Ltd. TAH-06-683

Software Licenses and Copyrights

This product incorporates certain third party software. The license and copyright information associ-
ated with this software is available at http://www.fa.omron.co.jp/nj_info_e/.
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Versions

Versions

Hardware revisions and unit versions are used to manage the hardware and software in NJ/NX-series
Units and EtherCAT slaves. The hardware revision or unit version is updated each time there is a
change in hardware or software specifications. Even when two Units or EtherCAT slaves have the
same model number, they will have functional or performance differences if they have different hard-
ware revisions or unit versions.

Checking Versions

You can check versions on the ID information indications or with the Sysmac Studio.

I Checking Unit Versions on ID Information Indications
The unit version is given on the ID information indication on the side of the product.
The ID information on an NX-series NX701-0000 CPU Unit is shown below.

ID information indication
Lot number Serial number Unit version

MAC address Hardware revision

Note The hardware revision is not displayed for the Unit that the hardware revision is in blank.

The ID information on an NX-series NX102-0O0O00 CPU Unit is shown below.

Unit version Hardware revision Lot number Serial number
Ver.[1.CILEHW Rev.CT: LOT No.iDDMYY LT xoouc:

PORT1: DDDDDDDDDDDD
PORT2! {8 o o o

ID information indication MAC address

Note The hardware revision is not displayed for the Unit that the hardware revision is in blank.
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The ID information on an NX-series NX1P2-C0O OO0 CPU Unit is shown below.

MAC address

Hardware
revision
ID information indication

Lot number Serial number

Note The hardware revision is not displayed for the Unit that the hardware revision is in blank.

The ID information on an NJ-series NJ501-C00C0C CPU Unit is shown below.

ID information indication

Unit model Unit version Hardware revision

PORT1 MAC ADDRESS: DDDDDDDDDDDD

PORT2 MAC ADDRESS: DDDDDDDDDDDD

Lot number Serial number MAC address

Note The hardware revision is not displayed for the Unit that the hardware revision is in blank.

I Checking Unit Versions with the Sysmac Studio

You can use the Sysmac Studio to check unit versions. The procedure is different for Units and for Eth-
erCAT slaves.

® Checking the Unit Version of an NX-series CPU Unit

You can use the Production Information while the Sysmac Studio is online to check the unit version
of a Unit. You can do this for the following Units.

Model Unit for which unit version can be checked
NX701-00000 CPU Unit
NX102-00000 CPU Unit and NX Unit on CPU Rack
NX1P2-0000 CPU Unit, NX Unit on CPU Rack, and Option Boards
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1 Right-click CPU Rack under Configurations and Setup - CPU/Expansion Racks in the Multi-
view Explorer and select Production Information.

The Production Information Dialog Box is displayed.

® Checking the Unit Version of an NJ-series CPU Unit

You can use the Production Information while the Sysmac Studio is online to check the unit version
of a Unit. You can do this for the CPU Unit, CJ-series Special /0 Units, and CJ-series CPU Bus
Units. You cannot check the unit versions of CJ-series Basic I/O Units with the Sysmac Studio.

Use the following procedure to check the unit version.

1 Double-click CPU/Expansion Racks under Configurations and Setup in the Multiview
Explorer. Or, right-click CPU/Expansion Racks under Configurations and Setup and select
Edit from the menu.

The Unit Editor is displayed.

2 Right-click any open space in the Unit Editor and select Production Information.

The Production Information Dialog Box is displayed.

® Changing Information Displayed in Production Information Dialog Box

1 Click the Show Detail or Show Outline Button at the lower right of the Production Information
Dialog Box.

The view will change between the production information details and outline.
Production information (=23 Production information (=23

Maodel information | Lot number |
MN1501-1400 Ver.1.10 16415
Hardware version : BABB A /A
Software version
SYSTEM : 1.10.05 53415
BOOT : 20150605
IOPFP : B-3-0
IOPFW : 1.35
Runtime : 1060
Rack: 0 Slot: 0 Unit: 2 CJ1W-5CU32 Ver.2.1 100416
Unit revision: _
PCB revision: ___
Software revision: A_ 0

“output e

Maodel information | Lot number
MN1501-1400 Ver.1.10 16415
Rack: 0 Slot: 0 Unit: 2 CJ1W-5CU32 Ver.2.1 100416

Output file Show Detail

Close

Close

Outline View Detail View

The information that is displayed is different for the Outline View and Detail View. The Detail
View displays the unit version, hardware version, and software versions. The Outline View dis-
plays only the unit version.

Note The hardware revision is separated by “/” and displayed on the right of the hardware version. The hardware
revision is not displayed for the Unit that the hardware revision is in blank.

® Checking the Unit Version of an EtherCAT Slave

You can use the Production Information while the Sysmac Studio is online to check the unit version
of an EtherCAT slave. Use the following procedure to check the unit version.

1 Double-click EtherCAT under Configurations and Setup in the Multiview Explorer. Or, right-
click EtherCAT under Configurations and Setup and select Edit from the menu.

The EtherCAT Tab Page is displayed.

2 Right-click the master on the EtherCAT Tab Page and select Display Production Information.

The Production Information Dialog Box is displayed.
The unit version is displayed after “Rev.”
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® Changing Information Displayed in Production Information Dialog Box

1 Click the Show Detail or Show Outline Button at the lower right of the Production Information
Dialog Box.

The view will change between the production information details and outline.

Production Information Production Information (=23

Type information | Serial number |
Nodell NX-ECC201 Rev:1.2 (OMRON Corporation) 0xBOO02AD4
Hardware Version : V1.00

Type information | Serial number |
Nodell NX-ECC201 Rev:1.2 (OMRON Corporation) 0xBOO02AD4
Node5 E3X-ECT Rev:1.0 (OMRON Corporation) 0xBO0D00009

Software Version : ¥1.02
Node5 E3X-ECT Rev:1.0 (OMRON Corporation) 0xBO0D00009

Hardware Version : ¥1.00
Software Version : ¥1.00

Close

Output file Show Detail

Outline View Detail View

Unit Versions of CPU Units and Sysmac Studio Versions

The functions that are supported depend on the unit version of the NJ/NX-series CPU Unit. The version
of Sysmac Studio that supports the functions that were added for an upgrade is also required to use
those functions.

Refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for the relationship
between the unit versions of the CPU Units and the Sysmac Studio versions, and for the functions that
are supported by each unit version.

Unit Versions of CPU Units and Peripheral Tool Versions

When you set tag data links for the built-in EtherNet/IP port on an NJ/NX-series CPU Unit, use the ver-
sions of the Network Configurator and the Sysmac Studio that are given in the following table.

CPU Unit Network Configurator for EtherNet/IP Sysmac Studio

Ver- Ver- Ver- Ver- Ver- Ver- Ver- Ver- Ver- Ver- Ver-
sion Ver- sion sion sion sion sion sion sion sion sion sion

Model Version 3.3x sion 3.50 3.53 3.59 3.61 3.64 1.09 1.10 1.13 1.17 1.23
or 3.40 or to to to or or to to to or
lower 3.51 3.58 3.60 3.63 | higher | lower | 1.12 1.16 1.22 | higher

NJ501- Version 1.00 | NA OK OK OK OK OK OK NA OK OK OK OK

Ooood to 1.02

NJ301- Version 1.01 | NA NA OK OK OK OK OK NA OK OK OK OK

Ooood or 1.02

NJ501- Version 1.03 | NA NA NA OK OK OK OK NA OK OK OK OK

Ooood or later

NJ301-

oood

NJ101- Version 1.10 | NA NA NA NA OK OK OK NA NA OK OK OK

oOood or later

NX701-

oood

NX1P2- Version 1.13 | NA NA NA NA NA OK OK NA NA NA OK OK

oOood or later

NX102- Version 1.30 | NA NA NA NA NA NA OK NA NA NA NA OK

oOood or later
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Related Manuals

The followings are the manuals related to this manual. Use these manuals for reference.

Manual name Cat. No. | Model numbers Application Description
NX-series CPU Unit W535 NX701-0000 | Learning the basic specifi- An introduction to the entire NX701 system is pro-
Hardware User’s Manual cations of the NX701 CPU vided along with the following information on the
Units, including introductory | CPU Unit.
information, designing, * Features and system configuration
installation, and mainte- .
* Introduction
nance. )
Mainly hardware informa- * Part names and functions
tion is provided. ¢ General specifications
* Installation and wiring
¢ Maintenance and inspection
NX-series W593 NX102-00000 | Learning the basic specifi- An introduction to the entire NX102 system is pro-
NX102 CPU Unit cations of the NX102 CPU | vided along with the following information on the
Hardware Units, including introductory | CPU Unit.
User’s Manual information, designing, « Features and system configuration
installation, and mainte- .
* Introduction
nance. .
. . * Part names and functions
Mainly hardware informa- | ficati
tion is provided. * General specifications
* Installation and wiring
¢ Maintenance and inspection
NX-series NX1P2 CPU W578 NX1P2-0000 | Learning the basic specifi- An introduction to the entire NX1P2 system is pro-
Unit Hardware User's cations of the NX1P2 CPU | vided along with the following information on the
Manual Units, including introductory | CPU Unit.
information, designing, * Features and system configuration
installation, and mainte- .
* Introduction
nance.
. . ¢ Part names and functions
Mainly hardware informa- G | ficati
tion is provided. eneral specifications
* Installation and wiring
* Maintenance and inspection
NJ-series CPU Unit W500 NJ501-0000 | Learning the basic specifi- An introduction to the entire NJ-series system is
Hardware User’s Manual NJ301-0000 | cations of the NJ-series provided along with the following information on
NJ101-0000 | CPU Units, including intro- | the CPU Unit.
ductory information, design- | . Featyres and system configuration
ing, installation, and .
: * Introduction
maintenance. .
Mainly hardware informa- * Part names and functions
tion is provided. » General specifications
* Installation and wiring
* Maintenance and inspection
NJ/NX-series CPU Unit W501 NX701-0000 | Learning how to program The following information is provided on a Control-
Software User’s Manual NX102-0000 | and set up an NJ/NX-series | ler built with an NJ/NX-series CPU Unit.
NX1P2-0000 CPU Unit. e CPU Unit operation
NJ501-00000 | Mainly software information | | CPU Unit features
NJ301-0000 | is provided. . .
NJ101-0000 * Initial settings
* Programming based on IEC 61131-3 language
specifications
NX-series NX1P2 CPU W579 NX1P2-0000 | Learning about the details Of the functions for an NX1P2 CPU Unit, the fol-

Unit Built-in 1/0 and
Option Board User's
Manual

of functions only for an NX-
series NX1P2 CPU Unit and
an introduction of functions
for an NJ/NX-series CPU
Unit.

lowing information is provided.

¢ Built-in I/O

¢ Serial Communications Option Boards
* Analog I/O Option Boards

An introduction of following functions for an NJ/NX-
series CPU Unit is also provided.

¢ Motion control functions
e EtherNet/IP communications functions
¢ EtherCAT communications functions
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Manual name Cat. No. | Model numbers Application Description
NJ/NX-series Instruc- W502 NX701-0000 | Learning detailed specifica- | The instructions in the instruction set (IEC 61131-3
tions Reference Manual NX102-0000 | tions on the basic instruc- specifications) are described.
NX1P2-0000 | tions of an NJ/NX-series
NJ501-0000 | CPU Unit.
NJ301-0000
NJ101-0000
NJ/NX-series CPU Unit W507 NX701-0000 | Learning about motion con- | The settings and operation of the CPU Unit and
Motion Control User’s NX102-00000 | trol settings and program- programming concepts for motion control are
Manual NX1P2-0J000O | ming concepts. described.
NJ501-0000
NJ301-0000
NJ101-0000
NJ/NX-series W508 NX701-0000 | Learning about the specifi- | The motion control instructions are described.
Motion Control Instruc- NX102-0000 | cations of the motion control
tions Reference Manual NX1P2-00000O | instructions.
NJ501-0000
NJ301-0000
NJ101-0000
NJ/NX-series W505 NX701-0000 | Using the built-in EtherCAT | Information on the built-in EtherCAT port is pro-
CPU Unit NX102-0000 | port on an NJ/NX-series vided.
Bu'lt','” EtherCAT® Port NX1P2-0000 | CPU Unit. This manual provides an introduction and provides
User’s Manual NJ501-0000 information on the configuration, features, and
NJ301-0000 setup.
NJ101-0000
NJ/NX-series W506 NX701-0000 | Using the built-in Ether- Information on the built-in EtherNet/IP port is pro-
CPU Unit NX102-0000 | Net/IP port on an NJ/NX- vided.
Built-in EtherNet/IP™ Port NX1P2-0000 | series CPU Unit. Information is provided on the basic setup, tag
User’s Manual NJ501-0000 data links, and other features.
NJ301-0000
NJ101-0000
NJ/NX-series CPU Unit W588 NX102-0000 | Using the OPC UA. Information on the OPC UA is provided.
OPC UA User’s Manual NJ501-10J00
NX-series W596 NX701-00020 Using the FINS function on | An introduction to the FINS function on the NX-
CPU Unit FINS Function NX102-0000 | the NX-series CPU Unit. series CPU Unit is provided.
User’s Manual
NJ/NX-series W527 NX701-0020 Using the database connec- | Describes the database connection service.
Database Connection CPU NX102-00020 tion service with NJ/NX-
Units NJ501-00020 series Controllers.
User’s Manual NJ101-00020
NJ-series W528 NJ501-1340 Using the GEM Services Provides information on the GEM Services.
SECS/GEM CPU Units with NJ-series Controllers.
User’s Manual
NJ-series NJ Robotics W539 NJ501-4000 Controlling robots with NJ- | Describes the functionality to control robots.
CPU Unit User’s Manual series CPU Units.
NJ/NY-series NC Inte- 0030 NJ501-5300 Performing numerical con- | Describes the functionality to perform the numeri-
grated Controller User’s NY532-5400 trol with NJ/NY-series Con- | cal control.
Manual trollers.
NJ/NY-series 0031 NJ501-5300 Learning about the specifi- | The G code/M code instructions are described.
G code Instructions Ref- NY532-5400 cations of the G code/M
erence Manual code instructions.
NJ/NX-series W503 NX701-0000 | Learning about the errors Concepts on managing errors that may be
Troubleshooting Manual NX102-O0000 | that may be detected in an | detected in an NJ/NX-series Controller and infor-
NX1P2-00000 | NJ/NX-series Controller. mation on individual errors are described.
NJ501-0000
NJ301-0000
NJ101-0000
Sysmac Studio Version 1 | W504 SYSMAC Learning about the operat- | Describes the operating procedures of the Sysmac
Operation Manual -SE200000 ing procedures and func- Studio.
tions of the Sysmac Studio.
CNC Operator 0032 SYSMAC Learning an introduction of | An introduction of the CNC Operator, installation
Operation Manual -RTNCOOIOOD the CNC Operator and how | procedures, basic operations, connection opera-
to use it. tions, and operating procedures for main functions
are described.
NX-series Safety Control | Z930 NX-SLOOOO Learning how to use NX- Describes the hardware, setup methods, and func-
Unit User’s Manual NX-SICOO0O0O series Safety Control Units. | tions of the NX-series Safety Control Units.
NX-soOOooO
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A manual revision code appears as a suffix to the catalog number on the front and back covers of the

manual.

[Cat. No.

W506-E1-20 |

t

Revision code

Revision code

Date

Revised content

01

July 2011

Original production

02

March 2012

Added information on the NJ301-1100.

Added information on functional support for unit version
1.01 of the CPU Units.

Corrected mistakes.

Added A-8 Accessing Variables with CIP Message Commu-
nications.

03

May 2012

Added information on functional support for unit version
1.02 of the CPU Units.

Corrected mistakes.

04

August 2012

Added information on functional support for unit version
1.03 of the CPU Units.

Corrected mistakes.

05

February 2013

Added information on functional support for unit version
1.04 of the CPU Units.

Corrected mistakes.

06

April 2013

Corrected mistakes.

07

June 2013

Added information on functional support for unit version
1.06 of the CPU Units.

08

December 2013

Added information on functional support for unit version
1.08 of the CPU Units.

Corrected mistakes.

09

July 2014

Added information on functional support for unit version
1.09 of the CPU Units.

Corrected mistakes.

10

January 2015

Added information on functional support for unit version
1.10 of the CPU Units.

Corrected mistakes.

11

April 2015

Added information on the NX701-0000 NX-series CPU
Units.

Added information on the NJ101-0000 NJ-series CPU
Units.

Corrected mistakes.

12

October 2015

Added information on the hardware revision.
Corrected mistakes.

13

April 2016

Added information on functional support for unit version 1.11
of the CPU Units.

Corrected mistakes.

14

July 2016

Added information on functional support for unit version
1.12 of the CPU Units.

Corrected mistakes.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



Revision History

Revision code

Date

Revised content

15

October 2016

Added information on the NX1P2-000000 NX-series
CPU Units.

Added information on functional support for unit version
1.13 of the CPU Units.

Corrected mistakes.

16

April 2017

Added information on functional support for unit version
1.14 of the CPU Units.

Corrected mistakes.

17

October 2017

Corrected mistakes.

18

January 2018

Added information on functional support for unit version
1.17 of the CPU Units.

Corrected mistakes.

19

April 2018

Added information on the NX102-0000 NX-series CPU
Units.

Added information on functional support for unit version
1.30 of the CPU Units.

Consolidated descriptions related to event codes and errors
into the NJ/NX-series Troubleshooting Manual.

Corrected mistakes.

20

July 2018

Added information on the functions supported by unit ver-
sion 1.31 of the NX102-0000C.
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1-1

Introduction

1-1-1

EtherNet/IP Features

EtherNet/IP is an industrial multi-vendor network that uses Ethernet. The EtherNet/IP specifications are
open standards managed by the ODVA (Open DeviceNet Vendor Association), just like DeviceNet. Eth-
erNet/IP is not just a network between Controllers. It is also used as a field network. Because Ether-
Net/IP uses standard Ethernet technology, various general-purpose Ethernet devices can be used in
the network.

Sysmac Studio (3) Ethernet switch

(Support Software) . )
] (2) Twisted-pair cable

100 (1) Built-in EtherNet/IP | (1) Built-in EtherNet/IP (1) Built-in EtherNet/IP
Ethernet (LAN) port m port on NJ/NX- port on NJ/NX- port on NJ/NX-
max. series Controller series Controller series Controller

| i
| -%1/ ul 7%3/ ainill

EtherNet/IP System Configuration Example

® High-speed, High-capacity Data Exchange through Tag Data Links

The EtherNet/IP protocol supports implicit communications, which allows cyclic communications
(called tag data links in this manual) with EtherNet/IP devices. Using the NJ/NX-series CPU Unit, up
to 184,832 words of data (total of 369,664 words with two ports) can be quickly exchanged between
controllers and devices. Using the NJ-series CPU Unit, up to 9,600 words of data can be
exchanged.

® Tag Data Link (Cyclic Communications) Cycle Time

Tag data links (cyclic communications) operate at the cyclic period specified for each application,
regardless of the number of nodes. Data is exchanged over the network at the refresh cycle set for
each connection, so the communications refresh cycle will not increase even if the number of nodes
is increased, i.e., the concurrency of the connection’s data is maintained. Because the refresh cycle
can be set for each connection, each application can communicate at its ideal refresh cycle. For
example, interprocess interlocks can be transferred at high speed, while the production commands
and the status monitor information are transferred at low speed.
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1-1-2 Features of Built-in EtherNet/IP Port on NJ/NX-series CPU Units

® Tag Data Links

Cyclic communications between Controllers or between Controllers and other devices are possible
on an EtherNet/IP network. Tag data links can quickly perform data exchanges.

uononpo.u| |-}

® CIP Message Communications

You can send CIP commands to devices on the EtherNet/IP network when required by execution of
CIP communications instructions in a program. As a result, it is possible to send and receive data
with devices on the EtherNet/IP network.

® BOOTP Client

If the NJ/NX-series CPU Unit built-in EtherNet/IP port is set in the BOOTP settings, the BOOTP cli-
ent operates when the Controller power is turned ON, and the IP address is obtained from the
BOOTP server. It is possible to set all of the IP addresses of multiple built-in EtherNet/IP ports at the
same time.

® FTP Server for File Transfers to and from Host Computers

An FTP server is built into the Controller. You can use it to read and write data within the Controller
as files from workstations and computers with FTP clients. The FTP server enables the transfer of
large amounts of data from a client without any additional ladder programming.

® FTP Client for File Transfers to and from Host Computers

An FTP client is built into the Controller so that you can read and write files on workstations and
computers that have an FTP server from the Controller.

You can use the FTP client communications instructions to transfer one or more files between the
Controller and an FTP server.

SHUN NJD SdMdS-XN/IN UO Lod dIASNISUIT ul-}jing JO sainjesd ¢-1-1

® NTP Client for Automatic Controller Clock Adjustment

The clocks built into Controllers connected to Ethernet can be automatically adjusted to the time of
the clock in the NTP server. If all of the clocks in the system are automatically adjusted to the same
time, time stamps can be used to analyze production histories.

* Aseparate NTP server is necessary to automatically adjust the Controller clocks.

® Socket Services

Socket services can be used to send/receive data between general-purpose applications and Con-
trollers. You can use these communications services to send and receive any data to and from
remote nodes, i.e., between host computers and Controllers or between Controllers. You can exe-
cute socket communications instructions in order in a program to execute communications pro-
cesses with the socket services. There are two socket services, the UDP socket service and TCP
socket service.

® DNS Client for Specifying Host Names

You can directly specify IP addresses, but you can also use the host names instead of the IP
addresses for NTP servers, SNMP managers, or the destinations of socket instructions and CIP
communications instructions (DNS client or hosts settings). This is useful, for example, when server
IP addresses change for system revisions because the IP addresses are automatically found when
host names are used.

* Aseparate DNS server is necessary to use host names with the DNS client.

* The DNS server is specified directly using its IP address.
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Introduction

® Network Management with an SNMP Manager

The SNMP agent passes internal status information from the built-in EtherNet/IP port to network
management software that uses an SNMP manager.

* A separate SNMP manager is necessary for network management.

Complete Troubleshooting Functions

A variety of functions are provided to quickly identify and handle errors.
» Self-diagnosis at startup
¢ Event log that records the time of occurrence and other error details

Two EtherNet/IP Communications Ports as a Standard Feature, Equipped with
IP Routing Function (Only with the NX701 CPU Unit and NX102 CPU Unit)

The CPU Unit is equipped with two EtherNet/IP ports for EtherNet/IP communications as standard.

This feature allows you to separate the information network from the control network. In addition, the

built-in EtherNet/IP ports have an IP routing function that sends IP packets to devices on other IP

network segments.

* To use the function, you must set the IP router table and default gateway settings for each device on the net-
work appropriately for your network configuration. For details on the settings, refer to 5-1 TCP/IP Settings
Display.

CIP Safety on EtherNet/IP Compatible

Combined with the NX-SL5C1CI[] Safety Control Unit, you can build a system which uses CIP
Safety on EtherNet/IP communications in networks between Controllers and field networks. Safety
communications by CIP Safety is enabled with devices that support CIP Safety on EtherNet/IP and
other Safety CPU Units.

@ Additional Information

CIP (Common Industrial Protocol)

CIP is a shared industrial protocol for the OSI application layer. The CIP is used in networks
such as EtherNet/IP, CompoNet, and DeviceNet. Data can be routed easily between networks
that are based on the CIP. You can therefore easily configure a transparent network from the
field device level to the host level. The CIP has the following advantages.

¢ Destination nodes are specified by a relative path, without fixed routing tables.

* The CIP uses the producer/consumer model. Nodes in the network are arranged on the same
level and it is possible to communicate with required devices whenever it is necessary. The
consumer node will receive data sent from a producer node when the connection ID in the
packet indicates that the node requires the data. Because the producer can send the same
data with the same characteristics in a multicast format, the time required for the transfer is
fixed and not dependent on the number of consumer nodes. (Either multicast or unicast can
be selected.)
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1-2 System Configuration and
Configuration Devices
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1-2-1 Devices Required to Construct a Network

The basic configuration for an EtherNet/IP system includes one Ethernet switch to which nodes are
attached in star configuration using twisted-pair cable.

Sysmac Studio (3) Ethernet switch

Support Software
( pp. ) ,ﬂ%—fil (2) Twisted-pair cable

(1) Built-in EtherNet/IP | (1) Built-in EtherNet/IP | (1) Built-in EtherNet/IP
port on NJ/NX- port on NJ/NX- port on NJ/NX-

Ethernet (LAN) port 100 m series CPU Unit series CPU Unit series CPU Unit
max.

The following products are also required to build a network. Obtain them in advance.

i

Network device Function

(1) Per Node These Units are used to connect to an EtherNet/IP net-
NJ501-0000, 301-0000 or 101-0000 work.
NJ-series CPU Unit (built-in EtherNet/IP port)
NX701-0000, NX102-00000 or
NX1P2-000000 NX-series CPU Unit (built-in
EtherNet/IP port)

3JOMISN B JonJjsu0) 0] palinbay seoineq L-z-1

OMRON PLCs

CJ2H-CPUOO-EIP or CJ2M-CPU3 CJ2 CPU
Unit (built-in EtherNet/IP port)

CJ-series CJ1W-EIP21 EtherNet/IP Unit*
CS-series CS1W-EIP21 EtherNet/IP Unit

(2) Twisted-pair cable The twisted-pair cable has a RJ45 Modular Connector
at each end. This cable is used to connect the built-in
EtherNet/IP port or EtherNet/IP Unit to an Ethernet
switch. Use an STP (shielded twisted-pair) cable of cat-
egory 5, 5e, or higher.

(3) Ethernet switch This is a relay device that connects multiple nodes in a
star LAN. For details on recommended devices to con-
figure a network, refer to 2-1-1 Recommended Network
Devices.

* The CJ1W-EIP21 can be mounted only to an NJ-series CPU Unit with unit version 1.01 or later and Sysmac Stu-
dio version 1.02 or higher.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 1-5
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1-2-2 Support Software Required to Construct a Network

This section describes the Support Software that is required to construct an EtherNet/IP network. The
built-in EtherNet/IP port has Ethernet Settings and Tag Data Link Settings, which are stored in the non-
volatile memory of the CPU Unit. Support Software is provided for each, as described below.

® Built-in Ethernet/IP Settings: Sysmac Studio

Use the Sysmac Studio to set the basic settings, such as the local IP address and subnet mask of
the built-in EtherNet/IP port. The Sysmac Studio can also be used to check if data I/O is being per-
formed correctly for tag data links.

Windows Computer
Sysmac Studio

Edit Parameters
Built-in EtherNet/IP port Dialog Box
settings (non-volatile memory)

[Cr—
2l [ Built-in EtherNet/IP port

NJ/NX-series CPU Unit
Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for details on the Sysmac
Studio.

® Tag Data Link Settings: Network Configurator

Use the Network Configurator to set the tag data links for the built-in EtherNet/IP port. (The Network
Configurator is included in the Sysmac Studio Standard Edition.) The main functions of the Network
Configurator are given below.

1) Setting and Monitoring Tag Data Links (Connections)

The network device configuration and tag data links (connections) can be created and edited. After
connecting to the network, the device configuration and tag data link settings can be uploaded and
monitored.

2) Multi-vendor Device Connections

EDS files can be installed and deleted so that you can construct, set, and manage networks that
contain EtherNet/IP devices from other companies. The IP addresses of EtherNet/IP devices can
also be changed.

Windows computer with

Network Conﬁgurat%
Edit Device
Parameters

Dialog Box

Tag Data Link Settings
(non-volatile memory)

If Transferred.

E—
Ol
NJ/NX-series CPU Unit

For details on the Network Configurator, refer to Section 7 Tag Data Link Functions.

" Built-in EtherNet/IP port

@ Additional Information

You can also use the Sysmac Studio to set the tag data links. Refer to A-2 Use the Sysmac Stu-
dio to Set the Tag Data Links (EtherNet/IP Connections) for details on setting the tag data links in
the Sysmac Studio.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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1-3 Built-in EtherNet/IP Port

TCP/IP or UDP/IP

Sysmac Studio connection, tag data link, CIP message communications, socket ser-
vices, FTP server, FTP client, automatic clock adjustment (NTP client), SNMP
agent, DNS client

- Packet Fil- | --- - --- ---
ter

2 (With IP routing func- 1

tion)

100Base-TX,| 100Base-TX or 10Base-T (100Base-TX is recommended.) 1
10Base-T or
1000Base-T
(1000Base-T
or 100Base-
TX is recom-

mended.) *1
CSMA/CD

Baseband

Star form

1,000 Mbps | 100 Mbps (100Base-TX)
(1000Base-
T

Shielded twisted-pair (STP) cable, Category 5, 5e, or higher

100 m max. (distance between hub and node)

There is no limitation when an Ethernet switch is used.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 1-7
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256 per port

32 per port

(total of 512 | (total of 64

with two with two

ports) ports)

0.5to 110 10,000 |2to 10,000 | 10to 110 10,000 ms in 1-ms
10,000ms |[msin1-ms |[msin1-ms | 10,000 ms |increments

in 0.5-ms increments | increments | in 1-ms

increments increments

Packet intervals can be set independently for each connection. (Data is refreshed
over the network at the preset interval and does not depend on the number of

nodes.)
40,000 pps | 12,000 pps | 3,000 pps 1,000 pps 3,000 pps 2
*2,*3 *2,*3 *2 *2
Note The Note The Note The heartbeat is included.
heart- heart-
beat beat
is and
includ the
ed. CIP
Safety
rout-
ing
are
includ
ed."4
256 per port (total of 512 | 256
with two ports)
Network Network Network Network variables
variables variables variables CIO, Work, Holding, DM, or EM Areas
ClO, Work, | CIO, Work, | CIO, Work, | can be used.
Holding, Holding, Holding or
DM, and DM, or EM | DM Areas
EM Areas Areas can can be
cannot be be used. used.

used.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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8 (7 tags when the tag set contains the Controller status)

739,328 38,400 19,200 bytes
bytes bytes
1,444 bytes | 600 bytes "5

*5

Note Data concurrency is maintained within each connection. Refer to 7-71-7 Con-
currency of Tag Data Link Data for methods to maintain concurrency.

256 perport | 32 per port | 32 (1 connection = 1 tag set)
(total of 512 | (1 connec-
with two tion = 1 tag
ports) (1 set)
connection (total of 40
=1tagset) | with two
ports) *6
722 words | 300 words (The Controller status uses 1 word when the tag set con-
(The Con- | tains the Controller status.)
troller status
uses 1 word
when the
tag set con-
tains the
Controller
status.)

Supported 7

Supported

Connec-
tions: 128
per port
(total of 256
with two
ports) (cli-
ents plus
server)

Connec-
tions: 32
per port
(total of 64
with two
ports)
(clients plus
server)

Number of connections: 32 (clients + servers)

Number of clients that can communicate at one time: 32 max.
Number of servers that can communicate at one time: 32 max.

Supported.

CIP routing is supported for the following remote Units: NX701-CJ0OC, NX102-
0000, NX1P2-000000, NJ501-0000, NJ301-0000, NJ101-0000,
CS1W-EIP21, CJ1W-EIP21, CJ2H-CPULOO-EIP, and CJ2M-CPU3.

Using a combination of any Units above, communication can be extended up to a
maximum of 8 levels.

SNMPv1 or SNMPv2¢c

MIB-II

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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1 Introduction

Specifications
NX701- NX102- NX1P2- NJ501-C1C0C0/NJ301- NJ101-
ltem Oooo oooo | o ooooy oooo
Unit ver- Unit ver- Unit ver- Unit ver- Unit ver- Unit ver-
sion 1.10 sion 1.30 sion 1.13 sion 1.00 sion 1.03 sion 1.10
or later or later or later to 1.02 or later or later
Conforms Conforms Conforms Conforms to CT8 Conforms
EtherNet/IP conformance test to CT11 to CT14 to CT13 to CT11
10Base-T, 10Base-T or 100Base-TX
100Base- | Auto negotiation or fixed settings
TX, or
1000Base-
Ethernet interface T
Auto negoti-
ation or
fixed set-
tings

*1 If tag data links are being used, use 100Base-TX or 1000Base-T.

*2 Here, pps means “packets per second” and indicates the number of packets that can be processed in one sec-
ond.

*3 If the two built-in EtherNet/IP ports are used simultaneously, the maximum communications data size for two
ports in total will be reached.

*4  An NX102 CPU Unit with unit version 1.31 or later is required to use the CIP Safety routing.

*5 To use a data size of 505 bytes or higher, the system must support a large forward open (an optional CIP spec-
ification). The CS, CJ, NJ, and NX-series Units support a large forward open, but before connecting to nodes
of other companies, confirm that those devices also support it.

*6 When tag sets that exceed total of 40 are set, a Number of Tag Sets for Tag Data Links Exceeded (840E0000
hex) event occurs.

*7 If the parameters of the built-in EtherNet/IP port are changed, the port is restarted. When other nodes are in
communications with the affected node, the communications will temporarily time out and automatically
recover after the restart.

*8 Because the built-in EtherNet/IP port is equipped with an IGMP client (version 2), unnecessary multicast pack-
ets can be filtered by an Ethernet switch that supports IGMP snooping.

*9  The built-in EtherNet/IP port uses the TCP/UDP port numbers shown in the following table.

Do not set the same port number for more than one TCP/UDP service.
Service Protocol Port number Remarks
EIP data links ubpP 2222 Fixed values
Used by system UbP 2223, 2224
TCP 9610
CIP messages TCP 44818
FTP client data transfer port | TCP 20
DNS client TCP/UDP 53
BOOTP client UDP 68
HTTP server TCP 80
Used by system, other TCP/UDP 9600 You can change the port number in
FTP client control port TCP 21 ghe Unit Settings on the Sysmac Stu-
io.
NTP client UDP 123
SNMP agent UDP 161
SNMP trap UDP 162
TCP/UDP message service | TCP/UDP 64000
(NX102)
*10 A CPU Unit with unit version 1.01 or later and Sysmac Studio version 1.02 or higher are required to use CPU

routing.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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1-3-2 Part Names and Functions

I Parts and Names

Hod diA3NIayi3 ul-jing ¢-i

® NX701 CPU Unit

A A
A OPEN M u B oreNa [
NX701-xxxx OMRON
NX7 :
E RUN : T‘
[J| ERROR : (lp
| BUSY L N
C T
: Q
SDPWR [ L =
SDBUSY |0 E QZ)
g 3
SW SETTING PORT1 5 »
EtherNetIP V)
3| NET RUN S
. [o N
Indicators | | |2 "ETE""} | n
| LINK/ACT- c
PORTI EtherNetIP = E =]
[D— <] PORT2 PORT3 [D———————F e}
* EtherNet/IP EtherCAT | N E g
. 3| NET RUN NETRUN |1
Built-in EtherNet/IP @ ] NETERR} [NETERR ] ﬂ USB pOI’t 8
port 1 | LINK/IACT LINK/ACT | U
|| a
PORT2 EtherNet/IP PORT3 EtherCAT
|, PORTZENENP 1 | | [ PORTENertAT
Built-in EtherNet/IP @ Etboratp Built-in
port 2 A M EtherCAT
5 port

MAC Address Notation

A specific MAC address is allocated to each device connected to the Ethernet network.

The built-in EtherNet/IP port's MAC address is listed in 12-digit hexadecimal in the place shown
below on the CPU Unit.

MAC addresses
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® NX102 CPU Unit

Built-in EtherNet/IP

I nl 0nn
OmRON
NX1
A RUN
| [ERROR
BUSY
PORT1 EtherNetIP ~[own

port 1

Indicators

@) @b
Sl

r INET RUN|
PORT1 [ INET ERR
» L

Built-in EtherNet/IP
port 2

Built-in EtherCAT

7
PORT2 EtherNet/IP

(o) @b
Sl

TR
PORT2 [ INET ERR
1.7
3 EtherCAT

SHen
Sh:
|

port

|— INET RUN
PORT. PORT3[INETERR |
@ :
]

()
“4OPC UA
EtherNet/IP
EtherCAT~ I >
[ brin
0 o4d

MAC Address Notation

A specific MAC address is allocated to each device connected to the Ethernet network.

The built-in EtherNet/IP port's MAC address is listed in 12-digit hexadecimal in the place shown
below on the CPU Unit.

Ver.O.OOO HW Rev.O LOT No. DDMYY[ xxxx

-----------------------

MAC addresses
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® NX1P2 CPU Unit

(N 1 i o IO e 72 W s
omron @@@@@@@@@@@]
NX1P2 S8656800000000 .

S EEEEEEEEEEEER | E
SWSETTNG W N 4
PORT EtherNet/IP Eﬁﬂ“
it
Built-in EtherNet/IP port SDPWR,
PORT2 EtherCAT E%(E%%
L LINK/ACT\L
= a O A
— e s s e s 1
2 866866888669 | |N
[QQQQQQQQQQQ ]
00OVO00000009 ol
T T LT T ]
Indicators

MAC Address Notation
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Introduction

A specific MAC address is allocated to each device connected to the Ethernet network.

The built-in EtherNet/IP port's MAC address is listed in 12-digit hexadecimal in the place shown

below on the CPU Unit.

PORT2 : OOOOOOCOOOOPO
Ver.1.0OO HW Rev. O
LOT No. DDMYY[ xxxx

MAC address of built-in EtherNet/IP port

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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® NJ-series CPU Unit

°é" -~ oﬁu LL_F’
RuN —— OMRON - USB port
error —1 NJ501-1500
BUSY[—
SDPWR[—]|
SDBUSY[—
r [ NETRUN
Etherr;lg: F! I NETERR <« Built-in EtherNet/IP port
L [ LINKIACT|
[ NET RUN ‘
EthosCAY [ NETERR < Built-in EtherCAT port
[ LINKIACT]| \%
OPEN SW SETTING
v {1
.S = _
u Indicators

MAC Address Notation

A specific MAC address is allocated to each device connected to the Ethernet network. The built-in
EtherNet/IP port's MAC address is listed in 12-digit hexadecimal in the two places shown below on

the CPU Unit.
AR |
RN omRon
ERROR [—] NJ501_15 L.
] 00 Upper 6 digits of MAC address
sopr—| <+—— Lower 6 digits of MAC address
S0 BUSY[——]
t§:=: -
=
] MAC address (12 digits)
[—INETRUN
Ethorvou Eusrm ‘|
FJunkiacr, NJ501-XXXX Ver. XXX
PORT XX RRDOAE 4—
PORT2 : XXXRRODOBEKX
I [ = nerrun XXXXXXX XXXX
ah:-%% [NeTerr
L umkncr,
Ly P
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&
w
<,
I Indicators (LEDs) =
s
2
=
PORT1 )
EtherNevIP — PORT EtherNet/IP 3
[J NET RUN TN [INET RUN S
[J NET ERR PORT1 [_INET ERR JNET ERR =
] LINK/ACT LMoa CILINK/ACT
Bottom
PORT2 PORT3 indicators
EtherNet/IP EtherCAT l— NET RUN
] NET RUN NET RUN [J PORT2[_INETERR
[ NET ERR} {NET ERR [ LMua z
[ LINK/ACT LINK/ACT I n \S
NX701 CPU Unit NX102 CPU Unit NX1P2 CPU Unit 'n;?
Z
Q
3
o
|_ NET RUN g
PORT1 %
EtherNet/IP NETERR 5
LINKIACT 5
3
2]

NJ-series CPU Unit

® NET RUN, NET ERR, and LINK/ACT

¢ NET RUN indicator: This shows the status of the CIP connection (tag data links, Class 3 messages).

e NET ERR indicator: This shows the network communications error status. Refer to Section 16
Troubleshooting for details.

¢ LINK/ACT indicator: This shows the Ethernet communications status.

Indicator Color Status Operating status

Ethernet communications are not possible.

* The power supply is OFF or the Controller is being reset.

* AMAC address error or communications Controller error occurred.
* The same IP address is assigned to more than one node.

--- Not lit

Ethernet communications are in progress.

NET RUN Flashing |+ Tag data link connection establishment in progress (originator operation)
¢ |P address acquisition with BOOTP in progress.

Green Normal

If only the target is set for the tag data link, this indicator lights regardless of
whether the connection from the originator is established. It remains lit even
if the data links are stopped.

Lit

Not lit There are no Ethernet communications errors.
== ot li
* The power supply is OFF or was reset.

A user-recoverable error occurred.

¢ An error occurred in TCP/IP communications or CIP communications.
NET ERR Flashing |+ FTP Server Setting Error, NTP Server Setting Error, etc.

Red * Tag Data Link Setting Error, Tag Data Link Verification Error, etc.

* The same |IP address is assigned to more than one node.

Lit A user-non-recoverable error occurred.
I —
* A MAC address error or communications Controller error occurred.
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Indicator Color Status Operating status
Link not established.
-—- Not lit * The cable is not connected.
LINK/ACT ¢ The power supply is OFF or was reset.
Flashing | Data communications in progress after establishing link.
Yellow Lit Links established.

@ Additional Information

When the built-in EtherNet/IP port is set to disable, all the indicators will not light. Refer to 5-1
TCPV/IP Settings Display for the information on setting the built-in EtherNet/IP port.
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1-4 Introduction to Communications
Services

1-4-1 CIP (Common Industrial Protocol) Communications Services

I Tag Data Links (Cyclic Communications)

A program is not required to perform cyclic data exchanges with other devices on the EtherNet/IP net-
work. Normally, a connection is started with the target device for each tag set that was created with the
Network Configurator to start communications for tag data links for a built-in EtherNet/IP port. One con-
nection is used per tag set.

The maximum number of connections that can be registered is shown below.
* NX701 CPU Unit: 256 connections (total of 512 connections with two ports)
* NX102 CPU Unit: 32 connections (total of 64 connections with two ports)

* NX1P2 CPU Unit: 32 connections.

* NJ-series CPU Unit: 32 connections.

Refer to 7-3-1 Specifications for the built-in EtherNet/IP port tag and tag set specifications.

S80IAISS SUONEIIUNWWOY) (J02010.d [BLISNPU| UOWWOD) 41D L-t-1

Connection Information
* Target IP address .z
* Target tag set N
* Originator tag set N
* Packet interval (RPI) Connection
J/
Tag Set (Input) /_\ Tag Set (Output)
4 vd N N
Tag set name: SP1_IN ->|O Tag set name: SP1_OUT
s
Controller status Controller Status
Tag a Tag i
Tag b Tag ii
Data flow
Tag c
[ Teso | (
G J - J
Originator device | | Target device
EtherNet/IP.

* In this example, a connection is established with the originator’s tag list with tags a to g (inputs), which are in a
tag set called SP1_IN, and the target’s tag list with tags i and ii (outputs), which are in a tag set called SP1_OUT.
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I CIP Message Communications

User-specified CIP commands can be sent to devices on the EtherNet/IP network. CIP commands,
such as those for reading and writing data, can be sent and their responses received by executing the
CIP communications instructions from the user program in the NJ/NX-series CPU Unit.

NJ/NX-series Controller Built-in EtherNet/IP port

Hcip_senp

4 Ethernet
CIP d
comren (EtherNet/IP)

|
Response |

P

By specifying a route path, you can send CIP messages (CIP commands and responses) to a device
on another CIP-based network segment via a built-in EtherNet/IP port or the EtherNet/IP Unit (CIP rout-
ing function for message communications). The maximum number of levels of CIP routing via the ports
is eight for any combination of CS, CJ, NJ, and NX-series CPU Units. Note that the number of levels of
IP routing using an L3 Ethernet switch is not counted in the number of levels of CIP routing via the
ports.

¢ NX701 CPU Unit and NX102 CPU Unit
Because there are two built-in EtherNet/IP ports, CIP routing is possible by the CPU Unit alone.

Ethernet
(EtherNet/IP)
<
NX701 CPU Unit and NX102 CPU Unit
Built-in EtherNet/IP
port 1
1]

o afl Ethernet
Built-in EtherNet/IP (EtherNet/IP)
port 2

—

* NJ-series CPU Unit
By combining the built-in EtherNet/IP port and an EtherNet/IP Unit, CIP routing can be performed.

Ethernet
(EtherNet/IP)
<<
NJ-series CPU Unit EtherNet/IP Unit
| /
|
le d Ethernet
pa (EtherNet/IP)
>

Built-in EtherNet/IP port
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% Additional Information
In CIP routing, a node (Unit) that routes information subtracts the equivalent of one hop from the

timeout, deletes its own address from the route information, and relays the information to the
next node (Unit).

When a timeout is specified, the timeout for the actual request service processing is set in the
last hop. In the case of relay hops, the timeout for the relay route must be added to the timeout

for the request.
OMRON products that support CIP subtract 5 seconds per hop.

I~ Version Information

For NJ-series CPU Unit, you can use the EtherNet/IP Unit with the CPU unit version 1.01 or later
and the Sysmac Studio version 1.02 or higher.

1-4-2 IP Routing

The built-in EtherNet/IP on the NX701 CPU Unit and NX102 CPU Unit have the IP routing function.
The IP routing function sends IP packets to other network segments based on the routing informa-
tion set in the IP router table.

To communicate with devices on other network segments, you must set the IP router table and
default gateway settings for the CPU Unit and each device on the network appropriately for your
network configuration.

m Precautions for Correct Use

* You cannot create tag data links between multiple CPU Units using IP routing on the NX701
CPU Unit and NX102 CPU Unit.

* The IP routing function can only be used with the NX701 CPU Units and NX102 CPU Units. IP
routing cannot be used with a combination of a built-in EtherNet/IP port on an NJ-series CPU
Unit and an EtherNet/IP Unit.

Computer

HMI
Sysmac Studio .

IP address: 10.1.1.2/24

Network address: 10.1.1.0/24

EtherNet/IP
NX701 CPU Unit or :
NX102 CPU Unit l i
3
EtherNet/IP E 1 " H Network address: 10.1.2.0/24
HE T B
NX701 CPU Unitor [ H Hi [
NX102 CPU Unit :l e J IP router
i) ] table
Airsi T
EtherNet/IP goonmmmnnn L H Network address: 10.1.3.0/24
e '
il
NJ-series
CPU Unit 0
k|
E)

IP address: 10.1.3.1/24

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 1-19

S99IAI9S SUOIBDIUNWWOY)

0} uononpo.u| -

Bunnoy di z-v-1




1

Introduction

® Port Forward - IP Forward

The port forward function divides the built-in EtherNet IP port 1 network and the built-in EtherNet IP
port 2 network. To divide the networks, set IP Forward to Do not use. When it is set to Do not use,
IP packets other than the one addressed for the Controller are discarded. Refer to 5-1 TCP/IP Set-
tings Display for details. This function can only be used for the NX102 CPU Unit.

@ Additional Information

CIP routing is not be affected by the IP Forward setting.

1-4-3 Packet Filter

IP packets are filtered by the receive processing of the built-in EtherNet/IP ports. When the Packet Fil-
ter is enabled, only the Sysmac Studio that is installed on a computer with registered IP address can
connect to the CPU Unit, and connections from the Sysmac Studio on computers with unregistered IP
addresses can be restricted. This function can be used only for the NX102 CPU Unit.

|E| Precautions for Correct Use

* NA-series and NS-series Programmable Terminals connections to the CPU Unit are restricted
if this function is enabled. Register the IP address of target device in the Packet Filter settings
to connect with above devices. Refer to Packet Filter (NX102 CPU Unit) for details on set-
tings.

* You cannot connect the Sysmac Studio installed on the computer with unregistered IP address
if this function is set to enable. Enable this function after confirming that the IP address of the
computer to allow connection is registered correctly in advance.

* You cannot connect the Sysmac Studio installed on the computer to the Controller in Direct
connection via Ethernet if this function is enabled. Select Controller - Communications
Setup to confirm that the connection method is Ethernet connection via hub.

* You can disable this function tentatively by starting in the Safe Mode in case you cannot con-
nect the Sysmac Studio on the computer because you forgot the registered IP address, etc.
Refer to the Troubleshooting When You Cannot Go Online from the Sysmac Studio in the NJ/
NX series Troubleshooting Manual (Cat. No. W503) for details.

1-4-4 BOOTP Client

1-20

You set the built-in EtherNet/IP port in the BOOTP settings to use the BOOTP client to obtain settings,
such as the built-in EtherNet/IP port IP address.

BOOTP server

BOOTP command Ethernet
Built-in Built-in
IP address EtherNet/IP port EtherNet/IP port
BOOTP client

The built-in EtherNet/IP port IP address is obtained
from the BOOTP server when the power is turned ON.
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o

[}

3

2
1-4-5 FTP Server 5%
S
An FTP server is built into the built-in EtherNet/IP port so that files can be read from and written to the @ g
SD Memory Card in the CPU Unit of the Controller from computers at other Ethernet nodes. This %5
makes it possible to exchange data files between a host computer and the Controller with the host com- (g, g
puter as the FTP client and the Controller as the FTP server. og

. Host computer
B / (FTP client)
_ Ethernet
P I
FTP command Built-in EtherNet/IP port :
3
&
SD Memory /D = W NJ-series Controller %
Card -
Host computer to Controller Controller to Host computer
File data File data
O 1 O
SD Memory 11% SD Memory — %
Card Card

1-4-6 FTP Client

The built-in EtherNet/IP port contains an FTP client. With it, you can use FTP client communications
instructions to transfer files between the CPU Unit and host computers on Ethernet.

This makes it possible to exchange data files between a host computer and the Controller with the Con-
troller as the FTP client and the host computer as the FTP server.

. Host computer
(FTP server)

_ Ethernet

L

File data Built-in EtherNet/IP Port

NJ/NX-series

= — TN
SD Memory — LJ f[ﬁ Controller
Card
Downloading Data Uploading Data
File data Fie data
DTk Sl

SD Memory _—C = © Memory@ a
Card Card
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1-4-7 Automatic Clock Adjustment

With the built-in EtherNet/IP port, clock information is read from the NTP server at the specified time or
at a specified interval after the power supply to the CPU Unit is turned ON. The internal clock time in the
CPU Unit is updated with the read time.

NTP server

NTP command
Ethernet

Clock information

Built-in EtherNet/IP port

NJ/NX-series
Controller i %/‘ ;H‘

EI Precautions for Correct Use

An NTP server is required to use automatic clock adjustment.

1-4-8 Socket Service

You can send data to and receive data from any node on Ethernet with the UDP or TCP protocol. To
send/receive data with a socket service, you execute multiple socket communications instructions in
sequence in an ST program to execute the required communications processes. After a connection
with the other communications device is opened with an open instruction, the values of the variables
that are specified for the send instruction are sent and the data that was received for a receive instruc-
tion is stored in the specified variables. The connection is closed with a close instruction, and communi-
cations end. For TCP, you can also read the socket status and received data. You can use a total of 30
TCP ports and UDP ports. (A total of 60 ports for an NX102 CPU Unit)

UNIX computer or
. other node with socket
service interfaces

Ethernet

TCP/UDP Built-in EtherNet/IP port
protocol
NJ/NX-series CPU Unit Jll |
fimi=mi

/ \ Communications processes are
performed with socket commu-
' ST Programming nications instructions (for UDP).

: SktUDPCreate(...) |--i--»| Open processing

H SktUDPS-end(___) -i--»| Send processing
—{ 1+ *L H
ToP/UDP by sopre) | -1-+[ Feceie prsessing]
protocol i
b | SkClose(.) “1LClose processing |

P
Built-in EtherNet/IP port  NJ/NX-series CPU Unit

UDP [ TCP
Socket
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o
o
3
2
. - S a
1-4-9 Specifying Host Names g1
]
You can directly specify IP addresses, but you can also use the host names instead of the IP addresses @ g
for NTP servers, SNMP managers, or the destinations of socket instructions and CIP communications %5
instructions (DNS client or hosts settings). (g, g
@ (=g
Example: Setting Host Names on the DNS Server ®9o
DNS server
1 _ Ethemet N
L | ©
(%
(0]
Built-in EtherNet/IP port &
>
NJ/NX-series | @
Controller 7] g/‘ ;”‘ §
z
[V
3
]

|E| Precautions for Correct Use

A DNS server is required to use the server host names for the DNS client.
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1-4-10 SNMP Agent

The SNMP agent has the following functions.

] SNMP Agent

The SNMP agent passes internal status information from the built-in EtherNet/IP port to network man-
agement software that uses an SNMP manager.

Monitoring Ethernet/IP Devices

SNMP
manager

Ooooooooon

JEL

o o o

—

.

Built-in EtherNet/IP port

Ethernet

S

Management
information il

— /
SNMP message
= |

;

Device that supports SNM

SNMP agent

J SNMP Trap

SNMP agent

SNMP agent

When specific conditions occur, the built-in EtherNet/IP port that is set as the SNMP agent sends status
notification reports to the SNMP manager. The SNMP manager can learn about changes in status even
without periodically monitoring of the built-in EtherNet/IP port. Status notification reports are sent under

the following conditions.

¢ When the Controller is turned ON
¢ When links are established
¢ When an SNMP agent fails to be authorized

SNMP manager

Trap

Controller
turned ON.

SNMP agent

1-4-11 TCP/UDP Message Service

Built-in EtherNet/IP port

TCP/UDP socket communication to enable simple access to the CIP object of the Controller from sys-
tems which do not support EtherNet/IP is possible. This enables change of settings and 1/O control of
the NX Unit mounted to the Controller and NX bus.

You can use TCP/UDP message service only for the NX102 CPU Units.

1-24
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Procedures

® Basic Operation

1 Wire the Ethernet network with twisted-pair cable.

\A

2 Set the built-in EtherNet/IP port IP address with the Sysmac Studio.

1. Use the Sysmac Studio to create a new project.
2. Set the local IP address in one of the following ways:
e Defaults:

NX701 CPU Unit
Built-in EtherNet/IP port 1

:192.168.250.1
(subnet mask = 255.255.255.0)
:192.168.251.1
(subnet mask = 255.255.255.0)

Built-in EtherNet/IP port 2

NX102 CPU Unit
Built-in EtherNet/IP port 1

:192.168.250.1
(subnet mask = 255.255.255.0)
:192.168.251.1
(subnet mask = 255.255.255.0)
:192.168.250.1
(subnet mask = 255.255.255.0)

Built-in EtherNet/IP port 2

NX1P2 CPU Unit

Built-in EtherNet/IP port 1
NJ-series CPU Unit
Built-in EtherNet/IP port

e Set any IP address.
¢ Obtain from BOOTP server.

\A

3 Perform a communications test with a PING command from a com-
puter.

\A

4 Use the Sysmac Studio to set the initial settings of the EtherNet/IP
Function Module.

Set the TCP/IP settings and Ethernet settings as required.

® Using Tag Data Links

1 Import the variable settings for the tags that were created on the
Sysmac Studio to the Network Configurator.

\A

1 Introduction

1-5 EtherNet/IP Communications

Section 2 Installing Ethernet
Networks

Section 4 Determining IP
Addresses

Section 6 Testing Communi-
cations

Section 5 Sysmac Studio
Settings for the Built-in Eth-
erNet/IP Port

7-2-4 Creating Tags and Tag
Sets

2 Use the Network Configurator to create the tag data link table.

Section 7 Tag Data Link
Functions

¢ Create the network configuration.
» Set the tags, tag sets, and connections.

\:
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Introduction

3 Connect the Network Configurator online.

|

4 Download the tag data link setting.

|

5 Start the tag data links (the links starts automatically when power is
turned ON).

|

6 Check operation.

¢ Check the built-in EtherNet/IP port indicators.

* Use the Sysmac Studio to check the communications status with the All Tag
Data Link Communications Status system-defined variable.

» Use the monitor function of the Network Configurator to confirm that the tag
data links are in normal operation.

® Using the Message Communications Service

¢ CIP Communications Instructions

1 Execute CIP communications instructions in the user program.

\J

2 Check operation.

* Use the Sysmac Studio to check the communications status with the end codes
of the instruction (Done, Error, and ErroriD).

® Using the Socket Services

1 Execute the socket service instructions in the user program.

\J

2 Check operation.

» Use the Sysmac Studio to check the communications status with the end codes
of the instruction (Done, Error, and ErroriD).

® Using the FTP Server

1 Use the Sysmac Studio to set the initial settings of the EtherNet/IP

Function Module.

» Set the FTP settings (enabling FTP, login name, and password).
|

2 Connect to the FTP server in the NJ-series CPU Unit from an FTP

client application.

* Input the FTP login name and password to log onto the built-in EtherNet/IP port.
¢ Check the event log to see if the FTP server started.

® Using the Automatic Clock Adjustment

1 Use the Sysmac Studio to set the initial settings of the EtherNet/IP
Function Module.

» Set the NTP settings (enabling NTP and execution conditions).

1-3-2 Part Names and Func-
tions

Section 16 Troubleshooting

Section 8 CIP Message
Communications

1-3-2 Part Names and Func-
tions

Section 16 Troubleshooting

Section 9 Socket Service

Section 11 FTP Server

Section 13 Automatic Clock
Adjustment
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1 Introduction

1

2 Execute automatic clock adjustment.

* Execute automatic adjustment at specified times or specified intervals.

¢ Use the Sysmac Studio to check the NTP Last Operation Time and NTP Opera-
tion Result system-defined variables.

¢ Check the event log to see if the NTP client started.

suonesIUNWWO) dIeNIeYT §-1

sainpasoid

® Using the SNMP Agent

Section 14 SNMP Agent

1 Use the Sysmac Studio to set the initial settings of the EtherNet/IP
Function Module.

¢ Set the SNMP settings.

¢ Set the SNMP trap settings.

2 Check operation.
¢ Check the event log to see if the SNMP agent started.

® Using BOOTP

1 : e : Section 5 Sysmac Studio
Use the Sysmac Studio to set the initial settings of the EtherNet/IP Settings for the Built-in Eth-
Function Module. erNet/IP Port

¢ Set the BOOTP settings.

2 Check operation.

* Check the event log to see if BOOTP started.
* Check the Online system-defined variable.
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Installing Ethernet Networks

2-1-1

The following table shows the devices recommended for use with the EtherNet/IP.

® Ethernet Switches

Recommended Network Devices

Selecting the Network Devices

Manufacturer Model Description
OMRON Corporation | W4S1-03B » Packet priority control (QoS): EtherNet/IP control data priority
W4S1-05B « Failure detection: Broadcast storm, LS| error detection
W4S1-05C * 10/100Base-TX

Auto negotiation

Number of ports: three for the W4S1-03B, or five each for the

W4S1-05B and W4S1-05C
Failure detection output (W4S1-05C only)

Cisco Systems, Inc.

Consult the manufacturer.
http://www.cisco.com/

CONTEC USA Inc.

Consult the manufacturer.
http://www.contec.com/

Phoenix Contact USA

Consult the manufacturer.

https://www.phoenixcontact.com

® Twisted-pair Cables and Connectors

Applicable EtherNet/IP communications cables and connectors vary depending on the used baud
rate. For 100Base-TX and 10Base-T, use an STP (shielded twisted-pair) cable of category 5 or
higher. You can use either a straight or cross cable. For 1000Base-T, use an STP (shielded twisted-
pair) cable (double shielding with aluminium tape and braiding) of category 5e or higher. You can

use either a straight or cross cable.

"100Base-TX" in the "Product" column of the table below indicates that either 100Base-TX or

10Base-T can be used.

Product Manufacturer Model
For 1000Base- | Sizes and conduc- | Cables Hitachi Metals, Ltd. NETSTAR-C5E
T and tor pairs: AWG 24 SAB 0.5 x 4P
100Base-TX irg ¥1
x 4 pairs Kuramo Electric Co., Ltd. | KETH-SB
SWCC Showa Cable FAE-5004
Systems Co. Ltd.
RJ45 Connectors | Panduit Corporation MPS588
For 100Base- | Sizes and conduc- | Cables Kuramo Electric Co., Ltd. | KETH-PSB-OMR
T tor pairs: *A1WG 22 JMACS Japan Co., Ltd. | PNET/B
2 ai
X < pairs RJ45 Assembly | OMRON Corporation XS6G-T421-1
Connectors

*1  We recommend that you use cables and connectors in above combinations.
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2 Installing Ethernet Networks

2-1-2 Ethernet Switch Types

® Unmanaged Layer 2 (L2) Ethernet Switches

These Ethernet switches use the Ethernet MAC address to switch ports. Ordinary Ethernet switches
have this function. Ethernet switch functions and settings cannot be changed.

® Managed Layer 2 (L2) Ethernet Switches

These Ethernet switches use the Ethernet MAC address to switch ports. Ethernet switch functions
and settings can be changed with special software tools for Ethernet switches running on a network
node. You can also collect analytical data. These Ethernet switches provide more-advanced func-
tions than unmanaged layer 2 Ethernet switches.

S991A8( YJOMIBN 8y} Bunosleg -z

2-1-3 Ethernet Switch Functions

This section describes the Ethernet switch functions that are important for an EtherNet/IP network. For
a built-in EtherNet/IP port, consider whether the Ethernet switch supports these functions when you
select the Ethernet switch.

* Multicast filtering

* QoS (Quality of Service) for TCP/UDP port numbers (L4)

sedAl youms Jeuisyg z-1-z

® Multicast Filtering

Multicast filtering transfers multicast packets to the specific nodes only. This function is implemented
in the Ethernet switch as IGMP snooping or GMRP. “Specific nodes” are nodes equipped with an
IGMP client that have made transfer requests to the Ethernet switch. (OMRON built-in EtherNet/IP
ports are equipped with an IGMP client.) When the Ethernet switch does not use multicast filtering,
multicast packets are sent to all nodes, just like broadcast packets, which increases the traffic in the
network. Settings must be made in the Ethernet switch to enable this function. There must be
enough multicast filters for the network.

® QoS (Quality of Service) Function for TCP/UDP Port Numbers (L4)

This function controls the priority of packet transmissions so that packets can be sent with higher pri-
ority to a particular IP address or TCP (UDP) port. The TCP and UDP protocols are called transport
layer protocols, leading to the name L4 (layer 4) QoS function. When tag data links and message
communications are executed on the same network, tag data links can be sent at higher priority to
prevent problems such as transmission delays due to message communications traffic and packet
losses due to buffer overflow. Settings must be made in the Ethernet switch to enable this function
and give higher priority to tag data link packets.

Support for the above two functions is as follows for the different types of Ethernet switches.

Ethernet Switch Types Multicast filtering L4 QoS Remarks
Unmanaged L2 Ethernet switches None None -
Managed L2 Ethernet switches Provided. Provided. Both functions must be set with
a special software tool.
OMRON W48S1-series Ethernet switches | None Provided. L4 QoS is set with a switch. No
software tool is necessary.

% Additional Information

If the Network Configurator is used to set the connection type in the connection settings to a mul-
ticast connection, multicast packets are used. If the connection type is set to a point-to-point con-
nection, multicast packets are not used.
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2-1-4 Precautions for Ethernet Switch Selection

2-4

The functions supported by the Ethernet switch may affect tag data link transmission delays and the
settings in the Controller configurations and setup. In addition, if the Ethernet switch supports advanced
functions, special settings are required for those functions. When you select an Ethernet switch, it is
necessary to consider whether to select the Ethernet switch based on the kind and amount of commu-
nications you want to execute in the network. Refer to the following precautions when you select an
Ethernet switch. Refer to 15-2 Adjusting the Communications Load to estimate the communications
load for tag data links.

Selecting the Ethernet Switch Based on the Types of Network
Communications

® Executing Tag Data Links Only

We recommend that you use an L2 Ethernet switch without multicast filtering or an L2 Ethernet
switch with multicast filtering. An L2 Ethernet switch with multicast filtering prevents increased traffic
due to unnecessary multicast packets, so the tag data links can operate at higher speed. If either of
the following conditions exists, the amount traffic will be the same for both kinds of L2 Ethernet
switches (with or without multicast filtering).

e The tag data links are set to share the same data with all nodes in the network. (The multicast
packets are transferred to all nodes in the network, just like a broadcast.)

* The tag data link settings are all one-to-one (unicast) and multicast packets cannot be used.

If multicast filters are being used, settings must be made in the Ethernet switch. There must be
enough multicast filters for the network being used.

® Executing Tag Data Links and Message Communications

We recommend an L2 Ethernet switch with multicast filtering and L4 QoS. If you set tag data links
for higher-priority transmission, it is possible to prevent problems such as transmission delays due
to message communications traffic and packet losses due to buffer overflow. You must make special
settings in the Ethernet switch when using the multicast filtering function and L4 QoS function.
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2 Installing Ethernet Networks

Selecting the Ethernet Switch Based on the Ethernet Switch’s
Supported Functions

® L2 Ethernet Switch without Multicast Filtering
We recommend this kind of Ethernet switch when only tag data links are executed and any of the
following conditions is met.

* The tag data links are set to share the same data with all nodes in the network. (The multicast
packets are transferred to all nodes in the network, just like a broadcast.)

* The tag data link settings are all one-to-one (unicast) and multicast packets cannot be used.
* There is little traffic in the tag data links.

S991A8( YJOMIBN 8y} Bunosleg -z

No special settings are required for an L2 Ethernet switch without multicast filtering.

® L2 Ethernet Switch with Multicast Filtering

We recommend this kind of Ethernet switch when only tag data links are executed and the following

condition is met.

* There are many 1:N links (where N represents some number of nodes in the network) in the tag
data link settings, i.e., there are many multicast packets used, or there is heavy traffic in the tag
data links.

Special settings are required for an L2 Ethernet switch with multicast filtering. There must be enough
multicast filters for the network.

® L3 Ethernet Switch with Multicast Filtering and L4 QoS Functions

We recommend this kind of Ethernet switch when both tag data links and message communications
are executed. If you set tag data links for higher-priority transmission, you can prevent problems
such as transmission delays due to message communications traffic and packet losses due to buffer
overflow. Special settings must be made in the Ethernet switch when using the multicast filtering
function and L4 QoS function. There must be enough multicast filters for the network.

UoI08|9S YOUMS J8uley)d 10} suonnesald p-1-2

Selecting the Ethernet Switch Based on the Network
Communication Speed

® Executing Tag Data Links at a Communication Speed Over 100 Mbps

If you will use data tag links with the following conditions, use an Ethernet switch with a multicast fil-
ter or an Ethernet switch that supports a communication speed of 1,000 Mbps.

* Multicast

e Communication speed over 100 Mbps

If there is an Ethernet device on the same network that communicates at a speed of 100 Mbps or
less, the device may affect tag data link communication and cause tag data links to be broken, even
if the device is not related to tag data link communication.

|E| Precautions for Correct Use

* Ask the Ethernet switch manufacturer for setting procedures for the Ethernet switch.

* Install the Ethernet switch so that its environmental resistance specifications are not
exceeded. Ask the Ethernet switch manufacturer for information on the environmental resis-
tance of the Ethernet switch.
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2-2 Network Installation

2-2-1

Basic Installation Precautions

Take the greatest care when you install the Ethernet System. Be sure to follow ISO 8802-3 specifica-
tions. Be sure you understand them before attempting to install an Ethernet System.

Unless you are already experienced in installation of communications systems, we strongly recom-
mend that you employ a professional to install your system.

Do not install Ethernet equipment near sources of noise. If a noisy environment is unavoidable, take
adequate measures against noise interference, such as installation of network components in metal
cases or the use of optical cable in the system.

When using a shielded cable with the shields on both ends of the cable connected to connector
hoods, ground loops induced by improper grounding methods may decrease noise immunity and
cause device damage. To prevent ground loops caused by differences in potential between device
grounding points, the reference potential between the devices must be stabilized. Design grounding
appropriately so that noise current does not flow to ground lines between the devices. For grounding
methods, refer to the NJ-series CPU Unit Hardware User’s Manual (Cat. No. W500), the NX-series
CPU Unit Hardware User’s Manual (Cat. No. W535), the NX-series NX102 CPU Unit Hardware
User’s Manual (Cat. No. W593), or the NX-series NX1P2 CPU Unit Hardware User’s Manual (Cat.
No. W578).

To obtain information on laying EtherNet/IP cable, contact ODVA.
ODVA web site: http://www.odva.org

When you install an EtherNet/IP network that combines an information network with the control sys-
tem, and the communications load may be heavy due to tag data links, we recommend that you set
up the network so that the load does not affect communications. For example, install the tag data
links in a segment that is separate from the information network.

2-2-2 Recommended Network Devices

Refer to 2-1 Selecting the Network Devices for the devices recommended for use with the built-in Eth-
erNet/IP port.

2-2-3 Precautions When Laying Twisted-pair Cable

I Connecting the Shield to Connector Hoods

® Between an EtherNet/IP Port and an Ethernet Switch

Connect the shield to connector hoods as described below.

NJ-series CPU Unit NX-series CPU Unit
10Base-T 100Base-TX 10Base-T 100Base-TX 1000Base-T *1
* Connect both ends * Connect both ends Connect both ends
or or
» Connect Ethernet Switch side only » Connect the Ethernet Switch side only. A
clamp core must be attached to the Eth-
erNet/IP port side of the cable.

*1

For NX701 CPU Units only.
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2 Installing Ethernet Networks

* 10Base-T or 100Base-TX
Connect the cable shields to the connector hoods as described in either a) or b) below.
a) Connecting the shields at both ends of the cable
Connect the shields at both ends of the cables to connector hoods.

Ethernet switches )
Connect shield to connector hood

Connector Connector  Connector
G
terminal | | | | |

uone|[eISu| YIOMIBN Z-Z

Built-in EtherNet/IP port| Power Supply
- on NX-series CPU Unit | Unit

STP Connector

Y A Y
[=

=F
=
Vi

(Shield) GRe
terminal

Built-in
EtherNet/IP port Built-in EtherNet/IP port| Power Supply
on NJ-series GPU Unit | Unit

STP Connector
=5 |

(Shield) GRe
terminal

b) Connecting the shields on the Ethernet switch side only
Connect only the shield at the end of the cable on the Ethernet switch side to the connector hood.

* For an NX-series CPU Unit, a clamp core must be attached at the end of the cable on the Eth-
erNet/IP port side. For the recommended clamp core and attachment method, refer to Rec-
ommended Clamp Core and Attachment Method. To comply with EMC standards, it is
mandatory that a clamp core be attached when connecting the shield only to the connector
hood on the Ethernet switch side.

* For an NJ-series CPU Unit, it is not necessary to connect a clamp core.

a|qe) Jied-pajsim] Buihe usyp) suonneoald €-2-2

Ethernet switches )
Connect shield to connector hood

Connector  Connector  Connector Do not connect shield to connector hood
terminal| | |H| |H|
l Built-in EtherNet/IP | Power Supply
= port on NX-series | Unit
CPU Unit
STP Clamp core | o nnector
w_ﬁ
v
(Shield) GR e
terminal
Built-in EtherNet/IP
port Built-in EtherNet/IP PoyverSuppIy
port on NJ-series | Unit
CPU Unit
STP Connector
(Shield) GR ¢
terminal
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@ Additional Information

Noise immunity may be reduced and device damage may occur due to ground loops, which can
occur due to improper shield connections and grounding methods. When using a baud rate of
100 Mbps or less, it may be possible to alleviate this problem by connecting only the Ethernet
switch side as described in b), rather than connecting both ends as described in a).

¢ 1000Base-T

Connect the shields at the both ends of the cable to respective connector hoods. This connection is
required with 1000Base-T to ensure compliance with EMC standards.

GR

Connector ~ Connector

Ethernet switches

Connector

terminal |

Ly L
N N

Connect shield to connector hood

STP

Built-in EtherNet/IP
port on NX-series
CPU Unit

Connector

Power Supply

|

(Shield)

Unit
GR ¢
terminal 1

Built-in Built-in EtherNet/IP | Power Supply
port on NX-series | Unit
EtherNet/IP port BPU Unit
STP Connector
(Shield)

GR e
terminal 1

® Between two Ethernet switches

Regardless of which baud rate is used, check with the Ethernet switch manufacturers for information
about installing the network between Ethernet switches, and in particular whether or not it is neces-
sary to connect the cable shields to the connector hoods.

I Other Precautions When Laying the Twisted-pair Cable

Press the cable connector in firmly until it locks into place at both the Ethernet switch and the built-in
EtherNet/IP port.

Do not lay the twisted-pair cable together with high-voltage lines.
Do not lay the twisted-pair cable near devices that generate noise.
Do not lay the twisted-pair cable in locations subject to high temperatures or high humidity.

Do not lay the twisted-pair cable in locations subject to excessive dirt and dust or to oil mist or other
contaminants.
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2 Installing Ethernet Networks

I Recommended Clamp Core and Attachment Method

If you connect a shielded cable with only the Ethernet switch side connected to connector hoods to an N

NX-series CPU Unit, you must attach a clamp core to the EtherNet/IP port side. The recommended z

clamp core and attachment method are given below. g

o

=

® Recommended clamp core 2

[\

5

Manufacturer Product Model g'
NEC TOKIN Clamp core ESD-SR-250

ESD-SR-250 dimensions

@ ho—0ar|

31.5 _ 38.0

31.6

13 dia. r

® Recommended attachment method

(1) Attaching a clamp core to a communications cable

Make two loops with the cable
as shown.

(2) Attaching a communications cable

a|qe) Jied-pajsim] Buihe usyp) suonneoald €-2-2

Built-in

EtherNet/IP
péneonet/ Attach close to the cable
NX-series connection as shown.
Controller
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2-2-4 Precautions When Installing and Connecting Ethernet Switches

210

I Precautions When Installing Ethernet Switches

* Do not ground the Ethernet switch in the same location as a drive-system component, such as an
inverter.

* Always use a dedicated power supply for the Ethernet switch’s power supply. Do not use the same

power supply for other equipment, such as an I/O power supply, motor power supply, or control
power supply.

* Before installation, check the Ethernet switch’s environmental resistance specifications, and use an
Ethernet switch that is appropriate for the ambient conditions. Contact the Ethernet switch manufac-
turer for details on Ethernet switch’s environmental resistance specifications.

I Ethernet Switch Connection Methods

» To connect Ethernet switches with twisted-pair cables, observe the followings:
Connect an MDI port to an MDI-X port with a straight cable.
Connect two MDI ports or two MDI-X ports with a cross cable.

Note It is very difficult to distinguish cross cables and straight cables by appearance. Incorrect cables will cause
communications to fail. We recommend cascade connections with straight cables whenever possible.

MDI port
— — Straight cable
gy |) Ethernet switch —®— Cross cable

MDI-X port (cross)

(G ggiren ) Etheomet

switch

Ethernet
switch

CHET CHET) CHET  OEET CHET CRET  CHET CRET -
¢ Some Ethernet switches can automatically distinguish between MDI and MDI-X. When this kind of

Ethernet switch is used, straight cable can be used between Ethernet switches.

El Precautions for Correct Use

Adjust the built-in EtherNet/IP port’s link settings to match the communications settings of the
connected Ethernet switch. If the settings do not match, the link will be unstable and prevent nor-
mal communications. The following table shows the allowed settings for each Ethernet switch
communications mode. (Auto-Nego: Auto negotiation, Full: Full duplex, Half: Half duplex)

Built-in EtherNet/IP port
1,000
Ethernet switch Auto- 10 Mbps (fixed) 100 Mbps (fixed) Mbps
Nego (fixed)
Full Half Full Half Full
Auto-Nego Best --- OK --- OK ---
10 Mbps (fixed) Full OK
Half OK - OK -— -— —
100 Mbps (fixed) | Full OK
Half OK OK
1,000 Mbps (fixed) | Full Best
Best = Recommended; OK = Allowed; --- = Not allowed.
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2 Installing Ethernet Networks

2-3 Connecting to the Network

2-3-1 Ethernet Connectors

The following standards and specifications apply to the connectors for the Ethernet twisted-pair cable.
* Electrical specifications: Conforming to IEEE 802.3 standards.

* Connector structure: RJ45 8-pin Modular Connector (conforming to 1ISO 8877)

* For information on connecting shield wire to connector hoods, refer to 2-1-2 Ethernet Switch Types.

yiomjaN ayj o3 Bungosuuo) ¢-g

J 10Base-T and 100Base-TX

&
Connector pin Signal name Abbr. Signtai:)girec- %
1 Transmission data + TD+ Output ci";_
2 Transmission data — TD- Output g
3 Reception data + RD+ Input §
4 Not used. - - g
5 Not used. -
6 Reception data — RD- Input
7 Not used. -—
8 Not used. - -
J 1000Base-T
Connector pin Signal name Abbr. Signte:L:irec-
1 Communication data DA+ Bl_DA+ Input/output
2 Communication data DA- Bl_DA- Input/output
3 Communication data DB+ Bl_DB+ Input/output
4 Communication data DC+ BI_DC+ Input/output
5 Communication data DC— Bl_DC- Input/output
6 Communication data DB- Bl_DB- Input/output
7 Communication data DD+ Bl_DD+ Input/output
8 Communication data DD— BI_DD- Input/output
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2

Installing Ethernet Networks

2-3-2 Connecting the Cable

|E| Precautions for Correct Use

¢ Turn OFF the Controller's power supply before connecting or disconnecting Ethernet commu-
nications cable.

» Allow extra space for the bending radius of the communications cable. For the CPU Unit
dimensions when the communications cable is connected to the Unit, refer to the NJ-series
CPU Unit Hardware User’s Manual (Cat. No. W500), the NX-series CPU Unit Hardware User’s
Manual (Cat. No. W535), the NX-series NX102 CPU Unit Hardware User’'s Manual (Cat. No.
W593), or the NX-series NX1P2 CPU Unit Hardware User’'s Manual (Cat. No. W578). The
required space depends on the communications cable and connector that are used. Consult
the manufacturer or sales agent.

1 Lay the twisted-pair cable.
2 Connect the cable to the Ethernet switch.

3 Connect the twisted-pair cable to the connector on the built-in EtherNet/IP port. Be sure to press the
connectors (both the Ethernet switch side and Ethernet side) until they lock into place.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



System-defined Variables Related
to the Built-in EtherNet/IP Port

3-1 System-defined Variables Related to the Built-in EtherNet/IP Port .. . ... 3-2
3-2 System-defined Variables .............. ... . i, 3-3
3-3 Specifications for Individual System-defined Variables .............. 3-33

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 31



3 System-defined Variables Related to the Built-in EtherNet/IP Port

System-defined Variables Related to
the Built-in EtherNet/IP Port

You can use the system-defined variables that are provided for the built-in EtherNet/IP port in programs

to check the status of the built-in EtherNet/IP port.

® Checking for Errors in the Built-in EtherNet/IP Port

You can check for built-in EtherNet/IP port errors, Sysmac Studio setting errors, Network Configura-
tor setting errors, TCP/IP application errors (e.g., FTP or NTP), etc. The following hierarchy is used.
The system gives the error status at each level by logically ORing the error status information in the

next lower level.

| _EIP_ErrSta |

EIP_PortErr™ T
- - communications port

Error status variable for

_EIP_MacAdrErr"
_EIP_LanHwErr"
_EIP_IPAdrDupErr™
_EIP_EtnCfgErr"
_EIP_IPAdrCfgErr™
_EIP_IPRTbIET
_EIP_BootpErr™
_EIP_DNSSrvEr
_EIP_DNSCfgErr?

_EIP_CipErr"

—

CIP communications

Error status variable for

_EIP_ldentityErr"
_EIP_TDLinkCfgErr"
_EIP_TDLinkOpnErr"
_EIP_TDLinkErr"
_EIP_MultiSWONErr"
_EIP_TagAdrErr™

—l _EIP_TcpAppErr

_EIP_TcpAppCfgErr
_EIP_NTPSrvErr

Error status variable for EtherNet/IP Function Module

MAC Address Error
Communications Controller Error
IP Address Duplication Error
Basic Ethernet Setting Error

IP Address Setting Error

IP Route Table Error

BOOTP Server Error

DNS Server Connection Error
DNS Setting Error

Identity Error

Tag Data Link Setting Error

Tag Data Link Connection Failed
Tag Data Link Communications Error
Multiple Switches ON Error

Tag Name Resolution Error

Error status variable for
TCP/IP application function

TCP Application Setting Error
NTP Server Connection Error

*1 Error status variables for errors related to NX-series Controllers are provided individually for communications
port 1 and communications port 2. You can use error status variables for communications port 2 with the
NX701 CPU Units and NX102 CPU Units only. Refer to Hierarchical Relationship of System-defined Variables
Related to EtherNet/IP Errors in the NX-series CPU Unit.

*2 With the NJ-series CPU Unit, this variable can be used with the unit version 1.11 or later.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



3 System-defined Variables Related to the Built-in EtherNet/IP Port

3-2 System-defined Variables

The variables are described in the tables as shown below.

Variable name

Meaning

Function

Data type

Range of
values

Reference

This is the system-
defined variable
name. The prefix
gives the category
name.

This is the mean-
ing of the vari-
able.

The function of the variable is described.

The data
type of the
variable is
given.

The range of
values that the
variable can
take is given.

The page of
the individual
system-
defined vari-
able specifi-
cations table
is given.

® Functional Classification: EtherNet/IP Commun

ications Errors

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_ErrSta

Built-in
EtherNet/IP Error

This is the error status variable for the
built-in EtherNet/IP port.

NX-series CPU Units: Represents the col-

lective status of the following error flags.

e _EIP1_PortErr (Communications Port1
Error)

e _EIP2_PortErr (Communications Port2

Error)

_EIP1_CipErr (CIP Communications1

Error)

e _EIP2 CipErr (CIP Communications2
Error)

* _EIP_TepAppErr (TCP Application Commu-
nications Error)

NJ-series CPU Units: Represents the col-

lective status of the following error flags.

e _EIP_PortErr (Communications Port
Error)

e _EIP _CipErr (CIP Communications
Error)

» _EIP_TepAppErr (TCP Application Com-
munications Error)

Note Refer to information on the mean-
ings of the error status bits at the
end of this appendix for details.

WORD

16#0000 to
16#00F0

page 3-33
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name Meaning Function Data type Ranosis Reference
values
_EIP_PortErr Communications Port | This is the error status variable for the WORD 16#0000 to page 3-34
Error communications port. 16#00F0

NX-series CPU Units: Represents the col-

lective status of the following error flags.

e _FEIP1_MacAdrErr (Port1 MAC Address
Error)

e _EIP1_LanHwErr (Port1 Communications
Controller Error)

» _EIP1_EtnCfgErr (Port1 Basic Ethernet Set-
ting Error)

e _FEIP1_IPAdrCfgErr (Port1 IP Address Set-
ting Error)

e _EIP1_IPAdrDupErr (Port1 IP Address
Duplication Error)

» _EIP1_BootpErr (Port1 BOOTP Server
Error)

e _FEIP _DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection
Error)

e _EIP_IPRTbIErr (IP Route Table Error)

NJ-series CPU Units: Represents the col-

lective status of the following error flags.

e _EIP_MacAdrErr (MAC Address Error)

e _EIP_LanHwErr (Communications Control-
ler Error)

* _EIP_EtnCfgErr (Basic Ethernet Setting
Error)

* _EIP_IPAdrCfgErr (IP Address Setting Error)

e _FEIP_IPAdrDupErr (IP Address Duplication
Error)

e _FEIP _BootpErr (BOOTP Server Error)

e _EIP_IPRTbIErr (IP Route Table Error)

Note If a Link OFF Detected or Built-in
EtherNet/IP  Processing Error
occurs, it is recorded in the event
log and then the corresponding bit
turns ON. Refer to information on
the meanings of the error status bits
at the end of this appendix for
details.
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name Meaning

Function

Data type

Range of
values

Reference

_EIP1_PortErr Communications

Port1 Error

This is the error status variable for the

communications port.

It represents the collective status of the

following error flags.

e _EIP1_MacAdrErr (Port1 MAC Address
Error)

e _EIP1_LanHwErr (Port1 Communications
Controller Error)

» _EIP1_EtnCfgErr (Port1 Basic Ethernet Set-
ting Error)

e _EIP1_IPAdrCfgErr (Port1 IP Address Set-
ting Error)

e _EIP1_IPAdrDupErr (Port1 IP Address
Duplication Error)

» _EIP1_BootpErr (Port1 BOOTP Server
Error)

e _FEIP_DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection
Error)

* _EIP_IPRTbIErr (IP Route Table Error)

Note If a Link OFF Detected or Built-in
EtherNet/IP  Processing Error
occurs, it is recorded in the event
log and then the corresponding bit
turns ON.

Refer to information on the mean-
ings of the error status bits at the
end of this appendix for details.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

WORD

16#0000 to
16#00F0

page 3-35

Communications
Port2 Error

_EIP2_PortErr

This is the error status variable for the

communications port.

It represents the collective status of the

following error flags.

» _EIP2_MacAdrErr (Port2 MAC Address
Error)

e _EIP2 LanHwErr (Port2 Communications
Controller Error)

» _EIP2_EtnCfgErr (Port2 Basic Ethernet Set-

ting Error)

_EIP2_IPAdrCfgErr (Port2 IP Address Set-

ting Error)

e _EIP2_IPAdrDupErr (Port2 IP Address

Duplication Error)

_EIP2_BootpErr (Port2 BOOTP Server

Error)

» _EIP_DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection
Error)

e _EIP_IPRTbIErr (IP Route Table Error)

Note If a Link OFF Detected or Built-in
EtherNet/IP  Processing Error
occurs, it is recorded in the event
log and then the corresponding bit
turns ON.

Refer to information on the mean-
ings of the error status bits at the
end of this appendix for details.

Note You can use this system-defined
variable only for the NX701 CPU
Units and NX102 CPU Units.

WORD

16#0000 to
16#00F0

page 3-35
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_CipErr

CIP Communications
Error

This is the error status variable for CIP

communications.

NX-series CPU Units: Represents the col-

lective status of the following error flags.

e _EIP1_IdentityErr (CIP Communications1
Identity Error)

e _EIP1_TDLinkCfgErr (CIP Communica-
tions1 Tag Data Link Setting Error)

e _EIP1_TDLinkOpnErr (CIP Communica-
tions1 Tag Data Link Connection Failed)

e _FEIP1_TDLinkErr (CIP Communications1
Tag Data Link Communications Error)

e _EIP1_TagAdrErr (CIP Communications1
Tag Name Resolution Error)

e _EIP1_MultiSwONErr (CIP Communica-
tions1 Multiple Switches ON Error)

NJ-series CPU Units: Represents the col-

lective status of the following error flags.

e _EIP_IdentityErr (Identity Error)

e _EIP_TDLinkCfgErr (Tag Data Link Set-
ting Error)

e _EIP_TDLinkOpnErr (Tag Data Link
Connection Failed)

e _EIP_TDLinKErr (Tag Data Link Com-
munications Error)

e _EIP_TagAdrErr (Tag Name Resolution
Error)

e _EIP_MultiSwONErr (Multiple Switches
ON Error)

Note If a Tag Name Resolution Error
occurs, it is recorded in the event
log and this variable changes to
TRUE. Refer to information on the
meanings of the error status bits at
the end of this appendix for details.

WORD

16#0000 to
16#00F0

page 3-36

_EIP1_CipErr

CIP Communica-
tions1 Error

This is the error status variable for CIP
communications 1.

It represents the collective status of the
following error flags.

e _EIP1_IdentityErr (CIP Communications1
Identity Error)

e _EIP1_TDLinkCfgErr (CIP Communica-
tions1 Tag Data Link Setting Error)

e _EIP1_TDLinkOpnErr (CIP Communica-
tions1 Tag Data Link Connection Failed)

e _FEIP1_TDLinkErr (CIP Communications1
Tag Data Link Communications Error)

e _EIP1_TagAdrErr (CIP Communications1
Tag Name Resolution Error)

e _EIP1_MultiSwONErr (CIP Communica-
tions1 Multiple Switches ON Error)

Note If a Tag Name Resolution Error
occurs, it is recorded in the event
log and this variable changes to
TRUE. Refer to information on the
meanings of the error status bits at
the end of this appendix for details.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

WORD

16#0000 to
16#00F0

page 3-36
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP2_CipErr

CIP Communica-
tions2 Error

This is the error status variable for CIP
communications 2.

It represents the collective status of the
following error flags.

e _EIP2_IdentityErr (CIP Communications2
Identity Error)

e _EIP2 _TDLinkCfgErr (CIP Communica-
tions2 Tag Data Link Setting Error)

e _EIP2_TDLinkOpnErr (CIP Communica-
tions2 Tag Data Link Connection Failed)

e _EIP2_TDLinkErr (CIP Communications2
Tag Data Link Communications Error)

e _EIP2 TagAdrErr (CIP Communications2
Tag Name Resolution Error)

e _EIP2_MultiSwONErr (CIP Communica-
tions2 Multiple Switches ON Error)

Note If a Tag Name Resolution Error
occurs, it is recorded in the event
log and this variable changes to
TRUE. Refer to information on the
meanings of the error status bits at
the end of this appendix for details.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

WORD

16#0000 to
16#00F0

page 3-37

_EIP_TcpAppErr

TCP Application
Communications
Error

This is the error status variable for TCP appli-

cation communications.

It represents the collective status of the

following error flags.

e _EIP_TcpAppCfgErr (TCP Application Set-
ting Error)

e _EIP_NTPSrvErr (NTP Server Connection
Error)

Note Refer to information on the mean-
ings of the error status bits at the
end of this appendix for details.

WORD

16#0000 to
16#00F0

page 3-37

_EIP_MacAdrErr

MAC Address Error

NX-series CPU Units: Indicates that an
error occurred when the MAC address
was read on the communications port 1 at
startup.

TRUE: Error

FALSE: Normal

NJ-series CPU Units: Indicates that an
error occurred when the MAC address
was read at startup.

TRUE: Error

FALSE: Normal

BOOL

TRUE or
FALSE

page 3-37

_EIP1_MacAdrErr

Port1 MAC Address
Error

Indicates that an error occurred when the
MAC address was read on the communi-
cations port 1 at startup.

TRUE: Error
FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-38
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP2_MacAdrErr

Port2 MAC Address
Error

Indicates that an error occurred when the
MAC address was read on the communi-
cations port 2 at startup.

TRUE: Error

FALSE: Normal
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-38

_EIP_LanHwErr

Communications Con-
troller Error

NX-series CPU Units: Indicates that a
communications controller failure
occurred on the communications port 1.

TRUE: Failure
FALSE: Normal

NJ-series CPU Units: Indicates that a
communications controller failure
occurred.

TRUE: Failure
FALSE: Normal

BOOL

TRUE or
FALSE

page 3-38

_EIP1_LanHwErT

Port1 Communica-
tions Controller Error

Indicates that a communications controller
failure occurred on the communications
port 1.

TRUE: Failure
FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-38

_EIP2_LanHwErr

Port2 Communica-
tions Controller Error

Indicates that a communications controller
failure occurred on the communications
port 2.

TRUE: Failure

FALSE: Normal
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-39

_EIP_EtnCfgErr

Basic Ethernet Setting
Error

NX-series CPU Units: Indicates that the
Ethernet communications speed setting
(Speed/Duplex) for the communications
port 1 is incorrect. Or, a read operation
failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

NJ-series CPU Units: Indicates that the
Ethernet communications speed setting
(Speed/Duplex) is incorrect. Or, a read
operation failed.

TRUE: Setting incorrect or read failed

FALSE: Normal

BOOL

TRUE or
FALSE

page 3-39

_EIP1_EtnCfgErr

Port1 Basic Ethernet
Setting Error

Indicates that the Ethernet communica-
tions speed setting (Speed/Duplex) for the
communications port 1 is incorrect. Or, a
read operation failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-39
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP2_EtnCfgErr

Port2 Basic Ethernet

Setting Error

Indicates that the Ethernet communica-
tions speed setting (Speed/Duplex) for the
communications port 2 is incorrect. Or, a
read operation failed.

TRUE: Setting incorrect or read failed
FALSE: Normal
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-39

_EIP_IPAdrCfgErr

IP Address Setting

Error

NX-series CPU Units: Indicates the IP
address setting errors for the communica-
tions port 1.
TRUE:
* There is an illegal IP address
setting.
* Aread operation failed.

¢ The IP address obtained from
the BOOTP server is incon-
sistent.

FALSE: Normal
NJ-series CPU Units: Indicates the IP
address setting errors.
TRUE:
* There is an illegal IP address
setting.
* Aread operation failed.

* The IP address obtained from
the BOOTP server is incon-
sistent.

¢ The default gateway settings
are not correct.

FALSE: Normal

BOOL

TRUE or
FALSE

page 3-40

_EIP1_IPAdrCfgErT

Port1 IP Address Set-

ting Error

Indicates the IP address setting errors for
the communications port 1.
TRUE:
* There is an illegal IP address
setting.
* Aread operation failed.

¢ The IP address obtained from
the BOOTP server is incon-
sistent.

FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-40
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name Meaning Function Data type Ranosis Reference
values
_EIP2_IPAdrCfgErr Port2 IP Address Set- | Indicates the IP address setting errors for | BOOL TRUE or page 3-40
ting Error the communications port 2. FALSE
TRUE:
* There is an illegal IP address
setting.
* Aread operation failed.
* The IP address obtained from
the BOOTP server is incon-
sistent.
FALSE: Normal
Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.
_EIP_IPAdrDupErr IP Address Duplica- NX-series CPU Units: Indicates that the BOOL TRUE or page 3-41
tion Error same IP address is assigned to more than FALSE
one node for the communications port 1.
TRUE: Duplication occurred.
FALSE: Other than the above.
NJ-series CPU Units: Indicates that the
same IP address is assigned to more than
one node.
TRUE: Duplication occurred.
FALSE: Other than the above.
_EIP1_IPAdrDupErr | Port1 IP Address Indicates that the same IP address is BOOL TRUE or page 3-41
Duplication Error assigned to more than one node for the FALSE
communications port 1.
TRUE: Duplication occurred.
FALSE: Other than the above.
Note You can use this system-defined vari-
able only for NX-series CPU Units.
_EIP2_IPAdrDupErr | Port2 IP Address Indicates that the same IP address is BOOL TRUE or page 3-41
Duplication Error assigned to more than one node for the FALSE
communications port 2.
TRUE: Duplication occurred.
FALSE: Other than the above.
Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.
_EIP_DNSCfgErr*1 DNS Setting Error Indicates that the DNS or hosts settings BOOL TRUE or page 3-41
are incorrect. Or, a read operation failed. FALSE

TRUE: Setting incorrect or read failed
FALSE: Normal

3-10

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_BootpErr

BOOTP Server Error

NX-series CPU Units: Indicates that a
BOOTP server connection failure
occurred on the communications port 1.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP
address was normally obtained
from the BOOTP server.

NJ-series CPU Units: Indicates that a
BOOTP server connection failure
occurred.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP
address was normally obtained
from the BOOTP server.

BOOL

TRUE or
FALSE

page 3-42

_EIP1_BootpErr

Port1 BOOTP Server

Error

Indicates that a BOOTP server connection
failure occurred on the communications
port 1.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP
address was normally obtained
from the BOOTP server.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-42

_EIP2_BootpErr

Port2 BOOTP Server

Error

Indicates that a BOOTP server connection
failure occurred on the communications
port 2.

TRUE: There was a failure to connect to
the BOOTP server (timeout).

FALSE: The BOOTP is not enabled, or
BOOTP is enabled and an IP
address was normally obtained
from the BOOTP server.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-42

_EIP_IPRTbIErr

IP Route Table Error

NX-series CPU Units: Indicates that the
default gateway settings or IP router table
settings are incorrect.

Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal

NJ-series CPU Units: Indicates that the IP
router table or hosts settings are incorrect.
Or, a read operation failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

BOOL

TRUE or
FALSE

page 3-43
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_ldentityErr

Identity Error

NX-series CPU Units: Indicates that the
identity information for CIP communica-
tions 1 (which you cannot overwrite) is
incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal

NJ-series CPU Units: Indicates that the
identity information (which you cannot
overwrite) is incorrect. Or, a read opera-
tion failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

BOOL

TRUE or
FALSE

page 3-43

_EIP1_IdentityErr

CIP Communica-
tions1 Identity Error

Indicates that the identity information for
CIP communications 1 (which you cannot
overwrite) is incorrect. Or, a read opera-
tion failed.

TRUE: Setting incorrect or read failed

FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-43

_EIP2_ldentityErr

CIP Communica-
tions2 Identity Error

Indicates that the identity information for
CIP communications 2 (which you cannot
overwrite) is incorrect. Or, a read opera-
tion failed.

TRUE: Setting incorrect or read failed
FALSE: Normal
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-44

_EIP_TDLinkCfgErr

Tag Data Link Setting
Error

NX-series CPU Units: Indicates that the
tag data link settings for CIP communica-
tions 1 are incorrect. Or, a read operation
failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

NJ-series CPU Units: Indicates that the
tag data link settings are incorrect. Or, a
read operation failed.

TRUE: Setting incorrect or read failed

FALSE: Normal

BOOL

TRUE or
FALSE

page 3-44

_EIP1_TDLinkCfgErr

CIP Communica-
tions1 Tag Data Link
Setting Error

Indicates that the tag data link settings for
CIP communications 1 are incorrect. Or, a
read operation failed.

TRUE: Setting incorrect or read failed

FALSE: Normal

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-44

_EIP2_TDLinkCfgErr

CIP Communica-
tions2 Tag Data Link
Setting Error

Indicates that the tag data link settings for
CIP communications 2 are incorrect. Or, a
read operation failed.

TRUE: Setting incorrect or read failed

FALSE: Normal
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-44
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Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_TDLinkOpnErr

Tag Data Link Con-

nection Failed

NX-series CPU Units: Indicates that
establishing a tag data link connection for

BOOL

TRUE or
FALSE

page 3-45

CIP communications 1 failed.

TRUE: Establishing a tag data link con-
nection failed due to one of the
following causes.

* The information registered for
a target node in the tag data
link parameters is different
from the actual node informa-
tion.

* There was no response from
the remote node.

FALSE: Other than the above.
NJ-series CPU Units: Indicates that estab-
lishing a tag data link connection failed.

TRUE: Establishing a tag data link con-
nection failed due to one of the
following causes.

sajqeliep paulap-waysAg z-¢

¢ The information registered for
a target node in the tag data
link parameters is different
from the actual node informa-
tion.

* There was no response from
the remote node.

FALSE: Other than the above.

Indicates that establishing a tag data link
connection for CIP communications 1
failed.

TRUE: Establishing a tag data link con-

nection failed due to one of the
following causes.

BOOL TRUE or

FALSE

CIP Communica- page 3-45
tions1 Tag Data Link

Connection Failed

_EIP1_TDLinkOpnErr

* The information registered for
a target node in the tag data
link parameters is different
from the actual node informa-
tion.

* There was no response from
the remote node.

FALSE: Other than the above.

Note You can use this system-defined vari-

able only for NX-series CPU Units.
Indicates that establishing a tag data link
connection for CIP communications 2
failed.

TRUE: Establishing a tag data link con-
nection failed due to one of the
following causes.

BOOL TRUE or

FALSE

CIP Communica- page 3-45
tions2 Tag Data Link

Connection Failed

_EIP2_TDLinkOpnErr

¢ The information registered for
a target node in the tag data
link parameters is different
from the actual node informa-
tion.

* There was no response from
the remote node.

FALSE: Other than the above.
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.
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Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_TDLinkErr

Tag Data Link Com-
munications Error

NX-series CPU Units: Indicates that a tim-
eout occurred in a tag data link connection
for CIP communications 1.

TRUE: A timeout occurred.
FALSE: Other than the above.

NJ-series CPU Units: Indicates that a tim-
eout occurred in a tag data link connec-
tion.

TRUE: A timeout occurred.
FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 3-46

_EIP1_TDLinkErr

CIP Communica-
tions1 Tag Data Link
Communications
Error

Indicates that a timeout occurred in a tag
data link connection for CIP communica-
tions 1.

TRUE: A timeout occurred.

FALSE: Other than the above.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-46

_EIP2_TDLinkErr

CIP Communica-
tions2 Tag Data Link
Communications
Error

Indicates that a timeout occurred in a tag
data link connection for CIP communica-
tions 2.

TRUE: A timeout occurred.

FALSE: Other than the above.
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-46
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Range of
values
_EIP_TagAdrErr Tag Name Resolution | NX-series CPU Units: Indicates that tag BOOL TRUE or page 3-47
Error resolution for CIP communications 1 failed FALSE
(i.e., the address could not be identified

from the tag name).

TRUE: Tag resolution failed (i.e., the
address could not be identified
from the tag name). The follow-
ing causes are possible.

Variable name Meaning Function Data type Reference

* The size of the network vari-
able is different from the tag
settings.

* The I/O direction that is set in
the tag data link settings does
not agree with the I/O direc-
tion of the variable in the CPU
Unit.

* There is no network variable
in the CPU Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.

NJ-series CPU Units: Indicates that tag

resolution failed (i.e., the address could

not be identified from the tag name).

TRUE: Tag resolution failed (i.e., the
address could not be identified
from the tag name). The follow-
ing causes are possible.

sajqeliep paulap-waysAg z-¢

* The size of the network vari-
able is different from the tag
settings.

* The I/O direction that is set in
the tag data link settings does
not agree with the 1/0O direc-
tion of the variable in the CPU
Unit.

¢ There is no network variable
in the CPU Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.

_EIP1_TagAdrErr CIP Communica- Indicates that tag resolution for CIP com- | BOOL TRUE or page 3-47

tions1 Tag Name munications 1 failed (i.e., the address FALSE

Resolution Error could not be identified from the tag name).

TRUE: Tag resolution failed (i.e., the
address could not be identified
from the tag name). The follow-
ing causes are possible.

¢ The size of the network vari-
able is different from the tag
settings.

¢ The I/O direction that is set in
the tag data link settings does
not agree with the 1/O direc-
tion of the variable in the CPU
Unit.

¢ There is no network variable
in the CPU Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.

Note You can use this system-defined vari-
able only for NX-series CPU Units.
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Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP2_TagAdrErr

CIP Communica-
tions2 Tag Name
Resolution Error

Indicates that tag resolution for CIP com-
munications 2 failed (i.e., the address
could not be identified from the tag name).

TRUE: Tag resolution failed (i.e., the
address could not be identified
from the tag name). The follow-
ing causes are possible.

¢ The size of the network vari-
able is different from the tag
settings.

¢ The I/O direction that is set in
the tag data link settings does
not agree with the 1/O direc-
tion of the variable in the CPU
Unit.

¢ There is no network variable
in the CPU Unit that corre-
sponds to the tag setting.

FALSE: Other than the above.
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-48

_EIP_MultiSWONErr

Multiple Switches ON
Error

NX-series CPU Units: Indicates that more
than one switch turned ON at the same
time in CIP communications 1.

TRUE: More than one data link start/stop
switch changed to TRUE at the
same time.

FALSE: Other than the above.

NJ-series CPU Units: Indicates that more

than one switch turned ON at the same

time.

TRUE: More than one data link start/stop
switch changed to TRUE at the
same time.

FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 3-48

_EIP1_MultiSwONErr

CIP Communica-
tions1 Multiple
Switches ON Error

Indicates that more than one switch
turned ON at the same time in CIP com-
munications 1.

TRUE: More than one data link start/stop
switch changed to TRUE at the
same time.

FALSE: Other than the above.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-48

_EIP2_MultiSWONErr

CIP Communica-
tions2 Multiple
Switches ON Error

Indicates that more than one switch

turned ON at the same time in CIP com-

munications 2.

TRUE: More than one data link start/stop
switch changed to TRUE at the
same time.

FALSE: Other than the above.
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-48

_EIP_TcpAppCfgErr

TCP Application Set-
ting Error

TRUE: At least one of the set values for a
TCP application (FTP, NTP,
SNMP) is incorrect. Or, a read
operation failed.

FALSE: Normal

BOOL

TRUE or
FALSE

page 3-49
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Variable name Meaning Function Data type Bapoekt Reference
values
_EIP_NTPSrvErr NTP Server Connec- | TRUE: The NTP client failed to connectto | BOOL TRUE or page 3-49
tion Error the server (timeout). FALSE
FALSE: NTP is not set or the connection
was successful.
_EIP_DNSSrvErr DNS Server Connec- | TRUE: The DNS client failed to connectto | BOOL TRUE or page 3-49
tion Error the server (timeout). FALSE
FALSE: DNS is not enabled. Or, DNS is
enabled and the connection was
successful.

*1  With the NJ-series CPU Unit, this variable can be used with the unit version 1.11 or later.

% Additional Information

Hierarchical Relationship of System-defined Variables Related to EtherNet/IP Errors in the

NJ-series CPU Unit

The system-defined variables that are related to EtherNet/IP errors have the following hierarchi-
cal relationship. For example, if the value of any of the _EIP_PortErr, EIP_CipErr, or _EIP_Tc-
pPAppErr variables in the second level is TRUE, then the _EIP_ErrSta variable in the first level
also changes to TRUE. Therefore, you can check the values of system-defined variables in a
higher level to see if an error has occurred for a variable in a lower level.

Level 1 Level 2 Level 3
Variable Name Variable Name Variable Name
_EIP_ErrSta | Built-in Ether- | _EIP_PortErr Communica- _EIP_MacAdr MAC Address Error
Net/IP Error tions Port Error | Err
_EIP_LanHwErr Communications Con-
troller Error
_EIP_EtnCfgErr Basic Ethernet Set-
tings Error
_EIP_IPAdrCfg IP Address Setting
Err Error
_EIP_IPAdrDupErr IP Address Duplica-
tion Error
_EIP_BootpErr BOOTP Server Error
_EIP_DNSSrvErr DNS Server Connec-
tion Error
_EIP_IPRTbIErT IP Route Table Error
_EIP_CipErr CIP Communi- | _EIP_ldentity Identity Error
cations Error Err
_EIP_TDLink Tag Data Link Setting
CfgErr Error
_EIP_TDLink Tag Data Link Con-
OpnErr nection Failed
_EIP_TDLink Tag Data Link Com-
Err munications Error
_ EIP_TagAdr Tag Name Resolution
Err Error
_EIP_MultiSw Multiple Switches ON
ONErr Error
_EIP_TcpAppErr | TCP Applica- _EIP_TcpApp TCP Application Set-
tion Communi- | CfgErr ting Error
cations Error | £1p NTPSHY NTP Server Connec-
Err tion Error
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3 System-defined Variables Related to the Built-in EtherNet/IP Port

Hierarchical Relationship of System-defined Variables Related to EtherNet/IP Errors in the
NX-series CPU Unit

The system-defined variables that are related to EtherNet/IP errors have the following hierarchi-
cal relationship. For example, if the value of any of the _ EIP1_PortErr, EIP2 PortErr, EIP1_Ci-
pErr, EIP2 CipErr, and _EIP_TcpAppErr variables in the second level is TRUE, then the
__EIP_ErrSta variable in the first level also changes to TRUE. Therefore, you can check the val-
ues of system-defined variables in a higher level to see if an error has occurred for a variable in

a lower level.
Level 1 Level 2 Level 3
Variable Name Variable Name Variable Name
_EIP_ErrSta | Built-in _EIP1_Po | Communica- | _EIP1_MacAdrErr Port1 MAC Address Error
EtherNet/IP | rtErr tions Port1 _EIP1_LanHwErr Port1 Communications Controller Error
Error Error _EIP1_EtnCfgErr Port1 Basic Ethernet Setting Error
_EIP1_IPAdrCfgErr Port1 IP Address Setting Error
_EIP1_IPAdrDupErr Port1 IP Address Duplication Error
_EIP1_BootpErr Port1 BOOTP Server Error
_EIP_DNSCfgErr DNS Setting Error
_EIP_DNSSrvErr DNS Server Connection Error
_EIP_IPRTDbIErr IP Route Table Error
_EIP2_Po | Communica- | _EIP2_MacAdrErr Port2 MAC Address Error
rtErr tions Port2 _EIP2_LanHwErr Port2 Communications Controller Error
Error _EIP2_EtnCfgErr Port2 Basic Ethernet Setting Error
_EIP2_IPAdrCfgErTr Port2 IP Address Setting Error
_EIP2_IPAdrDupErr Port2 IP Address Duplication Error
_EIP2_BootpErr Port2 BOOTP Server Error
_EIP_DNSCfgErr DNS Setting Error
_EIP_DNSSrvErr DNS Server Connection Error
_EIP_IPRTDbIErr IP Route Table Error
_EIP1_Ci- | CIP Communi- | _EIP1_ldentityErr CIP Communications1 Identity Error
pErr cations1 Error | E|P1_TDLinkCfgErr | CIP Communications1 Tag Data
Link Setting Error
_EIP1_TDLinkOpnErr | CIP Communications1 Tag Data
Link Connection Failed
_EIP1_TDLinkErr CIP Communications1 Tag Data
Link Communications Error
_EIP1_TagAdrErr CIP Communications1 Tag Name
Resolution Error
_EIP1_MultiSWONErr | CIP Communications1 Multiple
Switches ON Error
_EIP2_Ci- | CIP Communi- | _EIP2_lIdentityErr CIP Communications2 Identity Error
pErr cations2 Error | E|P2_TDLinkCfgErr | CIP Communications2 Tag Data
Link Setting Error
_EIP2_TDLinkOpnErr | CIP Communications2 Tag Data
Link Connection Failed
_EIP2_TDLinkErr CIP Communications2 Tag Data
Link Communications Error
_EIP2_TagAdrErr CIP Communications2 Tag Name
Resolution Error
_EIP2_MultiSWONErr | CIP Communications2 Multiple
Switches ON Error
_EIP_Tc- | TCP Applica- | _EIP_TcpAppCfgErr TCP Application Setting Error
PAppErr | tion Communi- | E|p NTPSrvErT NTP Server Connection Error
cations Error

Note You can access the same values of the system-defined variables whose variable names with _EIP1
and the system-defined variables whose variable names with _EIP. For example, you can access the
same values of _EIP1_PortErr (Communications Port1 Error) and _EIP_PortErr (Communcations
Port Error).

Note You can use the system-defined variables whose variable names start with _EIP2 only for the NX701
CPU Units and NX102 CPU Units.
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® Meanings of Error Status Bits

Bit:

15

WORD |

14 13 12 11 10 9 8 7 6 5 4 3 2 A1 0
e | [=T=1=1=]

Bit

Meaning

15

Master-detected error: This bit indicates whether the master detected a Controller error in the Unit/slave for the
error status of the Controller error. These bits show Unit errors. They will not change to TRUE for errors in Ether-
Net/IP communications.

TRUE: The master detected a Controller error.

FALSE: The master has not detected a Controller error.
(Valid for _CJB_U_ErrSta.)

14

Collective slave error status: This bit indicates if a Controller error was detected for levels (e.g., a Unit, slave,
axis, or axes group) that are lower than the event source (i.e., for a function module).

TRUE: A Controller error has occurred at a lower level.

FALSE: A Controller error has not occurred at a lower level.
(Valid for _CJB_ErrSta, _MC_ErrSta, and _EC_ErrSta.)

81013

Reserved.

This bit indicates whether a major fault level Controller error has occurred.
TRUE: A major fault level Controller error has occurred.
FALSE: A major fault level Controller error has not occurred.

This bit indicates whether a partial fault level Controller error has occurred.
TRUE: A partial fault level Controller error has occurred.
FALSE: A partial fault level Controller error has not occurred.

This bit indicates whether a minor fault level Controller error has occurred.
TRUE: A minor fault level Controller error has occurred.
FALSE: A minor fault level Controller error has not occurred.

This bit indicates whether an observation level Controller error has occurred.
TRUE: An observation level Controller error has occurred.
FALSE: An observation level Controller error has not occurred.

Oto3

Reserved.

Note Bits 14 and 15 are never TRUE for the built-in EtherNet/IP port.

EI Precautions for Correct Use

Do not use _ErrSta (Controller Error Status), CJB_ErrSta (I/O Bus Error Status), CJB M-
strErrSta (/0 Bus Master Error Status), and _CJB_UnitErrSta (I/0O Bus Unit Error Status) in the
user program. There may be a delay in updating them and concurrency problems may occur
with function module error status. Use this variable only to access status through communica-
tions from an external device.
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® Functional Classification: EtherNet/IP Communications Status

You can check the status of the built-in EtherNet/IP port (e.g., communications status).

Range of
values
_EIP_EtnOnlineSta Online NX-series CPU Units: Indicates that the BOOL TRUE or page 3-49
built-in EtherNet/IP port’s communications FALSE
can be used via the communications port
1 (that is, the link is ON, IP address is

defined, and there are no errors).

TRUE: The built-in EtherNet/IP port’s
communications can be used.

FALSE: The built-in EtherNet/IP port’s
communications is disabled due
to an error in initial processing,
restart processing, or link OFF
status.

NJ-series CPU Units: Indicates that the
built-in EtherNet/IP port's communications
can be used via the communications port
(that is, the link is ON, IP address is
defined, and there are no errors).

TRUE: The built-in EtherNet/IP port’s
communications can be used.

FALSE: The built-in EtherNet/IP port’s
communications is disabled due
to an error in initial processing,
restart processing, or link OFF
status.

_EIP1_EtnOnlineSta | Port1 Online Indicates that the built-in EtherNet/IP BOOL TRUE or page 3-50

port’'s communications can be used via FALSE

the communications port 1 (that is, the link
is ON, IP address is defined, and there
are no errors).

TRUE: The built-in EtherNet/IP port’s
communications can be used.

FALSE: The built-in EtherNet/IP port’s
communications is disabled due
to an error in initial processing,
restart processing, or link OFF
status.

Variable name Meaning Function Data type Reference

Note You can use this system-defined vari-
able only for NX-series CPU Units.

_EIP2_EtnOnlineSta | Port2 Online Indicates that the built-in EtherNet/IP BOOL TRUE or page 3-50
port’s communications can be used via FALSE
the communications port 2 (that is, the link
is ON, IP address is defined, and there
are no errors).

TRUE: The built-in EtherNet/IP port’s
communications can be used.

FALSE: The built-in EtherNet/IP port’s
communications is disabled due
to an error in initial processing,
restart processing, or link OFF
status.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

3-20 NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_TDLinkRunSta

Tag Data Link Com-
munications Status

NX-series CPU Units: Indicates that at
least one connection is in normal opera-
tion in CIP communications 1.

TRUE: Normal operation
FALSE: Other than the above.

NJ-series CPU Units: Indicates that at
least one connection is in normal opera-
tion.

TRUE: Normal operation
FALSE: Other than the above.

BOOL

TRUE or
FALSE

page 3-50

_EIP1_TDLinkRunSta

CIP Communica-
tions1 Tag Data Link
Communications Sta-
tus

Indicates that at least one connection is in
normal operation in CIP communications
1.

TRUE: Normal operation
FALSE: Other than the above.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-50

_EIP2_TDLinkRunSta

CIP Communica-
tions2 Tag Data Link
Communications Sta-
tus

Indicates that at least one connection is in
normal operation in CIP communications
2.

TRUE: Normal operation

FALSE: Other than the above.
Note You can use this system-defined vari-

able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-51

_EIP_TDLinkAlIRun-
Sta

All Tag Data Link
Communications Sta-
tus

NX-series CPU Units: Indicates that all tag
data links are communicating in CIP com-
munications 1.

TRUE: Tag data links are communicating
in all connections as the origina-
tor.

FALSE: An error occurred in at least one
connection.

NJ-series CPU Units: Indicates that all tag
data links are communicating.

TRUE: Tag data links are communicating
in all connections as the origina-
tor.

FALSE: An error occurred in at least one
connection.

BOOL

TRUE or
FALSE

page 3-51

_EIP1_TDLinkAIIRun-
Sta

CIP Communica-
tions1 All Tag Data
Link Communica-
tions Status

Indicates that all tag data links are com-
municating in CIP communications 1.

TRUE: Tag data links are communicating
in all connections as the origina-
tor.

FALSE: An error occurred in at least one
connection.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-51

_EIP2_TDLinkAlIRun-
Sta

CIP Communica-
tions2 All Tag Data
Link Communica-
tions Status

Indicates that all tag data links are com-
municating in CIP communications 2.

TRUE: Tag data links are communicating
in all connections as the origina-
tor.

FALSE: An error occurred in at least one
connection.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-51
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Variable name Meaning Function Data type Ranosis Reference
values
_EIP_RegTargetSta Registered Target NX-series CPU Units: Gives a list of ARRAY TRUE or page 3-52
[255] Node Information nodes for which built-in EtherNet/IP con- | [0..255] OF FALSE
nections are registered for CIP communi- | BOOL
cations 1.
This variable is valid only when the built-in
EtherNet/IP port is the originator.
Array|[x] is TRUE:
The connection to the node with a tar-
get node ID of x is registered.
Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x is not registered.
NJ-series CPU Units: Gives a list of nodes
for which built-in EtherNet/IP connections
are registered.
This variable is valid only when the built-in
EtherNet/IP port is the originator.
Array|[x] is TRUE:
The connection to the node with a tar-
get node ID of x is registered.
Array|x] is FALSE:
The connection to the node with a tar-
get node ID of x is not registered.
_EIP1_RegTargetSta | CIP Communica- Gives a list of nodes for which built-in Eth- | ARRAY TRUE or page 3-52
[255] tions1 Registered Tar- | erNet/IP connections are registered for [0..255] OF FALSE
get Node Information | CIP communications 1. BOOL
This variable is valid only when the built-in
EtherNet/IP port is the originator.
Array[x] is TRUE:
The connection to the node with a tar-
get node ID of x is registered.
Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x is not registered.
Note You can use this system-defined vari-
able only for NX-series CPU Units.
_EIP2_RegTargetSta | CIP Communica- Gives a list of nodes for which built-in Eth- | ARRAY TRUE or page 3-52
[255] tions2 Registered Tar- | erNet/IP connections are registered for [0..255] OF FALSE
get Node Information | CIP communications 2. BOOL
This variable is valid only when the built-in
EtherNet/IP port is the originator.
Array[x] is TRUE:
The connection to the node with a tar-
get node ID of x is registered.
Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x is not registered.
Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.
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Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP_EstbTargetSta

[255]

Normal Target Node

Information

NX-series CPU Units: Gives a list of
nodes that have normally established Eth-
erNet/IP connections for CIP communica-
tions 1.

Array[x] is TRUE:
The connection to the node with a target
node ID of x was established normally.

Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x was not established, or
an error occurred.

NJ-series CPU Units: Gives a list of nodes
that have normally established Ether-
Net/IP connections.

Array[x] is TRUE:
The connection to the node with a target
node ID of x was established normally.

Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x was not established, or
an error occurred.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-53

_EIP1_EstbTargetSta

[255]

CIP Communica-

tions1 Normal Target

Node Information

Gives a list of nodes that have normally
established EtherNet/IP connections for
CIP communications 1.

Array[x] is TRUE:
The connection to the node with a target
node ID of x was established normally.

Array[x] is FALSE:
The connection to the node with a tar-
get node ID of x was not established, or
an error occurred.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-53

_EIP2_EstbTargetSta

[255]

CIP Communica-

tions2 Normal Target

Node Information

Gives a list of nodes that have normally
established EtherNet/IP connections for
CIP communications 2.

Array[x] is TRUE:
The connection to the node with a target
node ID of x was established normally.

Array|[x] is FALSE:
The connection to the node with a tar-
get node ID of x was not established, or
an error occurred.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-53

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

3-23

sajqeliep paulap-waysAg z-¢




3 System-defined Variables Related to the Built-in EtherNet/IP Port

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_TargetPLC-
ModeSta [255]

Target PLC Operat-

ing Mode

NX-series CPU Units: Shows the operat-
ing status of the target node Controllers
that are connected for CIP communica-
tions 1, with the built-in EtherNet/IP port
as the originator.

The array elements are valid only when
the corresponding Normal Target Node
Information is TRUE. If the corresponding
Normal Target Node Information is
FALSE, the Target Node Controller Oper-
ating Information indicates the previous
operating status.

Array[x] is TRUE:
This is the operating state of the target
Controller with a node address of x.

Array|[x] is FALSE:
Other than the above.

NJ-series CPU Units: Shows the operat-
ing status of the target node Controllers
that are connected with the built-in Ether-
Net/IP port as the originator.

The array elements are valid only when the
corresponding Normal Target Node Infor-
mation is TRUE. If the corresponding Nor-
mal Target Node Information is FALSE, the
Target Node Controller Operating Informa-
tion indicates the previous operating status.
Array[x] is TRUE:

This is the operating state of the target

Controller with a node address of x.

Array|[x] is FALSE:
Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-54

_EIP1_TargetPLC-

ModeSta [255]

CIP Communica-

tions1 Target PLC

Operating Mode

Shows the operating status of the target
node Controllers that are connected for
CIP communications 1, with the built-in

EtherNet/IP port as the originator.

The array elements are valid only when
the corresponding Normal Target Node
Information is TRUE. If the corresponding
Normal Target Node Information is
FALSE, the Target Node Controller Oper-
ating Information indicates the previous
operating status.

Array[x] is TRUE:

This is the operating state of the target
Controller with a node address of x.

Array|[x] is FALSE:
Other than the above.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-54
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Variable name

Meaning

Function

Data type

Range of
values

Reference

EIP2_TargetPLC-

ModeSta [255]

CIP Communica-
tions2 Target PLC
Operating Mode

Shows the operating status of the target
node Controllers that are connected for
CIP communications 2, with the built-in

EtherNet/IP port as the originator.

The array elements are valid only when
the corresponding Normal Target Node
Information is TRUE. If the corresponding
Normal Target Node Information is
FALSE, the Target Node Controller Oper-
ating Information indicates the previous
operating status.
Array|[x] is TRUE:
This is the operating state of the target
Controller with a node address of x.

Array[x] is FALSE:
Other than the above.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-54

_EIP_TargetPLCErr

[255]

Target PLC Error
Information

NX-series CPU Units: Shows the error
status (logical OR of fatal and non-fatal
errors) of the target node Controllers that
are connected for CIP communications 1,
with the built-in EtherNet/IP ports as the
originator. The array elements are valid
only when the corresponding Normal Tar-
get Node Information is TRUE. The imme-
diately preceding value is retained if this
variable is FALSE.

Array[x] is TRUE:
A fatal or non-fatal error occurred in the
target Controller with a target node ID
of x.

Array|[x] is FALSE:
Other than the above.

NJ-series CPU Units: Shows the error sta-
tus (logical OR of fatal and non-fatal
errors) of the target node Controllers that
are connected with the built-in EtherNet/IP
ports as the originator. The array elements
are valid only when the corresponding
Normal Target Node Information is TRUE.
The immediately preceding value is
retained if this variable is FALSE.

Array[x] is TRUE:
A fatal or non-fatal error occurred in the
target Controller with a target node ID
of x.

Array[x] is FALSE:
Other than the above.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-55
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Range of
values

_EIP1_TargetPLCErr | CIP Communica- Shows the error status (logical OR of fatal | ARRAY TRUE or page 3-55
[255] tions1 Target PLC and non-fatal errors) of the target node [0..255] OF FALSE
Error Information Controllers that are connected for CIP BOOL
communications 1, with the built-in Ether-
Net/IP ports as the originator. The array
elements are valid only when the corre-
sponding Normal Target Node Information
is TRUE. The immediately preceding
value is retained if this variable is FALSE.

Array[x] is TRUE:
A fatal or non-fatal error occurred in the
target Controller with a target node 1D
of x.

Array|[x] is FALSE:
Other than the above.

Variable name Meaning Function Data type Reference

Note You can use this system-defined vari-
able only for NX-series CPU Units.

_EIP2_TargetPLCErr | CIP Communica- Shows the error status (logical OR of fatal | ARRAY TRUE or page 3-55
[255] tions2 Target PLC and non-fatal errors) of the target node [0..255] OF FALSE
Error Information Controllers that are connected for CIP BOOL
communications 2, with the built-in Ether-
Net/IP ports as the originator. The array
elements are valid only when the corre-
sponding Normal Target Node Information
is TRUE. The immediately preceding
value is retained if this variable is FALSE.

Array[x] is TRUE:
A fatal or non-fatal error occurred in the
target Controller with a target node 1D
of x.

Array[x] is FALSE:
Other than the above.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.
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Variable name Meaning

Function

Data type

Range of
values

Reference

EIP_TargetNodeErr

| Target Node Error
[255]

Information

NX-series CPU Units: Indicates that the
connection for the Registered Target
Node Information for CIP communications
1 was not established or that an error
occurred in the target Controller.

The array elements are valid only when
the Registered Target Node Information is
TRUE.

Array[x] is TRUE:
A connection was not normally estab-
lished with the target node for a target
node ID of x
(the Registered Target Node Informa-
tion is TRUE and the Normal Target
Node Information is FALSE),
or a connection was established with
the target node but an error occurred in
the target Controller.

Array[x] is FALSE:
The target node is not registered for a
target node ID of x (the Registered Tar-
get Node Information is FALSE), or a
connection was normally established
with the target node (the Registered
Target Node Information is TRUE and
the Normal Target Node Information is
TRUE).
An error occurred in the target Control-
ler (the Target PLC Error Information is
TRUE).

NJ-series CPU Units: Indicates that the
connection for the Registered Target
Node Information was not established or
that an error occurred in the target Con-
troller.

The array elements are valid only when
the Registered Target Node Information is
TRUE.

Array[x] is TRUE:
A connection was not normally estab-
lished with the target node for a target
node ID of x
(the Registered Target Node Informa-
tion is TRUE and the Normal Target
Node Information is FALSE),
or a connection was established with
the target node but an error occurred in
the target Controller.

Array|[x] is FALSE:
The target node is not registered for a
target node ID of x (the Registered Tar-
get Node Information is FALSE), or a
connection was normally established
with the target node (the Registered
Target Node Information is TRUE and
the Normal Target Node Information is
TRUE).
An error occurred in the target Control-
ler (the Target PLC Error Information is
TRUE).

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

page 3-56
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Variable name

Meaning

Function

Data type

Range of
values

Reference

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

_EIP1_Target-
NodeErr [255]

Indicates that the connection for the Reg- page 3-56
istered Target Node Information for CIP
communications 1 was not established or
that an error occurred in the target Con-

troller.

CIP Communica-
tions1 Target Node
Error Information

The array elements are valid only when
the Registered Target Node Information is
TRUE.

Array[x] is TRUE:
A connection was not normally estab-
lished with the target node for a target
node ID of x (the Registered Target
Node Information is TRUE and the Nor-
mal Target Node Information is FALSE),
or a connection was established with
the target node but an error occurred in
the target Controller.

Array|[x] is FALSE:
The target node is not registered for a
target node ID of x (the Registered Tar-
get Node Information is FALSE), or a
connection was normally established
with the target node (the Registered
Target Node Information is TRUE and
the Normal Target Node Information is
TRUE).
An error occurred in the target Control-
ler (the Target PLC Error Information is
TRUE).

Note You can use this system-defined vari-

able only for NX-series CPU Units.
Indicates that the connection for the Reg-
istered Target Node Information for CIP
communications 2 was not established or
that an error occurred in the target Con-
troller.

ARRAY
[0..255] OF
BOOL

TRUE or
FALSE

CIP Communica- page 3-57
tions2 Target Node

Error Information

_EIP2_Target-
NodeErr [255]

The array elements are valid only when
the Registered Target Node Information is
TRUE.

Array[x] is TRUE:
A connection was not normally estab-
lished with the target node for a target
node ID of x (the Registered Target
Node Information is TRUE and the Nor-
mal Target Node Information is FALSE),
or a connection was established with
the target node but an error occurred in
the target Controller.

Array|[x] is FALSE:
The target node is not registered for a
target node ID of x (the Registered Tar-
get Node Information is FALSE), or a
connection was normally established
with the target node (the Registered
Target Node Information is TRUE and
the Normal Target Node Information is
TRUE).
An error occurred in the target Control-
ler (the Target PLC Error Information is
TRUE).

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.
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Range of

Reference
values

Variable name Meaning Function Data type

_EIP_NTPResult NTP Operation Infor- | Use the GetNTPStatus instruction to read | _sNTP_ page 3-57
mation the NTP operation information from the RESULT
user program. Direct access is not possi-
ble.

.ExecTime NTP Last Operation Gives the last time that NTP processing DATE_AND_ | Depends on | page 3-57
Time ended normally. The time that was TIME data type.
obtained from the NTP server is stored
when the time is obtained normally. The
time is not stored if it is not obtained from
the NTP server normally.

Note Do not use this variable in the user
program. There may be a delay in
updating it. Use this variable only to
access status through communica-
tions from an external device.

.ExecNormal NTP Operation Result | TRUE: Indicates an NTP normal end. BOOL TRUE or page 3-57
FALSE: Indicates that NTP operation FALSE

ended in an error or has not been exe-
cuted even once.

sajqeliep paulap-waysAg z-¢

Note Do not use this variable in the user
program. There may be a delay in
updating it. Use this variable only to
access status through communica-
tions from an external device.
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@ Additional Information

Communications Status with Target Node
The communications status with the target node of an NJ/NX-series Controller is shown by the
combination of the values of four system-defined variables.

* FEIP_RegTargetSta (Registered Target Node Information)

» _EIP_EstbTargetSta (Normal Target Node Information)

e FEIP TargetPLCErr (Target PLC Error Information)

» _EIP_TargetNodeErr (Target Node Error Information)

Value of Value of Value of Value of Communications status with target
_EIP_RegTarget- | _EIP_EstbTar- _EIP_Target- _EIP_Target- node
Sta getSta PLCErr NodeErr
TRUE TRUE FALSE FALSE A connection with the target node was
established normally and there is no error
in the target PLC.

TRUE TRUE A connection with the target node was
established but there is an error in the
target PLC.

FALSE Disabled TRUE A connection with the target node was
not established normally.
FALSE Disabled Disabled Disabled The information is not valid because the
target node is not registered.

For the NX-series Controller, the communications status of CIP communications 1 and CIP com-
munications 2 is shown by the combination of the values of four system-defined variables in the
same way as shown in the above table.

e CIP Communications 1
» FEIP1_RegTargetSta (CIP Communications1 Registered Target Node Information)
» _EIP1_EstbTargetSta (CIP Communications1 Normal Target Node Information)
» _FEIP1_TargetPLCErr (CIP Communications1 Target PLC Error Information)
» FEIP _TargetNodeErr (Target Node Error Information)
¢ CIP Communications 2
* FIP2 RegTargetSta (CIP Communications2 Registered Target Node Information)
» FEIP2 EstbTargetSta (CIP Communications2 Normal Target Node Information)
* FIP2 TargetPLCErr (CIP Communications2 Target PLC Error Information)
» FEIP TargetNodeErr (Target Node Error Information)
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® Functional Classification: EtherNet/IP Communications Switches

You can start and stop tag data links.

Variable name

Meaning

Function

Data type

Range of
values

Reference

_EIP_TDLinkStart-
Cmd

Tag Data Link Com-
munications Start
Switch

NX-series CPU Units: Change this vari-
able to TRUE to start tag data links for CIP
communications 1.

It automatically changes back to FALSE
after tag data link operation starts.

NJ-series CPU Units: Change this vari-
able to TRUE to start tag data links.

It automatically changes back to FALSE
after tag data link operation starts.

Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.

BOOL

TRUE or
FALSE

page 3-58

_EIP1_TDLinkStart-
Cmd

CIP Communica-
tions1 Tag Data Link
Communications Start
Switch

Change this variable to TRUE to start tag
data links for CIP communications 1.

It automatically changes back to FALSE
after tag data link operation starts.

Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.

Note You can use this system-defined vari-
able only for NX-series CPU Units.

BOOL

TRUE or
FALSE

page 3-58

_EIP2_TDLinkStart-
Cmd

CIP Communica-
tions2 Tag Data Link
Communications Start
Switch

Change this variable to TRUE to start tag
data links for CIP communications 2.

It automatically changes back to FALSE
after tag data link operation starts.

Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

BOOL

TRUE or
FALSE

page 3-58

_EIP_TDLinkStop-
Cmd

Tag Data Link Com-
munications Stop
Switch

NX-series CPU Units: Change this vari-
able to TRUE to stop tag data links for CIP
communications 1.

It automatically changes back to FALSE
after tag data link operation stops.

NJ-series CPU Units: Change this vari-
able to TRUE to stop tag data links.

It automatically changes back to FALSE
after tag data link operation stops.

Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.

BOOL

TRUE or
FALSE

page 3-59

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

3-31

sajqeliep paulap-waysAg z-¢




3 System-defined Variables Related to the Built-in EtherNet/IP Port

Range of

Variable name Meaning Function Data type values Reference
_EIP1_TDLinkStop- | CIP Communica- Change this variable to TRUE to stop tag | BOOL TRUE or page 3-59
Cmd tions1 Tag Data Link | data links for CIP communications 1. FALSE

Communications Stop | |t aytomatically changes back to FALSE
Switch after tag data link operation stops.
Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.
Note You can use this system-defined vari-
able only for NX-series CPU Units.
_EIP2_TDLinkStop- | CIP Communica- Change this variable to TRUE to stop tag | BOOL TRUE or page 3-59
Cmd tions2 Tag Data Link | data links for CIP communications 2. FALSE

Communications Stop
Switch

It automatically changes back to FALSE
after tag data link operation stops.

Note Do not force this switch to change
to FALSE from the user program or
from the Sysmac Studio. It changes
to FALSE automatically.

Note You can use this system-defined vari-
able only for the NX701 CPU Units
and NX102 CPU Units.

@ Additional Information

There is a system-defined variable for communications that is related to FINS/TCP communica-

tions.

. Opera- Related
Variable Meaning Description | Datatype | tion/refresh Range of Default R/W access instruc-

name . values N

timing tions
FINSTCP- FINS/TCP This is the WORD Anytime 16#0000to | O R None
ConnSta Connection | FINS/TCP 16#FFFF
Status connection
status.
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3-3 Specifications for Individual System-
defined Variables

The specifications for each system-defined variable are given as described below.

Variable name This is the system-defined variable name. The prefix Members The member names are given for
gives the category name. structure variables.

Meaning This is the meaning of the variable. Global/local Global: Global variable, Local: Local
variable

Function The function of the variable is described.

Data type The data type of the variable is given. Range of values | The range of values that the vari-
able can take is given.

R/W access R: Read only, Retained The Retain attri- | Network Publish | The Network Publish attribute of the

RW: Read/write bute of the vari-

able is given.

variable is given.

Usage in user program

Related instruc-
tions

Whether you
can use the vari-
able directly in
the user pro-
gram is speci-
fied.

The instructions that are related to the variable are given.

If you cannot use the variable directly in the user program, the instructions
that access the variable are given.

® Functional Classification: EtherNet/IP Communications Errors

Variable name _EIP_ErrSta
Meaning Built-in EtherNet/IP Error | Globalllocal | Global
Function This is the error status variable for the built-in EtherNet/IP port.
NX-series CPU Units: Represents the collective status of the following error flags.
e _EIP1_PortErr (Communications Port1 Error)
e _EIP2_PortErr (Communications Port2 Error)
e _EIP1_CipErr (CIP Communications1 Error)
e _EIP2_CipErr (CIP Communications2 Error)
e _EIP_TepAppErr (TCP Application Communications Error)
NJ-series CPU Units: Represents the collective status of the following error flags.
e _EIP_PortErr (Communications Port Error)
* _EIP_CipErr (CIP Communications Error)
e EIP_TepAppErr (TCP Application Communications Error)
Note Refer to Meanings of Error Status Bits for the meanings of the error status bits.
Data type WORD Range of values | 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish | Published.
Usage in user program | Possible. Related instruc- | You can access this variable from the user program with the following

instruction.
¢ GetEIPError

tions
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Variable name

_EIP_PortErr

Meaning

Communications Port Error | Global/local Global

Function

This is the error status variable for the communications port.

NX-series CPU Units: Represents the collective status of the following error flags.
e _EIP1_MacAdrErr (Port1 MAC Address Error)

e _EIP1_LanHwErr (Port1 Communications Controller Error)

* _EIP1_EtnCfgErr (Port1 Basic Ethernet Setting Error)

» _EIP1_IPAdrCfgErr (Port1 IP Address Setting Error)

e _EIP1_IPAdrDupErr (Port1 IP Address Duplication Error)

* _EIP1_BootpErr (Port1 BOOTP Server Error)

* _EIP_DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection Error)

e _EIP_IPRTbIErr (IP Route Table Error)

NJ-series CPU Units: Represents the collective status of the following error flags.
» _EIP_MacAdrErr (MAC Address Error)

» _EIP_LanHwErr (Communications Controller Error)

» _EIP_EinCfgErr (Basic Ethernet Setting Error)

» _EIP_IPAdrCfgErr (IP Address Setting Error)

» _EIP_IPAdrDupErr (IP Address Duplication Error)

e _EIP_BootpErr (BOOTP Server Error)

* _EIP_DNSSrvErr (DNS Server Connection Error)

_EIP_IPRTbIErr (IP Route Table Error)

Note If a Link OFF Detected or Built-in EtherNet/IP Processing Error occurs, it is recorded in the event log and
then corresponding bit turns ON. Refer to Meanings of Error Status Bits for the meanings of the error status
bits.

Data type

WORD Range of values | 16#0000 to 16#00F0

R/W access

R Retained Not retained. Network Publish | Published.

Usage in user program

Possible. Related instruc- | You can access this variable from the user program with the following
tions instruction.

¢ GetEIPError
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Variable name _EIP1_PortErr
Meaning Communications Port1 Error | Global/local Global
Function This is the error status variable for the communications port 1.

It represents the collective status of the following error flags.
e _EIP1_MacAdrErr (Port1 MAC Address Error)

e _EIP1_LanHwErr (Port1 Communications Controller Error)
* _EIP1_EtnCfgErr (Port1 Basic Ethernet Setting Error)

* _EIP1_IPAdrCfgErr (Port1 IP Address Setting Error)

e _EIP1_IPAdrDupErr (Port1 IP Address Duplication Error)

* _EIP1_BootpErr (Port1 BOOTP Server Error)

e _EIP_DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection Error)

e _EIP_IPRTbIErr (IP Route Table Error)

pauljep-weajsAg [enpiAIpu] 1oy suonesiidads ¢-¢
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Note If a Link OFF Detected or Built-in EtherNet/IP Processing Error occurs, it is recorded in the event log and
then corresponding bit turns ON. Refer to Meanings of Error Status Bits for the meanings of the error status

bits.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type WORD Range of values | 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish | Published.
Usage in user program | Possible. Related instruc- | You can access this variable from the user program with the following
tions instruction.
* GetEIPError

Variable name _EIP2_PortErr
Meaning Communications Port2 Error | Global/local Global
Function This is the error status variable for the communications port 2.

It represents the collective status of the following error flags.
* _EIP2_MacAdrErr (Port2 MAC Address Error)

* _EIP2_LanHwErr (Port2 Communications Controller Error)
* _EIP2_EtnCfgErr (Port2 Basic Ethernet Setting Error)

* _EIP2_|IPAdrCfgErr (Port2 IP Address Setting Error)

e _EIP2_IPAdrDupErr (Port2 IP Address Duplication Error)

* _EIP2_BootpErr (Port2 BOOTP Server Error)

e _EIP_DNSCfgErr (DNS Setting Error)

e _EIP_DNSSrvErr (DNS Server Connection Error)

e _EIP_IPRTbIErr (IP Route Table Error)

Note If a Link OFF Detected or Built-in EtherNet/IP Processing Error occurs, it is recorded in the event log and
then corresponding bit turns ON. Refer to Meanings of Error Status Bits for the meanings of the error status

bits.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type WORD Range of values | 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish | Published.
Usage in user program | Possible. Related instruc- | You can access this variable from the user program with the following
tions instruction.
* GetEIPError
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Variable name _EIP_CipErr
Meaning CIP Communications Error | Global/local Global
Function This is the error status variable for CIP communications.
NX-series CPU Units: Represents the collective status of the following error flags.
e _EIP1_IdentityErr (CIP Communications1 Identity Error)
e _EIP1_TDLinkCfgErr (CIP Communications1 Tag Data Link Setting Error)
* _EIP1_TDLinkOpnErr (CIP Communications1 Tag Data Link Connection Failed)
* _EIP1_TDLinkErr (CIP Communications1 Tag Data Link Communications Error)
* _EIP1_TagAdrErr (CIP Communications1 Tag Name Resolution Error)
* _EIP1_MultiSwONE'rr (CIP Communications1 Multiple Switches ON Error)
NJ-series CPU Units: Represents the collective status of the following error flags.
e _EIP_IdentityErr (Identity Error)
» _EIP_TDLinkCfgErr (Tag Data Link Setting Error)
» _EIP_TDLinkOpnErr (Tag Data Link Connection Failed)
» _EIP_TDLinkErr (Tag Data Link Communications Error)
» _EIP_TagAdrErr (Tag Name Resolution Error)
e _EIP_MultiSwOnErr (Multiple Switches ON Error)
Note If a Tag Name Resolution Error occurs, it is recorded in the event log and this variable changes to TRUE.
Refer to Meanings of Error Status Bits for the meanings of the error status bits.
Data type WORD Range of values | 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish | Published.
Usage in user program | Possible. Related instruc- | You can access this variable from the user program with the following
tions instruction.
* GetEIPError
Variable name _EIP1_CipErr
Meaning CIP Communications1 Error Global/local Global
Function This is the error status variable for CIP communications 1.
It represents the collective status of the following error flags.
» _EIP1_IdentityErr (CIP Communications1 Identity Error)
e _EIP1_TDLinkCfgErr (CIP Communications1 Tag Data Link Setting Error)
e _EIP1_TDLinkOpnErr (CIP Communications1 Tag Data Link Connection Failed)
e _EIP1_TDLinkErr (CIP Communications1 Tag Data Link Communications Error)
e _EIP1_TagAdrErr (CIP Communications1 Tag Name Resolution Error)
e _EIP1_MultiSwONErr (CIP Communications1 Multiple Switches ON Error)
Note If a Tag Name Resolution Error occurs, it is recorded in the event log and this variable changes to TRUE.
Refer to Meanings of Error Status Bits for the meanings of the error status bits.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type WORD Range of values | 16#0000 to 16#00F0
R/W access R Retained Not retained. Network Publish | Published.
Usage in user program | Possible. Related instruc- | You can access this variable from the user program with the following

tions instruction.
¢ GetEIPError
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Variable name

_EIP2_CipErr

Meaning

CIP Communications2 Error | Global/local Global

Function

This is the error status variable for CIP communications 2.

It represents the collective status of the following error flags.

e _EIP2_IdentityErr (CIP Communications2 Identity Error)

e _EIP2_TDLinkCfgErr (CIP Communications2 Tag Data Link Setting Error)

e _EIP2_TDLinkOpnErr (CIP Communications2 Tag Data Link Connection Failed)
* _EIP2_TDLinkErr (CIP Communications2 Tag Data Link Communications Error)
* _EIP2_TagAdrErr (CIP Communications2 Tag Name Resolution Error)

* _EIP2_MultiSwONE'rr (CIP Communications2 Multiple Switches ON Error)

Note If a Tag Name Resolution Error occurs, it is recorded in the event log and this variable changes to TRUE.
Refer to Meanings of Error Status Bits for the meanings of the error status bits.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type

WORD Range of values 16#0000 to 16#00F0

R/W access

R Retained Not retained. Network Publish Published.

Usage in user program

Possible. Related You can access this variable from the user program with the following instruction.
instructions « GetEIPError

Variable name

_EIP_TcpAppErr

Meaning TCP Application Communications Error Global/local Global
Function This is the error status variable for TCP application communications.
It represents the collective status of the following error flags.
e EIP _TepAppCfgErr (TCP Application Setting Error)
e _EIP_NTPSrvErr (NTP Server Connection Error)
Note Refer to Meanings of Error Status Bits for the meanings of the error status bits.
Data type WORD Range of values 16#0000 to 16#00F0
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related You can access this variable from the user program with the following instruction.
instructions « GetEIPError

Variable name

_EIP_MacAdrErr

Meaning MAC Address Error Global/local Global
Function NX-series CPU Units: Indicates that an error occurred when the MAC address was read on the communications
port 1 at startup.
TRUE: Error
FALSE: Normal
NJ-series CPU Units: Indicates that an error occurred when the MAC address was read at startup.
TRUE: Error
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related -
instructions
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Variable name

_EIP1_MacAdrErr

Meaning Port1 MAC Address Error Global/local Global
Function Indicates that an error occurred when the MAC address was read on the communications port 1 at startup.
TRUE: Error
FALSE: Normal
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related -
instructions
Variable name _EIP2_MacAdrErr
Meaning Port2 MAC Address Error Globall/local Global
Function Indicates that an error occurred when the MAC address was read on the communications port 2 at startup.
TRUE: Error
FALSE: Normal
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user program | Possible. Related
instructions
Variable name _EIP_LanHwETrr
Meaning Communications Controller Error Global/local Global
Function NX-series CPU Units: Indicates that a communications controller failure occurred on the communications port 1.
TRUE: Failure
FALSE: Normal
NJ-series CPU Units: Indicates that a communications controller failure occurred.
TRUE: Failure
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related -
instructions
Variable name _EIP1_LanHwErr
Meaning Port1 Communications Controller Error Globall/local Global
Function Indicates that a communications controller failure occurred on the communications port 1.
TRUE: Failure
FALSE: Normal
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user program | Possible. Related
instructions
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Variable name

_EIP2_LanHwErr

Meaning Port2 Communications Controller Error Global/local Global
Function Indicates that a communications controller failure occurred on the communications port 2.
TRUE: Failure
FALSE: Normal
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related ---
instructions
Variable name _EIP_EtnCfgErr
Meaning Basic Ethernet Setting Error Globall/local Global
Function NX-series CPU Units: Indicates that the Ethernet communications speed setting (Speed/Duplex) for the communi-
cations port 1 is incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
NJ-series CPU Units: Indicates that the Ethernet communications speed setting (Speed/Duplex) is incorrect. Or, a
read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related
instructions
Variable name _EIP1_EtnCfgErr
Meaning Port1 Basic Ethernet Setting Error | Globalllocal | Global
Function Indicates that the Ethernet communications speed setting (Speed/Duplex) for the communications port 1 is incor-
rect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related ---
instructions
Variable name _EIP2_EtnCfgErr
Meaning Port2 Basic Ethernet Setting Error | Global/local ‘ Global
Function Indicates that the Ethernet communications speed setting (Speed/Duplex) for the communications port 2 is incor-
rect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related -—-
instructions
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Variable name

_EIP_IPAdrCfgErr

Meaning IP Address Setting Error Global/local Global
Function NX-series CPU Units: Indicates the IP address setting errors for the communications port 1.
TRUE: < There is an illegal IP address setting.
* Aread operation failed.
¢ The IP address obtained from the BOOTP server is inconsistent.
FALSE: Normal
NJ-series CPU Units: Indicates the IP address setting errors.
TRUE: < There is an illegal IP address setting.
* Aread operation failed.
* The IP address obtained from the BOOTP server is inconsistent.
* The default gateway settings are not correct.
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related -—-
instructions
Variable name _EIP1_IPAdrCfgErr
Meaning Port1 IP Address Setting Error Global/local Global
Function Indicates the IP address setting errors for the communications port 1.
TRUE: e« There is an illegal IP address setting.
* Aread operation failed.
* The IP address obtained from the BOOTP server is inconsistent.
FALSE: Normal
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related ---
instructions
Variable name _EIP2_IPAdrCfgErTr
Meaning Port2 IP Address Setting Error Global/local Global
Function Indicates the IP address setting errors for the communications port 2.
TRUE: e+ There is an illegal IP address setting.
* Aread operation failed.
* The IP address obtained from the BOOTP server is inconsistent.
FALSE: Normal
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related ---
instructions
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Variable name

_EIP_IPAdrDupErr

Meaning IP Address Duplication Error Global/local Global
Function NX-series CPU Units: Indicates that the same IP address is assigned to more than one node for the communica-
tions port 1.
TRUE: Duplication occurred.
FALSE: Other than the above.
NJ-series CPU Units: Indicates that the same IP address is assigned to more than one node.
TRUE: Duplication occurred.
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related
instructions
Variable name _EIP1_IPAdrDupErr
Meaning Port1 IP Address Duplication Error Global/local Global
Function Indicates that the same IP address is assigned to more than one node for the communications port 1.
TRUE: Duplication occurred.
FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user program | Possible. Related ---
instructions
Variable name _EIP2_IPAdrDupErr
Meaning Port2 IP Address Duplication Error Global/local Global
Function Indicates that the same IP address is assigned to more than one node for the communications port 2.
TRUE: Duplication occurred.
FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
Variable name _EIP_DNSCfgErr™1
Meaning DNS Setting Error Global/local Global
Function Indicates that the DNS or hosts settings are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions

*1
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Variable name

_EIP_BootpErr

Meaning BOOTP Server Error Global/local | Global
Function NX-series CPU Units: Indicates that a BOOTP server connection failure occurred on the communications port 1.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.
NJ-series CPU Units: Indicates that a BOOTP server connection failure occurred.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
Variable name _EIP1_BootpErr
Meaning Port1 BOOTP Server Error Global/local | Global
Function Indicates that a BOOTP server connection failure occurred on the communications port 1.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
Variable name _EIP2_BootpErr
Meaning Port2 BOOTP Server Error Global/local | Global
Function Indicates that a BOOTP server connection failure occurred on the communications port 2.
TRUE: There was a failure to connect to the BOOTP server (timeout).
FALSE: The BOOTP is not enabled, or BOOTP is enabled and an IP address was normally obtained from the
BOOTP server.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
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Variable name

_EIP_IPRTDIErT

Meaning IP Route Table Error Global/local Global
Function NX-series CPU Units: Indicates that the default gateway settings or IP router table settings are incorrect. Or, a read
operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
NJ-series CPU Units: Indicates that the IP router table or hosts settings are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP_ldentityErr
Meaning Identity Error Global/local Global
Function NX-series CPU Units: Indicates that the identity information for CIP communications 1 (which you cannot over-
write) is incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
NJ-series CPU Units: Indicates that the identity information (which you cannot overwrite) is incorrect. Or, a read
operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
Variable name _EIP1_IdentityErr
Meaning CIP Communications1 Identity Error Global/local Global
Function Indicates that the identity information for CIP communications 1 (which you cannot overwrite) is incorrect. Or, a
read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
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Variable name _EIP2_IdentityErr
Meaning CIP Communications2 Identity Error Global/local Global
Function Indicates that the identity information for CIP communications 2 (which you cannot overwrite) is incorrect. Or, a

read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions

Variable name _EIP_TDLinkCfgErr

Meaning Tag Data Link Setting Error Global/local Global

Function NX-series CPU Units: Indicates that the tag data link settings for CIP communications 1 are incorrect. Or, a read

operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal

NJ-series CPU Units: Indicates that the tag data link settings are incorrect. Or, a read operation failed.
TRUE: Setting incorrect or read failed
FALSE: Normal

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP1_TDLinkCfgErr
Meaning CIP Communications1 Tag Data Link Setting Global/local Global
Error
Function Indicates that the tag data link settings for CIP communications 1 are incorrect. Or, a read operation failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

Note You can use this system-defined variable only for NX-series CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_TDLinkCfgErr
Meaning CIP Communications2 Tag Data Link Setting Global/local Global
Error
Function Indicates that the tag data link settings for CIP communications 2 are incorrect. Or, a read operation failed.

TRUE: Setting incorrect or read failed
FALSE: Normal

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related

gram instructions
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Variable name

_EIP_TDLinkOpnErr

Meaning Tag Data Link Connection Failed Global/local Global
Function NX-series CPU Units: Indicates that establishing a tag data link connection for CIP communications 1 failed.
TRUE: Establishing a tag data link connection failed due to one of the following causes.
*The information registered for a target node in the tag data link parameters is different from the actual
node information.
*There was no response from the remote node.
FALSE: Other than the above.
NJ-series CPU Units: Indicates that establishing a tag data link connection failed.
TRUE: Establishing a tag data link connection failed due to one of the following causes.
*The information registered for a target node in the tag data link parameters is different from the actual
node information.
*There was no response from the remote node.
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP1_TDLinkOpnErr
Meaning CIP Communications1 Tag Data Link Connec- Global/local Global
tion Failed
Function Indicates that establishing a tag data link connection for CIP communications 1 failed.
TRUE: Establishing a tag data link connection failed due to one of the following causes.
*The information registered for a target node in the tag data link parameters is different from the actual
node information.
*There was no response from the remote node.
FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_TDLinkOpnErr
Meaning CIP Communications2 Tag Data Link Connec- Global/local Global
tion Failed
Function Indicates that establishing a tag data link connection for CIP communications 2 failed.
TRUE: Establishing a tag data link connection failed due to one of the following causes.
*The information registered for a target node in the tag data link parameters is different from the actual
node information.
*There was no response from the remote node.
FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
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Variable name _EIP_TDLinkErr
Meaning Tag Data Link Communications Error Global/local Global
Function NX-series CPU Units: Indicates that a timeout occurred in a tag data link connection for CIP communications 1.

TRUE: A timeout occurred.
FALSE: Other than the above.

NJ-series CPU Units: Indicates that a timeout occurred in a tag data link connection.
TRUE: A timeout occurred.
FALSE: Other than the above.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -

gram instructions

Variable name _EIP1_TDLinkErr

Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global

cations Error

Function Indicates that a timeout occurred in a tag data link connection for CIP communications 1.
TRUE: A timeout occurred.
FALSE: Other than the above.

Note You can use this system-defined variable only for NX-series CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -

gram instructions

Variable name _EIP2_TDLinkErr

Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global

cations Error

Function Indicates that a timeout occurred in a tag data link connection for CIP communications 2.
TRUE: A timeout occurred.
FALSE: Other than the above.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related ---

gram instructions
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Variable name

_EIP_TagAdrErr

Meaning Tag Name Resolution Error Global/local | Global
Function NX-series CPU Units: Indicates that tag resolution for CIP communications 1 failed (i.e., the address could not be identi-
fied from the tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.
*The size of the network variable is different from the tag settings.
*The I/O direction that is set in the tag data link settings does not agree with the 1/O direction of the vari-
able in the CPU Unit.
*There is no network variable in the CPU Unit that corresponds to the tag setting.
FALSE: Other than the above.
NJ-series CPU Units: Indicates that tag resolution failed (i.e., the address could not be identified from the tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.
*The size of the network variable is different from the tag settings.
*The I/O direction that is set in the tag data link settings does not agree with the 1/0O direction of the vari-
able in the CPU Unit.
*There is no network variable in the CPU Unit that corresponds to the tag setting.
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP1_TagAdrErr
Meaning CIP Communications1 Tag Name Resolution Global/local Global
Error
Function Indicates that tag resolution for CIP communications 1 failed (i.e., the address could not be identified from the tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.
*The size of the network variable is different from the tag settings.
*The I/O direction that is set in the tag data link settings does not agree with the 1/O direction of the vari-
able in the CPU Unit.
*There is no network variable in the CPU Unit that corresponds to the tag setting.
FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
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Variable name

_EIP2_TagAdrErr

Meaning CIP Communications2 Tag Name Resolution Global/local Global
Error
Function Indicates that tag resolution for CIP communications 2 failed (i.e., the address could not be identified from the tag name).
TRUE: Tag resolution failed (i.e., the address could not be identified from the tag name). The following causes are
possible.
*The size of the network variable is different from the tag settings.
*The I/O direction that is set in the tag data link settings does not agree with the 1/O direction of the vari-
able in the CPU Unit.
*There is no network variable in the CPU Unit that corresponds to the tag setting.
FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
Variable name _EIP_MultiSWONErr
Meaning Multiple Switches ON Error Global/local Global
Function NX-series CPU Units: Indicates that more than one switch turned ON at the same time in CIP communications 1.
TRUE: More than one data link start/stop switch changed to TRUE at the same time.
FALSE: Other than the above.
NJ-series CPU Units: Indicates that more than one switch turned ON at the same time.
TRUE: More than one data link start/stop switch changed to TRUE at the same time.
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP1_MultiSwONErr
Meaning CIP Communications1 Multiple Switches ON Global/local Global
Error
Function Indicates that more than one switch turned ON at the same time in CIP communications 1.
TRUE: More than one data link start/stop switch changed to TRUE at the same time.
FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_MultiSwONErr
Meaning CIP Communications2 Multiple Switches ON Global/local Global
Error
Function Indicates that more than one switch turned ON at the same time in CIP communications 2.
TRUE: More than one data link start/stop switch changed to TRUE at the same time.
FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
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Variable name

_EIP_TcpAppCfgErr
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Meaning TCP Application Setting Error | Global/local | Global 2
Function TRUE: At least one of the set values for a TCP application (FTP, NTP, SNMP) is incorrect. Or, a read operation %
failed. 3
FALSE: Normal. =
Data type BOOL Range of values TRUE or FALSE %-
R/W access R Retained Not retained. Network Publish Published. §
Usage in user pro- Possible. Related - a
gram instructions S
)
53
= -3
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Variable name _EIP_NTPSrvErr % 5
Meaning NTP Server Connection Error | Global/local Global ®g
Function TRUE: The NTP client failed to connect to the server (timeout).
FALSE: NTP is not set or the connection was successful.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP_DNSSrvErr
Meaning DNS Server Connection Error | Global/local Global
Function TRUE: The DNS client failed to connect to the server (timeout).
FALSE: DNS is not enabled. Or, DNS is enabled and the connection was successful.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions

® Functional Classification: EtherNet/IP Communications Status

Variable name

_EIP_EtnOnlineSta

Meaning Online | Globalllocal | Global

Function NX-series CPU Units: Indicates that the built-in EtherNet/IP port's communications can be used via the communications
port 1 (that is, the link is ON, IP address is defined, and there are no errors).
TRUE: The built-in EtherNet/IP port's communications can be used.
FALSE: The built-in EtherNet/IP port's communications is disabled due to an error in initial processing, restart pro-
cessing, or link OFF status.
NJ-series CPU Units: Indicates that the built-in EtherNet/IP port's communications can be used via the communications
port (that is, the link is ON, IP address is defined, and there are no errors).
TRUE: The built-in EtherNet/IP port's communications can be used.
FALSE: The built-in EtherNet/IP port's communications is disabled due to an error in initial processing, restart pro-
cessing, or link OFF status.

Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. Network Publish Published.

Usage in user pro- Possible. Related

gram instructions
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Variable name

_EIP1_EtnOnlineSta

Meaning Port1 Online | Global/local Global
Function Indicates that the built-in EtherNet/IP port's communications can be used via the communications port 1 (that is, the link
is ON, IP address is defined, and there are no errors).
TRUE: The built-in EtherNet/IP port's communications can be used.
FALSE: The built-in EtherNet/IP port’s communications is disabled due to an error in initial processing, restart pro-
cessing, or link OFF status.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_EtnOnlineSta
Meaning Port2 Online I Global/local Global
Function Indicates that the built-in EtherNet/IP port’'s communications can be used via the communications port 2 (that is, the link
is ON, IP address is defined, and there are no errors).
TRUE: The built-in EtherNet/IP port's communications can be used.
FALSE: The built-in EtherNet/IP port's communications is disabled due to an error in initial processing, restart pro-
cessing, or link OFF status.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
Variable name __EIP_TDLinkRunSta
Meaning Tag Data Link Communications Status Global/local Global
Function NX-series CPU Units: Indicates that at least one connection is in normal operation in CIP communications 1.
TRUE: Normal operation
FALSE: Other than the above.
NJ-series CPU Units: Indicates that at least one connection is in normal operation.
TRUE: Normal operation
FALSE: Other than the above.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
Variable name _EIP1_TDLinkRunSta
Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global
cations Status
Function Indicates that at least one connection is in normal operation in CIP communications 1.
TRUE: Normal operation
FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
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Variable name _EIP2_TDLinkRunSta

Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global
cations Status

Function Indicates that at least one connection is in normal operation in CIP communications 2.
TRUE: Normal operation
FALSE: Other than the above.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
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Data type BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions s
g__,.
3

Variable name _EIP_TDLinkAlIRunSta

Meaning All Tag Data Link Communications Status Global/local Global

Function NX-series CPU Units: Indicates that all tag data links are communicating in CIP communications 1.

TRUE: Tag data links are communicating in all connections as the originator.

FALSE: An error occurred in at least one connection.

NJ-series CPU Units: Indicates that all tag data links are communicating.
TRUE: Tag data links are communicating in all connections as the originator.
FALSE: An error occurred in at least one connection.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -

gram instructions

Variable name _EIP1_TDLinkAlIRunSta

Meaning CIP Communications1 All Tag Data Link Com- Global/local Global

munications Status

Function Indicates that all tag data links are communicating in CIP communications 1.
TRUE: Tag data links are communicating in all connections as the originator.
FALSE: An error occurred in at least one connection.

Note You can use this system-defined variable only for NX-series CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -

gram instructions

Variable name _EIP2_TDLinkAlIRunSta

Meaning CIP Communications2 All Tag Data Link Com- Global/local Global

munications Status

Function Indicates that all tag data links are communicating in CIP communications 2.
TRUE: Tag data links are communicating in all connections as the originator.
FALSE: An error occurred in at least one connection.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related

gram instructions
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Variable name _EIP_RegTargetSta [255]
Meaning Registered Target Node Information Global/local Global
Function NX-series CPU Units: Gives a list of nodes for which built-in EtherNet/IP connections are registered for CIP com-

munications 1.

This variable is valid only when the built-in EtherNet/IP port is the originator.

Array[x] is TRUE: The connection to the node with a target node ID of x is registered.
Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

NJ-series CPU Units: Gives a list of nodes for which built-in EtherNet/IP connections are registered.
This variable is valid only when the built-in EtherNet/IP port is the originator.

Array[x] is TRUE: The connection to the node with a target node ID of x is registered.

Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
Variable name _EIP1_RegTargetSta [255]
Meaning CIP Communications1 Registered Target Node | Global/local Global
Information
Function Gives a list of nodes for which built-in EtherNet/IP connections are registered for CIP communications 1.

This variable is valid only when the built-in EtherNet/IP port is the originator.
Array[x] is TRUE: The connection to the node with a target node ID of x is registered.
Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

Note You can use this system-defined variable only for NX-series CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
Variable name _EIP2_RegTargetSta [255]
Meaning CIP Communications2 Registered Target Node | Global/local Global
Information
Function Gives a list of nodes for which built-in EtherNet/IP connections are registered for CIP communications 2.

This variable is valid only when the built-in EtherNet/IP port is the originator.
Array[x] is TRUE: The connection to the node with a target node ID of x is registered.
Array[x] is FALSE: The connection to the node with a target node ID of x is not registered.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -—-

gram instructions
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Variable name

_EIP_EstbTargetSta [255]

Meaning Normal Target Node Information Global/local Global

Function NX-series CPU Units: Gives a list of nodes that have normally established EtherNet/IP connections for CIP com-
munications 1.
Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array|[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occurred.
NJ-series CPU Units: Gives a list of nodes that have normally established EtherNet/IP connections.
Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array|[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occurred.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions

Variable name _EIP1_EstbTargetSta [255]

Meaning CIP Communications1 Normal Target Node Global/local Global
Information

Function Gives a list of nodes that have normally established EtherNet/IP connections for CIP communications 1.
Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occurred.
Note You can use this system-defined variable only for NX-series CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions

Variable name _EIP2_EstbTargetSta [255]

Meaning CIP Communications2 Normal Target Node Global/local Global
Information

Function Gives a list of nodes that have normally established EtherNet/IP connections for CIP communications 2.
Array[x] is TRUE: The connection to the node with a target node ID of x was established normally.
Array[x] is FALSE: The connection to the node with a target node ID of x was not established, or an error occurred.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions
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Variable name

_EIP_TargetPLCModeSta [255]

Meaning Target PLC Operating Mode Global/local Global

Function NX-series CPU Units: Shows the operating status of the target node Controllers that are connected for CIP com-
munications 1, with the built-in EtherNet/IP port as the originator.
The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, the Target Node Controller Operating Information indicates
the previous operating status.
Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.
Array[x] is FALSE: Other than the above.
NJ-series CPU Units: Shows the operating status of the target node Controllers that are connected with the built-in
EtherNet/IP port as the originator.
The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, the Target Node Controller Operating Information indicates
the previous operating status.
Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.
Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions

Variable name _EIP1_TargetPLCModeSta [255]

Meaning CIP Communications1 Target PLC Operating Global/local Global
Mode

Function Shows the operating status of the target node Controllers that are connected for CIP communications 1, with the
built-in EtherNet/IP port as the originator.
The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, the Target Node Controller Operating Information indicates
the previous operating status.
Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.
Array[x] is FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions

Variable name _EIP2_TargetPLCModeSta [255]

Meaning CIP Communications2 Target PLC Operating Global/local Global
Mode

Function Shows the operating status of the target node Controllers that are connected for CIP communications 2, with the
built-in EtherNet/IP port as the originator.
The array elements are valid only when the corresponding Normal Target Node Information is TRUE. If the corre-
sponding Normal Target Node Information is FALSE, the Target Node Controller Operating Information indicates
the previous operating status.
Array[x] is TRUE: This is the operating state of the target Controller with a node address of x.
Array[x] is FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions
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Variable name

_EIP_TargetPLCErr [255]

Meaning Target PLC Error Information | Global/local | Global

Function NX-series CPU Units: Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers
that are connected for CIP communications 1, with the built-in EtherNet/IP ports as the originator. The array ele-
ments are valid only when the corresponding Normal Target Node Information is TRUE. The immediately preced-
ing value is retained if this variable is FALSE.
Array[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array[x] is FALSE: Other than the above.
NJ-series CPU Units: Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers
that are connected with the built-in EtherNet/IP ports as the originator. The array elements are valid only when the
corresponding Normal Target Node Information is TRUE. The immediately preceding value is retained if this vari-
able is FALSE.
Array|[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array[x] is FALSE: Other than the above.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions

Variable name _EIP1_TargetPLCErr [255]

Meaning CIP Communications1 Target PLC Error Infor- Global/local Global
mation

Function Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers that are connected
for CIP communications 1, with the built-in EtherNet/IP ports as the originator. The array elements are valid only
when the corresponding Normal Target Node Information is TRUE. The immediately preceding value is retained if
this variable is FALSE.
Array[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array|[x] is FALSE: Other than the above.
Note You can use this system-defined variable only for NX-series CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions

Variable name _EIP2_TargetPLCErr [255]

Meaning CIP Communications2 Target PLC Error Infor- Global/local Global
mation

Function Shows the error status (logical OR of fatal and non-fatal errors) of the target node Controllers that are connected
for CIP communications 2, with the built-in EtherNet/IP ports as the originator. The array elements are valid only
when the corresponding Normal Target Node Information is TRUE. The immediately preceding value is retained if
this variable is FALSE.
Array[x] is TRUE: A fatal or non-fatal error occurred in the target Controller with a target node ID of x.
Array[x] is FALSE: Other than the above.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions
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Variable name

_EIP_TargetNodeErr [255]

Meaning Target Node Error Information Global/local Global

Function NX-series CPU Units: Indicates that the connection for the Registered Target Node Information for CIP communi-
cations 1 was not established or that an error occurred in the target Controller.
The array elements are valid only when the Registered Target Node Information is TRUE.
Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the Regis-
tered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection was
established with the target node but an error occurred in the target Controller.
Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Informa-
tion is FALSE), or a connection was normally established with the target node (the Registered Target Node Infor-
mation is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller (the
Target PLC Error Information is TRUE).
NJ-series CPU Units: Indicates that the connection for the Registered Target Node Information was not established
or that an error occurred in the target Controller.
The array elements are valid only when the Registered Target Node Information is TRUE.
Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the Regis-
tered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection was
established with the target node but an error occurred in the target Controller.
Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Informa-
tion is FALSE), or a connection was normally established with the target node (the Registered Target Node Infor-
mation is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller (the
Target PLC Error Information is TRUE).

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions

Variable name _EIP1_TargetNodeErr [255]

Meaning CIP Communications1 Target Node Error Infor- | Global/local Global
mation

Function Indicates that the connection for the Registered Target Node Information for CIP communications 1 was not estab-
lished or that an error occurred in the target Controller.
The array elements are valid only when the Registered Target Node Information is TRUE.
Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the Regis-
tered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection was
established with the target node but an error occurred in the target Controller.
Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Informa-
tion is FALSE), or a connection was normally established with the target node (the Registered Target Node Infor-
mation is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller (the
Target PLC Error Information is TRUE).
Note You can use this system-defined variable only for NX-series CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related

gram instructions
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Variable name

_EIP2_TargetNodeErr [255]

Meaning CIP Communications2 Target Node Error Infor- | Global/local Global
mation

Function Indicates that the connection for the Registered Target Node Information for CIP communications 2 was not estab-
lished or that an error occurred in the target Controller.
The array elements are valid only when the Registered Target Node Information is TRUE.
Array[x] is TRUE: A connection was not normally established with the target node for a target node ID of x (the Regis-
tered Target Node Information is TRUE and the Normal Target Node Information is FALSE), or a connection was
established with the target node but an error occurred in the target Controller.
Array[x] is FALSE: The target node is not registered for a target node ID of x (the Registered Target Node Informa-
tion is FALSE), or a connection was normally established with the target node (the Registered Target Node Infor-
mation is TRUE and the Normal Target Node Information is TRUE). An error occurred in the target Controller (the
Target PLC Error Information is TRUE).
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type ARRAY [0..255] OF BOOL Range of values TRUE or FALSE

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Possible. Related -—-

gram instructions

Variable name _EIP_NTPResult Member name .ExecTime

Meaning NTP Last Operation Time Global/local Global

Function Gives the last time that NTP processing ended normally.
The time that was obtained from the NTP server is stored when the time is obtained normally.
The time is not stored if it is not obtained from the NTP server normally.
Note Do not use this variable in the user program. There may be a delay in updating it. Use this variable only to

access status through communications from an external device.

Data type Structure: _sNTP_RESULT Range of values Depends on data type.
Members: DATE_AND_TIME

R/W access R Retained Not retained. | Network Publish Published.

Usage in user pro- Not possible. | Related You can read the contents of this variable with the GetNTPStatus instruction.

gram instructions

Variable name _EIP_NTPResult Member name .ExecNormal
Meaning NTP Operation Result Global/local Global
Function This variable shows if the NTP operation ended normally.
TRUE: Indicates an NTP normal end.
FALSE: Indicates that NTP operation ended in an error or has not been executed even once.
Note Do not use this variable in the user program. There may be a delay in updating it. Use this variable only to
access status through communications from an external device.
Data type BOOL Range of values TRUE or FALSE
R/W access R Retained Not retained. | Network Publish Published.
Usage in user pro- Not possible. | Related You can read the contents of this variable with the GetNTPStatus instruction.
gram instructions
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® Functional Classification: EtherNet/IP Communications Switches

Variable name _EIP_TDLinkStartCmd
Meaning Tag Data Link Communications Start Switch | Global/local | Global
Function NX-series CPU Units: Change this variable to TRUE to start tag data links for CIP communications 1.

It automatically changes back to FALSE after tag data link operation starts.

NJ-series CPU Units: Change this variable to TRUE to start tag data links.
It automatically changes back to FALSE after tag data link operation starts.

Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.

Data type BOOL Range of values TRUE or FALSE
R/W access R/W Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP1_TDLinkStartCmd
Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global
cations Start Switch
Function Change this variable to TRUE to start tag data links for CIP communications 1.

It automatically changes back to FALSE after tag data link operation starts.

Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.

Note You can use this system-defined variable only for NX-series CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R/W Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_TDLinkStartCmd
Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global
cations Start Switch
Function Change this variable to TRUE to start tag data links for CIP communications 2.

It automatically changes back to FALSE after tag data link operation starts.

Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.

Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.

Data type BOOL Range of values TRUE or FALSE
R/W access R/W Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related ---

gram instructions
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Variable name

_EIP_TDLinkStopCmd

Meaning Tag Data Link Communications Stop Switch Global/local Global
Function NX-series CPU Units: Change this variable to TRUE to stop tag data links for CIP communications 1.
It automatically changes back to FALSE after tag data link operation stops.
NJ-series CPU Units: Change this variable to TRUE to stop tag data links.
It automatically changes back to FALSE after tag data link operation stops.
Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.
Data type BOOL Range of values TRUE or FALSE
R/W access R/wW Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -
gram instructions
Variable name _EIP1_TDLinkStopCmd
Meaning CIP Communications1 Tag Data Link Communi- | Global/local Global
cations Stop Switch
Function Change this variable to TRUE to stop tag data links for CIP communications 1.
It automatically changes back to FALSE after tag data link operation stops.
Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.
Note You can use this system-defined variable only for NX-series CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R/W Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related
gram instructions
Variable name _EIP2_TDLinkStopCmd
Meaning CIP Communications2 Tag Data Link Communi- | Global/local Global
cations Stop Switch
Function Change this variable to TRUE to stop tag data links for CIP communications 2.
It automatically changes back to FALSE after tag data link operation stops.
Note Do not force this switch to change to FALSE from the user program or from the Sysmac Studio. It changes to
FALSE automatically.
Note You can use this system-defined variable only for the NX701 CPU Units and NX102 CPU Units.
Data type BOOL Range of values TRUE or FALSE
R/W access R/wW Retained Not retained. | Network Publish Published.
Usage in user pro- Possible. Related -—-
gram instructions
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4 Determining IP Addresses

4-1

IP Addresses

4-1-1

IP Address Configuration

IP addresses are made up of 32 bits of binary data that specify the network number (net ID) and host
number (host ID). The network number identifies the network, and the host number identifies the node
(or host) on the network. IP addresses are divided into three classes, A, B, and C, so that the address
system can be selected according to the scale of the network. (Classes D and E are not used.)

Bit 31 23 0
ClassA [0] NetworkD (7bits) | Host ID (24 bits) |
Bit 31 15 0
Class B ‘ 1 ‘ 0 | Network ID (14 bits) ‘ Host ID (16 bits) \
Bit 31 7 0
Class C ‘ 1 ‘ 1 \ 0 \ Network ID (21 bits) \ Host ID (8 bits) \
Bit 31 0
Class D ‘ 1 ‘ 1 ‘ 1 ‘ 0 ‘ Multicast address ‘ (Cannot be used.)
Bit 31 0
Class E ‘ 1 ‘ 1 ‘ 1 ‘ 1 ‘ Experimental address ‘ (Cannot be used.)

The number of networks in each class and the number of hosts possible on the network differ according
to the class.

Class Number of networks Number of hosts
Class A Small 224_2 max. (16,777,214 max.)
Class B Medium 216_2 max. (65,534 max.)
Class C Large 28-2 max. (254 max.)

The 32 bits of binary data in an IP address are divided into four sections of eight bits each. IP
addresses are represented by the decimal equivalent of each of the four octets in the 32-bit address,
each separated by a period.

For example, the binary address 10000010 00111010 00010001 00100000 would be represented as
130.58.17.32.
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4-1-2 Allocating IP Addresses

You must assign IP addresses nodes so that each IP address is assigned only once in the network or
between several networks.

4-1-3 Subnet Masks

Operation and management of a network can become very difficult if too many nodes are connected on
a single network. In such a case it can be helpful to configure the system so that a single network is
divided up into several subnetworks. Internally the network can be treated as a number of subnetworks,
but from the outside it acts as a single network and uses only a single network ID. To establish subnet-
works, the host ID in the IP address is divided into a subnet ID and a host ID by using a setting called
the subnet mask. The subnet mask indicates which part of the host ID is to be used as the subnet ID.
All bits in the subnet mask that correspond to the bits in the IP address used either as the network ID or
subnet ID are set to “1,” and the remaining bits, which correspond to the bits in the IP address actually
used for the host ID, are set to “0.”

sassaIppy dli L-¥

The following example shows the subnet mask for an 8-bit subnet ID used in class-B IP addresses.

Bit 31 15 0
Class B ‘ 1 ‘ 0 ‘ Network number (14 bits) ‘ Host number (16 bits) ‘

Subnetmask 1111111111111111 1111111100000000 =FFFFFFO00

“+——> .P

Network ID Subnet ID Host ID B

Set the same subnet mask for all of the nodes on that subnetwork. The built-in EtherNet/IP port sup- >

ports CIDR (Classless Inter-Domain Routing). The subnet mask can be set to 192.0.0.0 to §

255.255.255.252. If subnetworks are not used, set the following subnet mask values for IP address §

classes Ato C. 3

2

Class Subnet mask E?'

Class A 255.0.0.0 8

Class B 255.255.0.0

Class C 255.255.255.0

A network address is information derived from a subnet mask and used to identify each network. A net-
work address enables users to determine whether multiple nodes belong to the same network. A net-
work address is calculated by performing a logical AND operation on the IP address and subnet mask
of a node.

The following are examples of network address calculation.

In this example, the IP address of node 1 is set to 192.168.250.20, the IP address of node 2 is set to
192.168.245.30, and the subnet mask is set to 255.255.240.0. The network addresses of the two nodes
are calculated as follows.

+ Calculating network address of node 1

Item Decimal notation Binary notation
IP address 192.168.250.20 11000000.10101000.11111010.00010100
Subnet mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address 192.168.240.0 11000000.10101000.11110000.00000000

+ Calculating network address of node 2

Item Decimal notation Binary notation
IP address 192.168.245.30 11000000.10101000.11111010.00010100
Subnet mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address 192.168.240.0 11000000.10101000.11110000.00000000
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4 Determining IP Addresses

As shown in the above table, node 1 and node 2 have the same network address, which means these
nodes belong to the same network.

4-1-4 CIDR

4-4

CIDR, or classless interdomain routing, is used to assign IP addresses that do not use classes. IP
addresses that use classes are separated into blocks according to network IDs and host IDs, resulting
in inefficient usage of IP address space. CIDR does not use classes, so IP address space can be
divided as required to more efficiently use IP address space. For example, using a subnet mask setting
with CIDR enables building a horizontally distributed network exceeding 254 nodes even if a class C
address block (e.g., 192, 168...) is used.

Subnet Mask Range
192.0.0.0 to 255.255.255.252
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4-2 Built-in EtherNet/IP Port IP Address
Settings

4-2-1 Determining IP Addresses

Use one of the following methods to set the IP address of the built-in EtherNet/IP port.

Setting a User-specified IP Address

If you need to change the default IP address of the built-in EtherNet/IP port or if you need to use the
built-in EtherNet/IP port with another EtherNet/IP node, set the IP address to the required value.

For an NX701 CPU Unit and an NX102 CPU Unit, you cannot set IP addresses that make two built-
in EtherNet/IP ports belong to the same network.

sBujag ssalppy di 1od dINeNIoyT uring Z-

Automatically Obtaining the IP Address from the BOOTP Server

There are two methods to automatically obtain an IP address.
¢ Obtain the IP address from the BOOTP server each time the power is turned ON.

* Obtain the IP address from the BOOTP server once when the power is turned ON and then do not
allow it to change.

BOOTP server

BOOTP command Ethernet

Lt

NJ/NX-series Controller
IP address

BOOTP client

NJ/NX-series Controller

$8ss8.IppY d| Buluiwisiaq |-z-¢

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 4-5



4 Determining IP Addresses

4-2-2 Setting IP Addresses

Use the Sysmac Studio to set the IP address of the built-in EtherNet/IP port.

1 Select the setting method for IP addresses.

Make the following settings on the TCP/IP Settings Display of the Built-in EtherNet/IP Port Set-
tings Tab Page in the Controller Setup to set the local IP address.

¥ IP Address

O Fixed setting
NN 107 , 168 250, 1
Subnet mask PERFEEIPEE ) Used to set a user-specified IP address.
Default gateway |
FTE @ obtain from BOOTP server. Used to obtain the IP address from the BOOTP
@ Fix at the IP address obtained from BOOTP server. server each time the power is turned ON.
Used to obtain the IP address from the BOOTP
Display when using the NJ-series CPU Unit server once and then not change it.

For an NX701 CPU Unit and an NX102 CPU Unit, the IP addresses must be set separately for
built-in EtherNet/IP ports 1 and 2.

Precautions for Correct Use

=

For an NX701 CPU Unit and an NX102 CPU Unit, you cannot set IP addresses that make two
built-in EtherNet/IP ports belong to the same network.

N

Connect the Sysmac Studio to the NJ/NX-series CPU Unit via a USB connection or the Ethernet
network.

Precautions for Correct Use

The NX102 CPU Unit and NX1P2 CPU Unit can be connected only via Ethernet.

=

W

Connect the Sysmac Studio online to the NJ/NX-series CPU Unit. Refer to 4-2-3 Online Con-
nection for the procedure to connect online.

Use one of the following methods to download the IP addresses that were set on the Sysmac
Studio to the NJ/NX-series CPU Unit.

¢ Go online with the Controller, and then select Synchronization from the Controller Menu.
The data on the computer and the data in the physical Controller are compared automatically.

¢ Click the Transfer to Controller Button.

Note Use the Synchronization Menu of the Sysmac Studio to upload and download data.
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5 After the IP address settings are downloaded, the IP address is reflected in the CPU Unit as fol-
lows:

Setting a User-specified IP Address

After the IP address settings are downloaded, the set IP address is automatically saved in the
CPU Unit.

Obtaining the IP Address from the BOOTP Server Each Time the Power Is Turned ON

After the data is downloaded, the IP address from the BOOTP server is automatically saved in
the CPU Unit. Each time the power supply is turned ON, the IP address from the BOOTP server
is automatically saved in the CPU Unit.

@ Additional Information

If you cannot obtain the IP address from the BOOTP server or the obtained IP address is not cor-
rect, select the Fixed setting Option in the IP Address Area and manually set the IP address,
subnet mask, and default gateway. Requests to the BOOTP server to obtain the IP address will
continue if there is a failure to connect to the BOOTP server.
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Obtaining the IP Address from the BOOTP Server Once When the Power Is Turned ON
and Then Not Allow It to Change

After the 1/0 address is downloaded, the IP address from the BOOTP server is automatically
saved in the Controller and then the same address is used.

@ Additional Information

» The TCP/IP Settings Display is not updated even if the IP address is obtained normally from
the BOOTP server. To check the IP address that was obtained from the BOOTP server on the
TCP/IP Display, upload the project from the NJ/NX-series Controller.

* If you cannot obtain the IP address from the BOOTP server, the Fix at the IP address obtained
from BOOTP server Option is selected on the TCP/IP Display. Select Fixed Setting in the IP
Address Settings and manually set the IP address, subnet mask, and default gateway.

* If the Controller power supply is turned ON when the IP address was not normally obtained
from the BOOTP server, the setting remains at Fix at the IP address obtained from BOOTP
server.

e After the IP address is obtained from the BOOTP server, the built-in EtherNet/IP port IP
address setting is automatically set to Fixed setting. Therefore, the IP address will not match
when the program is verified on the Sysmac Studio.

sessalppy dI Bumes z-z-v
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@ Additional Information

For an NJ-series CPU Unit, NX102 CPU Unit, and NX1P2 CPU Unit, when the local IP address
of the built-in EtherNet/IP port is set, the FINS node address is automatically set as shown
below. Note that the FINS node address is provided only to the NJ-series CPU Unit, NX102 CPU
Unit, and NX1P2 CPU Unit.

Example: Pairing IP Addresses and FINS Node Addresses with Automatic Creation Method

IIII/%I TCP/IP Settings Display fﬂ' FINS Settings Display

v FINS Node Address Seftings
Node address of built-in EtherNet/IP port

——T— LiInK
Wﬁ TCP/IP Settings v FINS/UDP

FINS/UDP port number
¥ 1P Address e

@ Obtain from BOOTP server.
@ Fix at the IP address obtained from BOOTP perver.

Host number
(last 8 bits of the IP address)

The same value as the host number is set.

After the IP address is obtained from the When FINS node address are created automati-
BOOTP server, the node address of the cally, the FINS node address is the host ID and it
built-in EtherNet/IP FINS is set. cannot be changed. It can be changed if you use

both methods or an IP address table method.

The FINS node address is required for FINS communications (e.g., to connect to the CX-Integra-
tor and other Support Software). When you automatically set node addresses, do not set the
lower 8 bits of the IP address to 000 or 255.

The NX102 CPU Unit has two EtherNet/IP ports. The FINS node address is set according to the
IP address of port 2.
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4-2-3 Online Connection

Connect the Sysmac Studio online to the CPU Unit.

Types of Connections between the CPU Unit and Computer That
Runs the Sysmac Studio

The CPU Unit and the computer that runs Sysmac Studio are connected as shown below via USB or
Ethernet:

USB Connection

Direct Connection via USB

. Sysmac Studio
l

USB connection !

Note USB connection is not possible for the NX102 CPU Unit
and NX1P2 CPU Unit.
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= L
Ethernet Connection S
w
Rlicstiesnyestey via ST (R (G Ethernet Connection via Hub (1: N Connection) g
with AutolP) 5
Q)
] .
Y R iy 2
Ethernet I =
mm’ Note An Ethernet switch is required to connect. Refer
to 2-1-4 Precautions for Ethernet Switch Selec-
Note 1 An Ethernet switch is not necessarily required. tion for details.
2 You can use a straight or cross Ethernet cable
to connect.
3 With the NX701 CPU Unit and NX102 CPU
Unit, 1:1 connection is possible only on the
built-in EtherNet/IP port 1.

Connection from USB Across Ethernet

Remote Connection via USB (1:N Connection)

Ethernet
TR
Note 1 An NJ/NX-series Controller with a USB port is

required to connect.

2 An Ethernet switch is required to connect. Refer to
2-1-4 Precautions for Ethernet Switch Selection for
details.
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4-10

@ Additional Information

e Auto IP automatically assigns IP addresses in Windows 98 and later operating systems.
Unique I[P addresses are automatically assigned from the address 169.254.0.0 to
169.254.255.255.

 If the IP address of the connected EtherNet/IP port is changed when the Sysmac Studio is
connected online via a built-in EtherNet/IP port, a timeout will occur in the Sysmac Studio. In
the case, switch the Sysmac Studio status to offline, change to the IP address of the con-
nected built-in EtherNet/IP port, and then switch back the Sysmac Studio status to online. This
will allow you to reconnect.

m Precautions for Correct Use

If there is more than one node with the same IP address in the EtherNet/IP network, the built-in
EtherNet/IP port will connect to the node that is detected first. An IP Address Duplication Error
will not occur.

I Online Connection Procedure

Connect the CPU Unit and the computer that runs the Sysmac Studio via USB or Ethernet, and then
perform the following procedure.

1 Select Controller - Communications Setup and click the OK Button in the Sysmac Studio
Project Window.

1:1 Connection 1:N Connection

Direct Connection Ethernet Connection

‘Remote connection via USB
-Direct connection via USB

-Direct connection via Ethernet
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% Additional Information

If there is an error in the set IP address, the CPU Unit behaves as follows:

* The NET RUN indicator on the CPU Unit does not light and the NET ERR indicator flashes
red. On the NX701 CPU Unit and NX102 CPU Unit, indicators will indicate the status of each
built-in EtherNet/IP port.

¢ An IP Address Setting Error is recorded in the event log.

El Precautions for Correct Use

 If the IP address is duplicated or not set correctly, communications are not possible via the
EtherNet/IP network. Use the Sysmac Studio to set the IP address again in direct connection
via Ethernet.

* The IP address range shown below is used by the system and cannot be specified.
169.254.0.0 to 169.254.255.255
192.168.255.0 to 192.168.255.255

* Due to Ethernet restrictions, you cannot specify the IP addresses that are described below.
* An IP address thatis all 0’s or all 1’s
¢ IP addresses that start with 127, 0, or 255 (decimal)
* |P addresses that have a host ID that is all 0’s or all 1’s
¢ Class-D IP addresses (224.0.0.0 to 239.255.255.255)
* Class-E IP addresses (240.0.0.0 to 255.255.255.255)
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I Connecting from a Saved Project

The connection configuration that is set (USB or EtherNet/IP) is saved in the project. (The file is
xxx.smc.) If you open a saved project on the Sysmac Studio, you can connect to the EtherNet/IP net-
work without redoing the settings.
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4-2-4 Checking the Current IP Address

412

The current IP address can be confirmed in the Controller Status Pane of the Sysmac Studio either
when it is set manually or obtained from the BOOTP server.

Display when using the NJ-series CPU Unit and the NX1P2 CPU Unit

¢ Basic Controller Status Pane ¢ Controller Status Pane with Details

Confrolier Status A —

OMNLINE 192 162.250.1 al communications @® RUN mode
ERR/ALM RUN mode o Controller ermor @ Mot synchronized/Not executed
: user-defined emor

192.168.250.1
255.255.255.0

Unused

314.670 us

1000.000 us

One or more connedtions are stopped, or no connedion setting.
One or more slaves are stopped, or no slave setting.
L701-31810-9999

None

Display when using the NX701 CPU Unit and NX102 CPU Unit

¢ Basic Controller Status Pane e Controller Status Pane with Details

Controller Status ~ 1
| X701)
OMLINE 192.168.250.1; 192.168.251.1 MNormal communications ® RUN mode
ERR/ALM RUN mode r minor fault level Controller error occurs @ @ Not synchronized/Not execu
Mo user-defined emor

PORTL: 192.168.250.1 / PORT2: 19: 2511
PORTL: 255.255.255.0 / PORT2: 255.255.2535.0

Unused
14.199 us
1000.000 us

Communicating

One or more slaves are stopped, or no slave setting.
KUX-17614-9999

None

@ Additional Information

* If you obtain the IP address from the BOOTP server, you can check the obtained IP address
by synchronizing and uploading the controller settings from the Sysmac Studio.

* If the IP address of the built-in EtherNet/IP port is not registered due to the following reasons,
the IP address field shows “0.0.0.0”.

¢ The IP address was not obtained from the BOOTP server.
¢ The built-in EtherNet/IP port on the NX701 CPU Unit and NX102 CPU Unit is set to disable.

Refer to 5-1 TCP/IP Settings Display for details on the setting the IP address of the built-in Ether-
Net/IP port.
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4-3 Private and Global Addresses

4-3-1 Private and Global Addresses

There are two kinds of IP addresses, private and global.

IP address Description

Global address These are IP addresses that connect directly to the Internet.
Allocated by application to NIC, each address is unique in
the world, and as many as 4.3 billion can be allocated world-
wide.

Private address These are IP addresses for Intranet (LAN) use. Direct con-
nection to the Internet is not possible. Frames that include

private IP addresses are restricted by the router from being
sent outside the LAN.

Generally, as shown below, global addresses in the intranet are allocated only to IP routers (such as
broadband routers) interfaced with the Internet. All other nodes in the intranet, which includes the built-
in EtherNet/ IP port, are allocated private addresses.

@ Intranet

Personal computer
(e.g., Sysmac Studio) .

Ethernet (EtherNet/IP)

ﬁ;ﬂ“——l —1 || ||| Controller
(- ] ii -
IP router Private address
-~ Private address l
«_ Cannot connect to Internet
@ ® Internet Global address | (required) v
A
@ Intranet l : Cannot connect to Internet
L= Global address I
IP router Private address
L == Private address Personal computer
(e.g., Sysmac Studio)
I

Ethernet (EtherNet/IP)

| ||| Controller | I 1|| Controller

Private address Private address
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4-3-2 Using a Private Address for the Built-in EtherNet/IP Port

4-14

@ Intranet

CIP clientona Explicit message
computer, such as

Sysmac Studio or .
Network Configurator

i Ethernet (EtherNet/IP)

—

o ]
- 1 Communications in intranet
——
T i 45 Controller
IP route F
| Built-in EtherNet/IP port: Private address
—
_— @ Internet
@ Intranet
|- Explicit message
IP router CIP client on a computer,
- such as Sysmac Studio
= or Network Configurator
=g =
Communications in intranet
_ Ethernet (EtherNet/IP) _
T 1/l Controller M ||| Controller
B -If[i Communications in B
intranet
Built-in EtherNet/IP port: Private address Built-in EtherNet/IP port: Private address

® Conditions for Communications Applications

If the built-in EtherNet/IP port uses a private address, you can use explicit message communica-
tions service under the following conditions.

* The explicit message communications service can be executed on the intranet between built-in
EtherNet/IP ports with private addresses only.

¢ A device such as a personal computer (CIP applications including the Network Configurator) can-
not connect online and communicate over the Internet with a built-in EtherNet/IP port that has a
private address. Explicit message communications are also not possible over the Internet
between built-in EtherNet/IP ports with private addresses.

El Precautions for Correct Use

Network Security and Firewalls

To set up an intranet through a global address involves network security considerations. Be sure
to consult with a network specialist in advance and consider installation of a firewall. After a fire-
wall has been set up by a communications company technician, there may be some applications
that cannot be used. Be sure to check first with the communications company technician.
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4-3-3 Using a Global Address for the Built-in EtherNet/IP Port

@ Intranet
CIP client on a computer,
such as Network
Configurator
»
_ | | Ethemet (EtherNeIP) &
Y = v
Communications <
over Internet 2
— Private add o
P rouer 5
1 l o
] @
! I
\§ _ Cannot connect to Internet g.
Q ® Intemet G 5pal address (required) M 9
>
4 c | a
® Intranet ) annot connect to Internet )
©
— 7]
P oy | Glopal address ] @
router Private address @
L == Private address

. Ethernet (EtherNet/IP)

;

Communications ||| Controller
in intranet T

Built-in EtherNet/IP port: Global address

® Conditions for Communications Applications

You can use the explicit message communications service over the Internet under the following con-
ditions.

* Adevice such as a personal computer (a CIP application including the Network Configurator) can
connect online and communicate over the Internet with a built-in EtherNet/IP port that has a global
address.

e The TCP port number (44818) or UDP port number (44818) that is used for EtherNet/IP cannot be
used because it is prohibited by a firewall in the communications path.

El Precautions for Correct Use

Hod dIfABNIaYT ul-Hing 8y} Joj SSaIppY [eqolD e Buisn g-¢-¢

Network Security and Firewalls

To set a global IP address for a built-in EtherNet/IP port involves network security consider-
ations. It is recommended that the user contract with a communications company for a dedicated
line, rather than for a general line such as a broadband line. Also, be sure to consult with a net-
work specialist and consider security measures such as a firewall. After a firewall has been set
up by a communications technician, there may be some applications that cannot be used. Be
sure to check first with the communications technician.
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5-1 TCPI/IP Settings Display

TCP
Ji3

¥ IP Address

O Fixed setting
IP addres:

255.255.235._0

Subnet masl

ned from BOOTP server.

255.255.235._0

» DNS
» Host Name - IP Address

» Default Gateway » Keep Alive

» Operation at IP Address Duplication » IP Router Table
» DNS

¥ Host Name - 1P Address
» Keep Alive

» 1P Router Table

¥ Port Forward
PForward @ Use

 Packet Filter
Packet filter @ Use

Reset all to default.

NX-series CPU Unit NJ-series CPU Unit

® [P Address - Port 1 (NX-series CPU Unit)
Set IP addresses for built-in EtherNet/IP port 1.

Setting Description Default
IP address setting Select one of the following IP address setting methods for | Fixed setting
method the built-in EtherNet/IP port 1.

* Fixed setting
¢ Obtain from BOOTP server.
¢ Fix at the IP address obtained from BOOTP server.

IP address™2 Set the IP address for the built-in EtherNet/IP port 1."3 Built-in EtherNet/IP port
1: 192.168.250.1
Subnet mask*2 Set the subnet mask for the built-in EtherNet/IP port 1. 255.255.255.0

*1 These settings are required if you set IP address setting method to Fixed setting.
*2 Refer to 4-2 Built-in EtherNet/IP Port IP Address Settings for details on setting IP addresses.

@ [P Address - Port 2 (only with the NX701 CPU Unit and NX102 CPU Unit)
Set IP addresses for built-in built-in EtherNet/IP port 2.

Setting Description Default
Use Port 2 Select the check box to use the built-in EtherNet/IP port 2. | Selected (use)
IP address setting Select one of the following IP address setting methods for | Fixed setting
method the built-in EtherNet/IP port 2.

* Fixed setting
¢ Obtain from BOOTP server.
¢ Fix at the IP address obtained from BOOTP server.

IP address*2 Set the IP address for the built-in EtherNet/IP port 2."3 Built-in EtherNet/IP port
2:192.168.251.1
Subnet mask*2 Set the subnet mask for the built-in EtherNet/IP port 2. 255.255.255.0

*1 These settings are required if you set IP address setting method to Fixed setting.
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*2 Refer to 4-2 Built-in EtherNet/IP Port IP Address Settings for details on setting IP addresses.

EI Precautions for Correct Use

For an NX701 CPU Unit and an NX102 CPU Unit, you cannot set IP addresses that make two
built-in EtherNet/IP ports belong to the same network.

® IP Address (NJ-series CPU Unit)

Setting Description Default
IP address setting Select one of the following IP address setting methods for | Fixed setting
method the built-in EtherNet/IP port."1

* Fixed setting
¢ Obtain from BOOTP server.
¢ Fix at the IP address obtained from BOOTP server.

IP address*2 Set the IP address for the built-in EtherNet/IP port. 192.168.250.1
Subnet mask*2 Set the subnet mask for the built-in EtherNet/IP port. 255.255.255.0
Default gateway™3 Set the IP address of the default gateway for the built-in None

EtherNet/IP port. This setting is not required when the
default gateway is not used.

When the IP address settings are obtained from a BOOTP
server, the default gateway set in this item is disabled.

*1 Refer to 4-2 Built-in EtherNet/IP Port IP Address Settings for details on setting IP addresses.
*2 These settings are required if you set IP address setting method to Fixed setting.
*3 This setting is valid if you set IP address setting method to Fixed setting.

® Default Gateway (NX-series CPU Unit)
Setting Description Default

Default gateway™1 Set the IP address of the default gateway for the built-in None
EtherNet/IP port. This setting is not required when the

default gateway is not used.”2

When the IP address settings are obtained from a BOOTP
server, the default gateway set in this item is disabled.

*1  When the IP address setting method is set to Obtain from BOOTP server or the Fix at the IP address obtained
from BOOTP server, the default gateway obtained from a BOOTP server is enabled.

*2  For an NX701 CPU Unit and an NX102 CPU Unit, even if you are using both port 1 and port 2, you can only set
the default gateway

® Operation at IP Address Duplication

Setting Description Default
Use of duplicated IP When the IP address that is set to the built-in EtherNet/IP | Stop
address port is also used as the IP address of another node, select

whether the use of IP address that you set stopped.

e Stop
If the duplication of IP address is not cleared for a certain
length of time, the use of IP address that you set is
stopped and the IP Address Duplication Error will occur.

* Do not stop™?
The IP address that you set is continued to use and wait
until the duplicated IP address of the remote node is
changed.
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5-4

*1  For systems that use OPC UA to connect to an information system network, it is recommended that you set

this to Do not stop.

I Version Information

The setting for the Use of duplicated IP address can be used with the CPU Units that corre-

spond to OPC UA and the Sysmac Studio.

Refer to the NJ-series CPU Unit OPC UA User's Manual (Cat. No. W588) for information on the
models and unit versions of the CPU Units that correspond to OPC UA, and the Sysmac Studio

version.
® DNS
Setting Description Default
DNS Enable using DNS if a DNS is used to resolve host names | Do not use.
when host names are specified for the remote communica-
tions nodes in CIP communications and socket instructions.
A DNS server is required to use DNS.
Priority DNS server™1 Set the IP address of the DNS server. You can set priority | None
Secondary DNS server and secondary IP addresses. None
Domain name*1 Sets the domain name of the domain to which the built-in None
EtherNet/IP port belongs. (Single-byte alphanumeric char-
acters, dots, and hyphens: 48 characters max.)
*1 These settings are required when DNS is used.
® Host Name - IP Address
Setting Description Default
Host Name Addresses are converted according to this setting when None
host names are used to specify remote communications
nodes.
They can be set even if DNS is not used. You can set up to
six host names. (You can use up to 200 single-byte alpha-
numeric characters, dots, and hyphens with up to 63 single-
byte alphanumeric characters between dots.)
IP Address Set the IP addresses of the registered hosts. None
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® Keep Alive

Setting Description Default

Keep Alive Set whether to use the remote node keep alive function of | Use.
connected servers and clients (such as socket services,
FTP server, Sysmac Studio, and FINS/TCP) for each con-
nection number. If the Use option is specified in Keep Alive,
the transmission of Keep Alive packet starts after the speci-
fied Keep Alive monitoring time when no communication is
performed with the remote node.

If the remote node does not respond for longer than the
keep alive packet transmission + resending 5 seconds x 5
times™1, the connection is disconnected.

The connection is left open if the power supply to the
remote node is turned OFF without warning. Use the keep-
alive function whenever possible.

* Use.

* Do not use.

Keep Alive Monitoring This is the time until the transmission of Keep Alive packet | 300
Time is started.

Setting range: 1 to 65,535 (seconds)

Ke|dsig sbumes di/dol -6

Linger option Set whether to specify the Linger Option for connections to | Do not specify.
FINS/TCP or socket services. If the Linger Option is speci-
fied, the port number is immediately opened even before
the port number is released after the socket closes (approx.
1 minute).

¢ Specify.
* Do not specify.

*1 If the remote node does not respond, the connection is disconnected after Keep Alive monitoring time + 30
seconds.

® |IP Router Table

Parameter Description Default

Destination IP address | Set these settings when the built-in EtherNet/IP port is used | None
for tag data links or CIP message communications with
nodes on other IP network segments via an IP router. Also
set these settings to use an NX-series CPU Unit as an IP
Gateway address router using the IP routing function of the built-in Ether- None
Net/IP port.

The registration number of IP router table you can set are
up to 128 with an NX701 CPU Unit, up to 64 with an NX102
CPU Unit, and up to eight with an NJ-series CPU Unit and
an NX1P2 CPU Unit.

Specify 0 for the host portions of the IP addresses.

Destination mask IP
address
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@ Additional Information

IP Router Table Setting Example

Set the following IP router table in node A to use tag data links or CIP message communications
between node A and node B through the IP router. When you set the IP router table, node A
sends packets to the gateway IP address (130.25.36.253) if communications instructions are
executed on node A and addressed to node B.

130. 25. XX. XX 130. 26. XX. XX

Node A

¥ IP Router Table

IP router or NX-series CPU Unit

130.25.36.253 130.26.2.254 Node B

Destination IP Address

The host fields are set to 0 in the destination IP address.

® Port Forward (NX102 CPU Unit)

Setting Description Default
IP Forward Select whether to transfer IP packets between communications ports. Use.
® Packet Filter (NX102 CPU Unit)
Setting Description Default
Packet Filter Select whether or not to set the conditions of the IP packet received | Do not use.
with the communications port.
Pass Frame Set the conditions of the IP packet received with the communica- -
tions port by the following items. You can set the conditions for
which up to 32 receptions are allowed.
This setting is valid only when Packet Filter is set to Enabled.
Port Select the communications port for which the Packet Filter is used. | No. 1: Port 1
No. 2: Port 2
Specification Method for specifying the IP packets that are allowed receptions. No. 1: any
Method « IP address specification No. 2: any
L] any*1
IP Address Set the IP address that are allowed receptions. None
Mask Set the mask of the IP address that are allowed receptions. If Spec- | None
ification Method is set to IP address specification, 255.255.255.255
is set automatically.

*1 The any allows reception of the packet from all the IP addresses.
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m Precautions for Correct Use

* NA-series and NS-series Programmable Terminals connections to the CPU Unit are restricted
if this function is enabled. Register the IP address of target device in the Packet Filter settings
to connect with above devices. Refer to Packet Filter (NX102 CPU Unit) for details on set-
tings.

* You cannot connect the Sysmac Studio installed on the computer with unregistered IP address
if this function is set to enable. Enable this function after confirming that the IP address of the
computer to allow connection is registered correctly in advance.

* You cannot connect the Sysmac Studio installed on the computer to the Controller in Direct
connection via Ethernet if this function is enabled. Select Controller - Communications
Setup to confirm that the connection method is Ethernet connection via hub.

* You can disable this function tentatively by starting in the Safe Mode in case you cannot con-
nect the Sysmac Studio on the computer because you forgot the registered IP address, etc.
Refer to the Troubleshooting When You Cannot Go Online from the Sysmac Studio in the NJ/
NX series Troubleshooting Manual (Cat. No. W503) for details.
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5-2 Link Settings Display

¥ LINK Settings - Port 1 LINK settings | Aufo v
3 Auto
LINK settings | Auto ¥ 10 Mbps Half Duplex
¥ LINK Settings - Port 2 10 Mbps Full Duplex
. 1 Dupl
LINK settings | Auto v
Auto
10 Mbps Half Duplex
10 Mbps Full Duplex
100 M Half Duplex
100 M Full Duplex

Reset all to default.

Reset all to default.

NX701 CPU Unit NJ-series CPU Unit
NX102 CPU Unit NX1P2 CPU Unit

® LINK settings - Port 1 and Port 2 (NX701 CPU Unit and NX102 CPU Unit)

Set for each built-in EtherNet/IP port.

Setting Description Default
LINK settings Set the baud rate for the built-in EtherNet/IP port. Auto
* Auto
¢ 10 Mbps Half Duplex
¢ 10 Mbps Full Duplex
* 100 Mbps Half Duplex
* 100 Mbps Full Duplex
1000 Mbps Full Duplex (NX701 CPU Unit)

® LINK settings (NJ-series CPU Unit and NX1P2 CPU Unit)

Setting Description Default
LINK settings Set the baud rate for the built-in EtherNet/IP port. Auto
¢ Auto
* 10 Mbps Half Duplex
10 Mbps Full Duplex
100 Mbps Half Duplex
100 Mbps Full Duplex
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5-3 FTP Display

New Project

new_NJ501_0 v | l ‘

:
7 EtherCAT I
» (5 CPU/Expansion Racks FTP server {3 Do not use @ Use
| Port No.
Login name
Password

£ Data Trace Settings

P Programming |

Setting Description Default

FTP server Specify whether to use the FTP server. FTP connections Do not use.
from external devices will not be possible if the Do not use
Option is selected.

Port No.*1*3 Set the FTP port number of the built-in EtherNet/IP port. It | 21
is normally not necessary to change this setting. The FTP
control port is set here. The FTP data transfer port is
always port 20.

Keidsiq d14 -

Login name*1 Set the login name to externally connect to the built-in Eth- | None
erNet/IP port via FTP. (You can use up to 12 alphanumeric

characters.)"2

Password™1 Set the password to externally connect to the built-in Ether- | None
Net/IP port via FTP. (You can use 8 to 32 alphanumeric

characters.)"2

*1 These settings are required to use the FTP server.
*2 The login name and password are case sensitive.

*3 The following ports are used by the system and cannot be set by the user: 20, 23, 25, 80, 110, 9610, and
44818.

@ Additional Information

Refer to Section 11 FTP Server for details on the FTP server.
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5-4 NTP Settings Display

New Project I\ Configurations and Sety

E— (]]|

7 EthercAT
P =) CPU/Expansion Racks | NTP server dock informatien ) Do not get @ Get
& 1fomap Port No. | |
¥ @ Controller Setup K Server specifying method O 1P address @ Host name
3 Operation Settings 1P address |
Host name |

P i Motion Control Setup NTP operation timing O Specify a time. @ Specify a time interval.
¢ Cam Data Seftings . Time |

* Event Setings Interval | min

W5 Task Settings Timeout time | | sec
7] Data Trace Settings

» Programming

Setting Description Default

NTP server clock information | Set whether to obtain clock information from the NTP | Do not get.
server to update the clock in the CPU Unit.

Port No."1*2 Set the port number to use to connect to the NTP 123
server to obtain clock information. It is normally not
necessary to change this setting.

Server specifying method™1 Set the method to use to specify the NTP server to IP address

obtain clock information.
* |IP address
* Host name

IP address Set the IP address of the NTP server. (Set this setting | None
if the server specifying method is set to the IP address
Option.)

Host name Set the host name of the NTP server (i.e., the domain | None

name of the host). (Set this setting if server specifying
method is set to the Host name Option.) (You can use
up to 200 single-byte alphanumeric characters, dots,
and hyphens with up to 63 single-byte alphanumeric
characters between dots.)

NTP operation timing*? Set the time at which the NTP server is accessed to Specify a time.
synchronize the clocks.

» Specify a clock time.
* Specify a time interval.

Time The NTP server is accessed at the specified time. 00:00:00
[hours:minutes:sec- (Setting range: 00:00:00 to 23:59:59) (Set this setting if
onds] NTP operation timing is set to the Specify a clock time
Option.)
Interval [minutes] The NTP server is accessed when the specified period | 60 min

of time has passed. (Setting range: 1 to 1,440 minutes)
(Set this setting if NTP operation timing is set to the
Specify a time interval Option.)

Timeout time (sec- Set the timeout detection time. (Setting range: 1 to 255 | 10 seconds
onds)*1 seconds)

If the remote host does not respond, retry processing
is performed four times within the time interval that is
set here. If a time interval is specified for NTP opera-
tion, timing for the next execution of the NTP operation
starts when the fourth retry processing times out.

*1 This setting is required to get the clock information from the NTP server.

*2 The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223, 2224,
9600, and 44818.
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@ Additional Information

Refer to Section 13 Automatic Clock Adjustment for details on obtaining clock information from
the NTP server.
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NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 511



5 Sysmac Studio Settings for the Built-in EtherNet/IP Port

5-5 SNMP Settings Display

| New Project

&, Configurations and Setup

new_N1501_0 v | l ‘ | \ U

» %) CPU/Expansion Racks | VSN
SNMP service O Do not use
Port No.
Address
Location
Send a recognition trap. [

¥ Recognition 1
Recognition method (O IP address @ Host name
IP address

» Programming Host name

‘Community name
‘¥ Recognition 2
Recognition 2 O Do not use ® Use
Recognition method O IP address @ Host name
IP address
Haest name
‘Community name

® SNMP

Setting Description Default

SNMP Specify whether to use the SNMP monitor service.”! | Do not use.
If not using the SNMP monitor service is specified, an
SNMP manager cannot connect from an external
device.

Port No.*2 Set the port number to use to connect to the SMTP 161
server that is used to connect from an SNMP man-
ager. This setting does not normally need to be
changed.

Address Set the communications device administrator name None

and installation location as text information. You do not
necessarily have to input all items. This information is
read by the SNMP manager. (You can input up to 255
single-byte alphanumeric characters for each item.)

Location None

Send a recognition trap Set whether to send an authentication trap. If you Do not use.
select Send a recognition trap and there is access
from an SNMP manager that is not set in Recognition
1 or Recognition 2, an authentication trap is sent to the
SNMP manager. If you select Send a recognition trap,
specify the SNMP trap settings on the SNMP Trap Tab
Page.

*1 If you specify to use the SNMP trap, you also have to set the recognition 1 and 2 as described below.

*2 The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223, 2224,
9600, and 44818.

@ Additional Information
Refer to Section 14 SNMP Agent for details on the SNMP service.
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Setting

Description

Default

Recognition method

Set the method to use to specify SNMP managers for which
access is permitted.

¢ |P address
¢ Host name

Make these settings to permit access by only certain SNMP
managers. Access is not allowed unless an IP address or host
name is set.

IP address

IP address

Set the IP address of the SNMP manager. If the default setting
of 0.0.0.0 is used, access is permitted from all SNMP manag-
ers. (Set this setting if the recognition method in the recognition
1 settings is set to the /P address Option.)

None

Host name

Set the host name of the SNMP manager. (Set this setting if
the recognition method in the recognition 1 settings is set to
the Host name Option.) (You can use up to 200 single-byte
alphanumeric characters, dots, and hyphens with up to 63 sin-
gle-byte alphanumeric characters between dots.)

None

Community name

Set the community name to enable the SNMP manager to
access information from the built-in EtherNet/IP port. (Single-
byte alphanumeric characters, dots, and hyphens: 255 charac-
ters max.)

public

® Recognition 2

Setting

Description

Default

Recognition 2

Specify whether to use the recognition 2 settings.
* Use.
* Do not use.

Do not use.

Recognition method

Set the method to use to specify SNMP managers for which
access is permitted.

¢ |P address
¢ Host name

Make these settings to permit access by only certain SNMP
managers. Access is not allowed unless an IP address or host
name is set.

IP address

IP address

Set the IP address of the SNMP manager. If the default setting
of 0.0.0.0 is used, access is permitted from all SNMP manag-
ers. (Set this setting if the recognition method in the recognition
2 settings is set to the /P address Option.)

None

Host name

Set the host name of the SNMP manager. (Set this setting if
the recognition method in the recognition 2 settings is set to
the Host name Option.) (You can use up to 200 single-byte
alphanumeric characters, dots, and hyphens with up to 63 sin-
gle-byte alphanumeric characters between dots.)

None

Community name

Set the community name to enable the SNMP manager to
access information from the built-in EtherNet/IP port. (Single-
byte alphanumeric characters, dots, and hyphens: 255 charac-
ters max.)

public
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5-6 SNMP Trap Settings Display

New Project

| A, Configurations and Setup

new_NI501_0 v | i ‘ |

¥ Configurations and Setup TCP

nmP [l
SNMP trap O Do not use
Port No.
¥ 1 Controller Setup
% Operation Settings
% Built-in EtherNet/IP Port Seftings
ion Control Setup

wTrap1
Specifying method & IPaddress @ Host name
IP address
Host name
‘Community name
7 Data Trace Settings o Version |

¥Trap2
B Programming
Trap 2 O Do not use @ Use
Spedifying method & IP address @ Host name
IP address
Host name
Community name
Version

® SNMP Trap
Setting Description Default
SNMP trap Specify whether to use the SNMP trap (network error detec- Do not use.
tion).” If the SNMP trap service is not used, SNMP traps are
not sent to the SNMP manager.
Port No.*1 Set the port number to use to connect to the SNMP server. ltis | 162
normally not necessary to change this setting.

*1  If you specify to use the SNMP trap, you also have to set the trap 1 and 2 as describe below.

*2 The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223, 2224,
9600, and 44818.

@ Additional Information
Refer to 14-1-1 Overview for details on the SNMP trap.
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Setting

Description

Default

Specifying method

Set the specifying method for the SNMP manager destination
for SNMP traps.

¢ |P address
¢ Host name

IP address

IP address

Set the IP address of the SNMP manager. (Set this setting if
the specifying method in the trap 1 settings is set to the IP
address Option.)

None

Host name

Set the host name of the SNMP manager. (Set this setting if
the specifying method in the trap 1 settings is set to the Host
name Option.) (You can use up to 200 single-byte alphanu-
meric characters, dots, and hyphens with up to 63 single-byte
alphanumeric characters between dots.)

None

Community name

Set the community name. (You can use up to 255 single-byte
alphanumeric characters.)

public

Version

Set the version of the SNMP manager.
* SNMP version 1: SNMPv1
¢ SNMP version 2C: SNMPv2C

SNMPv1

® Trap 2

Setting

Description

Default

Trap 2

Specify whether to use the trap 2 settings.
* Use.
* Do not use.

Do not use.

Specifying method

Set the specifying method for the SNMP manager destination
for SNMP traps.

¢ |P address
¢ Host name

IP address

IP address

Set the IP address of the SNMP manager. (Set this setting if
the specifying method in the trap 2 settings is set to the IP
address Option.)

None

Host name

Set the host name of the SNMP manager. (Set this setting if
the specifying method in the trap 2 settings is set to the Host
name Option.) (You can use up to 200 single-byte alphanu-
meric characters, dots, and hyphens with up to 63 single-byte
alphanumeric characters between dots.)

None

Community name

Set the community name. (You can use up to 255 single-byte
alphanumeric characters.)

public

Version

Set the version of the SNMP manager.
¢ SNMP version 1: SNMPv1
¢ SNMP version 2C: SNMPv2C

SNMPv1
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6 Testing Communications

6-1 Testing Communications

If the basic settings (in particular the IP address and subnet mask) have been made correctly for the
built-in EtherNet/IP port, then it is possible to communicate with nodes on the EtherNet/IP network. This
section describes how to use the PING command to test communications with the built-in EtherNet/IP
port.

6-1-1 PING Command

The PING command sends an echo request packet to a remote node and receives an echo response
packet to confirm that the remote node communications are normal. The PING command uses the
ICMP echo request and responses. The echo response packet is automatically returned in the ICMP.
The PING command is normally used to check the connections of remote nodes when you set up a net-
work. The built-in EtherNet/ IP port supports both the ICMP echo request and response functions. If the
remote node returns a normal response to the PING command, then the nodes are physically con-
nected correctly and Ethernet node settings are correct.

Remote node
(e.g., host computer)

Built-in EtherNet/IP port
TCP UDP

ICMP IP

Ethernet
Echo request l
L

Echo response

=1yl
et

1
|

[

6-1-2 Using the PING Command

The built-in EtherNet/IP port automatically returns the echo response packet in response to an echo
request packet sent by another node (e.g., host computer).
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6 Testing Communications

6-1-3 Host Computer Operation

The PING command can be executed from the host computer to send an echo request packet to a
built-in EtherNet/IP port. The following example shows how to use the PING command in the host com-
puter.

I Application Method

Input the following command at the host computer’s prompt ($):

$ ping IP_address (host_name)
The destination is specified by its IP address or host name.

@ Additional Information

The PING command is not supported by some host computers.

I Application Example

In this example, a PING command is sent to the node at IP address 130.25.36.8. The “$” in the exam-
ple represents the host computer prompt.

® Normal Execution

ﬁping 130.25.36.8 <« Executes the PING comm%

PING 130.25.36.8:56 data bytes
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms

64 bytes from 130.25.36.8: icmp_seq=0. time=0.ms
<« Press the Ctrl+C Keys to cancel execution.

----130.25.36.8 PING Statistics ----
9 packets transmitted, 9 packets received, 0% packets loss

round-trip (ms)  min/avg/max =0/1/16
N )

® Error

$ ping 130.25.36.8 « Executes the PING command.

PING 130.25.36.8:56 data bytes
< Press the Ctrl+C Keys to cancel execution.

----130.25.36.8 PING Statistics ----
9 packets transmitted, O packets received, 100% packets loss

$

Refer to the command reference manual for your computer’s OS for details on using the PING com-
mand.
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7 Tag Data Link Functions

7-1 Introduction to Tag Data Links

7-1-1  Tag Data Links

Tag data links enable cyclic tag data exchanges on an EtherNet/IP network between Controllers or
between Controllers and other devices. Variables are assigned to tags. (You can also assign 1/0 mem-
ory addresses to tags.) The settings for tag data links are made with the Network Configurator. Refer to
7-2 Setting Tag Data Links for information on how to make the settings.

@ Additional Information

You can also use the Sysmac Studio to set the tag data links. Refer to A-2 Use the Sysmac Stu-
dio to Set the Tag Data Links (EtherNet/IP Connections) for details on setting the tag data links in
the Sysmac Studio.

With a tag data link, one node requests the connection of a communications line to exchange data with
another node. The node that requests the connection is called the originator, and the node that receives
the request is called the target.

NJ/NX-series CPU Unit EtherNet/IP Unit  CJ-series CPU Unit
Input Outputs
Connection
Tag set name: AB Tag set name: OUT1
1/O refreshed. ([*Var ina | [+ Varout Var-Out1(DMO)
477{ «Varinb 4T Inputtags ][ Output tags-l | Jvaroue 7 prmwwRl [P TG
— «Var_| . « Var-Out3 .
: s J VarOUEONE00)
L Target >
Output Input DMO00200
Connection —
Tag set name: XYZ Tag set name: IN1 | A IR
— \J/O refreshed. ([VZTAGT I - omoo200 VIO CITesHied DM20100
P81 - Var out e Output tags | | Input tags ] e T
= Vru‘ : - DM20100 Controller status
L~ T~ .
Controller status ‘\I’f“_g_m__—’ [ [ [ [o]
/

,J—‘ EtherNet/IP ,J—‘
L

L

For communications between Controllers, the connection information is set in the built-in EtherNet/IP
port of the Controller that receives (consumes) the data (i.e., the originator).

2

Additional Information

For communications between a Controller and an I/O device, the connection information is set in
the built-in EtherNet/IP port that is the originator. If an I/O device is used, the Network Configura-
tor must have an EDS file installed that includes connection information for the I/O device. Refer
to A-3 EDS File Management for the installation procedure.

The output words and input words for each node for which data is exchanged are set in the connection
information. These words are called the output tag set and input tag set. A tag set must specify at least
one tag. The size of the data for data exchange is the total size of the tags included in the tag set. The
size of the output tag set and the size of the input tag set must match.
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7 Tag Data Link Functions

7-1-2 Data Link Data Areas

I Tags

A tag is a unit that is used to exchange data with tag data links. Data is exchanged between the local
network variables and remote network variables specified in the tags or between specified /O memory
areas.

El Precautions for Correct Use

To maintain concurrency in the values of network variables that are assigned to tags, you must
set refreshing tasks. Refer to 7-7-7 Concurrency of Tag Data Link Data for details.

I Tag Sets

When a connection is established, from 1 to 8 tags (including Controller status) is configured as a tag
set. Each tag set represents the data that is linked for a tag data link connection. Tag data links are
therefore created through a connection between one tag set and another tag set. A tag set name must
be set for each tag set.

Note A connection is used to exchange data as a unit within which data concurrency is maintained. Thus, data
concurrency is maintained for all the data exchanged for the tags in one data set.

|E| Precautions for Correct Use

Data for the tags is exchanged in the order that the tags are registered in the tag sets. Register
the tags in the same order in the input and output tag sets.
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7 Tag Data Link Functions

® Example

In the following example, input tags a to g at the originator are a tag set named SP1_IN and output
tags i and ii are a tag set named SP7_OUT. A connection is set between these two tag sets.

Originator device Target Device

IP address: N
Connection information

- Target IP address: N

- Originator tag set: SP1_IN
- Target tag set: SP1_OUT
- Packet interval (RPI)

Tag Set (Inputs) Tag Set (Outputs)

Tag set name: SP1_IN Tag set name: SP1_OUT

Controller status Controller status
v .
Tag a . Tag i
Connection —
Tag b P /\ \ g
Tagc \ )
EtherNet/IP

There are both input (consume) and output (produce) tag sets. Each tag set can contain only input
tags or only output tags. The same input tag cannot be included in more than one input tag set.
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7 Tag Data Link Functions

® Number of Tags in Tag Sets

You can set any tag sets containing one or more tags for the input and output tag sets for one con-
nection. For example, you can set a tag set with one tag for the input tag set and set a tag set with
more than one tag for the output tag set.

Tag Sets with Only One Tag Each

With basic Network Configurator procedures, each tag set contains only one tag.

NJ/NX-series CPU Unit CJ-series CPU Unit

1/0 memory

Tag set SP1_IN Tag set SP1_OUT

l (tag a) (tag ¢
Connection l

—Q: O ) O Variable ¢

Individual tags

Tag set SP2_OUT Tag set SP2_IN

(tag b) (tag d)
Connection

veer || D

syuiq ejeq Bey 0} uononponu| -2

EtherNet/IP

Tag Sets Each with Multiple Tags

As shown below, tags can be grouped. You can place up to eight tags (up to 722 words in total for an
NX701 CPU Unit, and up to 300 words in total for an NX102 CPU Unit, an NX1P2 CPU Unit, and an

N

NJ-series CPU Unit) in one tag set. N
)
NJ/NX-series CPU Unit CJ-series CPU Unit o
[V
1/0 memory &
Tag set SP1_IN g
(group of tags a, b, and ¢) Tag set SP1_OUT ;
Variable a Variable f g
=
i ®
Connection /\/ g
Variable b < U T Variable g
Variable ¢ Variable h <«—— Individual tags
Tag set SP2_OUT
(group of tags dand e) Tag set SP2_IN
Variable d Connection l Variable i |
: ]
V. )
Variable e Variable j
EtherNet/IP

Note To enable a connection, each tag set must include only input tags or only output tags. (Both input and output
tags cannot be included in the same tag set.)
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Link Functions

7-1-3 Tag Data Link Functions and Specifications

The tag data link and performance specifications of the NJ/NX-series CPU Unit are given below.

Item

Specification

NX701-
oooo

NX102-
Oooo

NJ501-C1C0C00/NJ301 -

NX1P2- OOOO/nNJ101-00000

I Unit version

1.03 or later

Unit version
1.00 to 1.02

Communications type

Standard EtherNet/IP implicit communications (connection-type cyclic commu-

nications)

Setting method

After you have set the tags, tag sets, and connections with the Network Config-
urator, you must download the tag data link parameters to all devices on the
EtherNet/IP network. After the parameters are downloaded, the EtherNet/IP
Units are restarted to start the tag data links.

You can export the network variables that you created on the Sysmac Studio to
a CSV file. You can then import the file to the Network Configurator and assign
the network variables to tags.

Tags'1 Supported variable types | You can specify the following network variables as tags. "2, "3
* Global variables
Maximum number of 722 words 300 words (600 bytes)
words per tag (1444 bytes)
Maximum number of 256 (total of 512 with two 2564
tags ports)
Tag sets Maximum number of 8 (7 when Controller status is included)
tags per tag set
Maximum number of 722 words 300 words (600 bytes)
words per tag set (1444 bytes)
Maximum number of tag | 256 (total of | 32 (total of 40 | 32
sets 512 with two | with 2 ports)*S
ports)
Connections Maximum Maximum Maximum number of connections per Unit: 32
number of number of
connections connections
per Unit: 512 | per Unit: 64
(the maxi- (the maxi-
mum number | mum number
of connec- of connec-

tions per port:
256)

tions per port:
32)

Connection type

Each connection can be set for

1-to-1 (unicast) or 1-to-N (multi-cast) communi-

cations.

Packet interval (RPI) 0.5to0 10,000 | 1to 10,000 2 t0 10,000 10 to 10,000 | 1 to 10,000
ms in 0.5-ms | msin 1-ms ms in 1-ms ms in 1-ms ms in 1-ms
increments increments increments increments increments
The packet interval can be set separately for each connection.

Permissible communications band (pps) | 40,000 pps *6 | 12,000 pps *6 | 3,000 pps 1,000 pps 3,000 pps

Note The
heart-
beat is
included

Note The
heart-
beat
and the
CIP
Safety
routing
are
included
.*7

Note The heartbeat is included.
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7 Tag Data Link Functions

*1  For an NX102 CPU Unit, an NX1P2 CPU Unit, and an NJ-series CPU Unit, to specify a specific /O memory
address for a tag, create a variable, use an AT specification of the I/O memory address on the Sysmac Studio,
and then specify the variable with the AT specification for the tag. For an NX102 CPU Unit and an NX1P2 CPU
Unit, you need to set CJ memory to use the 1/0 memory address. For details on CJ memory setting, refer to
the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501).

*2  You can import network variables created in the Sysmac Studio to the Network Configurator as tags.
However, variables with a Network Publish attribute that have variable names that are the same as the I/O
memory address notation, such as “0000” and “H0000” are not exported to CSV files.

*3 The following table lists the variables that you can specify as tags.

Type Example Specification
Variables with basic data types aaa Supported.
Enumerated variables bbb Supported.
. Arrays cce Supported.

Array variables

Elements ccel2] Supported.

Structures ddd Supported.
Structure variables

Members ddd.xxx Supported.

Unions eee Supported.
Union variables

Members eee.yyy Supported.

*4 The maximum number of tags is given for the following conditions.
* All tag sets contain eight tags.
¢ The maximum number of tag sets (32) is registered.

*5 When tag sets that exceed total of 40 are set, a Number of Tag Sets for Tag Data Links Exceeded (840E0000
hex) event occurs.

*6  If the two built-in EtherNet/IP ports are used simultaneously, the maximum communications data size for two
ports in total will be reached.

*7 An NX102 CPU Unit with unit version 1.31 or later is required to use the CIP Safety routing.

syuiq ejeq Bey 0} uononponu| -2

7-1-4 Overview of Operation

N

In this manual, the connection information that is set is called tag data link parameters. This section
describes how to set tag data links with the Sysmac Studio and the Network Configurator.

I Setting Network Variables (Sysmac Studio)

First, create any variables that you want to use for tag data links as network variables in the Sysmac Studio.

1 Set the Network Publish attribute to Input or Output in the Global Variable Table for the variables
you want to use for tag data links (i.e., as tags).

uonetadQ JO MBIABAD -1~/

2 To maintain concurrency in tag data within a tag set, set all tags (i.e., variables with a Network
Publish attribute) within the same tag set as follows:
Set a refreshing task for variables with a Network Publish attribute to maintain concurrency as
described below for tag data link data.
Refer to 7-1-7 Concurrency of Tag Data Link Data for details on the concurrency of tag data link
data.

* Maintain concurrency in the tag data in a tag set.

* The timing of updating network variables that are assigned to tags is synchronized with the
execution period of the program that accesses the network variables.
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7 Tag Data Link Functions

|E| Precautions for Correct Use

« [If a variable with AT specification is used to a tag, you do not need to set a refreshing task. It is
refreshed in the primary periodic task.

* You cannot use the following notation, which specifies an I/O memory address, in the variable
name of any variable used in a tag data link.
1) Variable names that contain only single-byte numerals (Example: 001)

2) Variable names with the following single-byte letters (uppercase or lowercase) followed by
single-byte numerals

* H (Example: H30)

* W (Example: w30)

* D (Example: D100)

» EO_toE18_

Setting and Downloading Tag Data Link Parameters (Network
Configurator or Sysmac Studio)

The tag data link parameters (e.g., connection information) that are described below are created with
the Network Configurator or the Sysmac Studio, and then the parameters are downloaded to all origina-
tor devices on the EtherNet/IP network. When the tag data links are used on the built-in EtherNet/IP
port, use the Network Configurator to make the following settings.

@ Additional Information

In the setting of the following tag data link parameter, the specifications of the settable numbers
and the ranges differ depending on the CPU Unit or the version of the CPU Unit. For details,
refer to 7-3-1 Specifications.

Creating the Configuration Information

Register the EtherNet/IP ports and EtherNet/IP Units to create the connections that define the
tag data links. Refer to 7-2-3 Registering Devices for details.

Setting Tags

Create CPU Unit variables for input (consume) tags and output (produce) tags.You can import
and export network variables that are created on the Sysmac Studio to CSV files. This allows
you to register them as tags on the Network Configurator. Output tags can be defined to clear
output data to 0 or to hold the output data from before the error when a fatal error occurs in the
CPU Unit.

Setting Tag Sets

Create output tag sets and input tag sets and assign tags to them. (You can create up to eight
I/O tag sets.) You can specify the Controller status that indicates the CPU Unit’s operating status
(operating information and error information) in a tag set.

Setting Connections

Link the output tag sets for the target device and the input tag sets for the originator device as
connections.
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7 Tag Data Link Functions

® Connection Setting Parameters

The connection settings in step 4 above have the following setting parameters.

Setting the Requested Packet Interval (RPI)

The RPI (Requested Packet Interval) is the I/O data refresh cycle on the Ethernet line when tag data
links are established. With EtherNet/IP, data is exchanged on the communications line at the RPI
that is set for each connection, regardless of the number of nodes.

With the built-in EtherNet/IP port, you can set RPI for each connection.

Setting Multi-cast and Unicast Communications

You can select a multi-cast connection or unicast (point-to-point) connection as the connection type
in the tag data link connection settings. With a multi-cast connection, you can send an output tag set
in one packet to multiple nodes and make allocations to the input tag sets. A unicast connection sep-
arately sends one output tag set to each node, and so it sends the same number of packets as the
number of input tag sets. Therefore, multi-cast connections can decrease the communications load
if one output tag set is sent to multiple nodes. To use a multi-cast connection and send an output tag
set in one packet to multiple nodes, the following settings for the receiving node must be the same
as the settings of the sending node: the connection type (multi-cast), the connection 1/O types,
packet internals (RPI), and timeout values.

El Precautions for Correct Use

* The performance of communications devices is limited to some extent by the limitations of
each product’s specifications. Consequently, there are limits to the packet interval (RPI) set-
tings. Refer to 15-2 Adjusting the Communications Load and set an appropriate packet inter-
val (RPI).

* If multi-cast connections are used, however, use an Ethernet switch that has multi-cast filter-
ing, unless the tag set is received by all nodes in the network. If an Ethernet switch without
multi-cast filtering is used, the multi-cast packets are broadcast to the entire network, and so
packets are sent to nodes that do not require them, which will cause the communications load
on those nodes to increase.

* If you will use data tag links with multicast at a communication speed over 100 Mbps, use an
Ethernet switch that supports a communication speed of 1000 Mbps.
If there is an Ethernet device on the same network that communicates at a speed of 100
Mbit/sec or less, the device may affect tag data link communication and cause tag data links to
be broken, even if the device is not related to tag data link communication.

% Additional Information

» To calculate the number of connections of each connection type, refer to 15-1-2 Calculating
the Number of Connections.

* If the maximum number of connections is exceeded, you must review the number of connec-
tions for the built-in EtherNet/IP port, or the number of nodes. When you use an NJ-series
CPU Unit, you can also consider adding EtherNet/IP Units.

7-1-5 Starting and Stopping Tag Data Links

Tag data links are automatically started when the data link parameters are downloaded from the Net-
work Configurator and the power supply to the NJ/NX-series Controller is turned ON. Thereafter, you
can start and stop tag data links for the entire network or individual devices from the Network Configu-
rator. Starting and stopping tag data links for individual devices must be performed for the originator.
Furthermore, you can use system-defined variables to start and stop the entire network. Refer to 7-2-12
Starting and Stopping Tag Data Links for details.
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7 Tag Data Link Functions

7-1-6 Controller Status

7-10

You can include the Controller status as a member of a tag set in the data sent and received. The Con-
troller status is a set of flags that indicate the operating status of the CPU Unit (operating information,
error information, Controller error level). If the Controller status is specified as an output (send) tag, the
Controller status is added to the start of the tag set in the following format. (Select the Include Option for
the Controller Status in the upper right of the Edit Tag Set Dialog Box.)

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
[ofofofofofofofof [, fofofof ][]

Controller Operating Flag

Minor fault level
Controller error

Controller Error Flag

Partial fault level Controller error

Major fault level
Controller error

Of the flags in bits 5 to 7 that indicate the current error level, only the flag for the highest error level changes to
TRUE. For example, if a minor fault level Controller error and a major fault level Controller error occur at the
same time, only the flag for the major fault level Controller error (bit 7) will change to TRUE and the flag for the
minor fault level Controller error (bit 5) will remain FALSE.

To receive the Controller status, specify the Controller status for the In - Consume Tab Page in the dia-
log box used to edit the receive tag set. (Select the Include Option for the Controller Status in the upper
right of the Edit Tag Set Dialog Box.) When a tag data link is started, the contents of the Controller sta-
tus is stored in the system variables that are given below.

¢ Target PLC Operating Mode

NX701 CPU Unit: _EIP1_TargetPLCModeSta (for built-in EtherNet/IP port 1)
_EIP2 TargetPLCModeSta (for built-in EtherNet/IP port 2)
NX102 CPU Unit: _EIP1_TargetPLCModeSta (for built-in EtherNet/IP port 1)
_EIP2_TargetPLCModeSta (for built-in EtherNet/IP port 2)
NX1P2 CPU Unit: _EIP1_TargetPLCModeSta (for built-in EtherNet/IP port 1)

NJ-series CPU Unit: _ EIP_TargetPLCModeSta

e Target PLC Error Information

NX701 CPU Unit: _EIP1_TargetPLCErr (for built-in EtherNet/IP port 1)
_EIP2_TargetPLCErr (for built-in EtherNet/IP port 2)
NX102 CPU Unit: _EIP1_TargetPLCErr (for built-in EtherNet/IP port 1)
_EIP2_TargetPLCErr (for built-in EtherNet/IP port 2)
NX1P2 CPU Unit: __EIP1_TargetPLCErr (for built-in EtherNet/IP port 1)

NJ-series CPU Unit: _EIP_TargetPLCErr
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7 Tag Data Link Functions

Example: Using an NJ-series CPU Unit to send the Target PLC Operating Mode of the Target Node
with an IP Address of 192.168.250.2

IP address = 192.168.250.2
_EIP_TargetPLCModeSta (Target PLC Operating Mode)

0
Value of last byte = 2 1

l 2

Target ID =|#002

254
255
Controller status
NJ-series Controller CJ-series CPU Unit

Controller status .
:.‘/ Controller status (when included)

1/0 memory

Controller status (when included)

P
Controller Status

Output tag set Input tag set

Variable a l Variable f
Connection
\
IR

Variable b O
Variable ¢ Variable h

HHHHHHHI —— Target data link status
[ENNENNENRNRRNE

Variable g

syuiq ejeq Bey 0} uononponu| -2
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EtherNet/IP

@ Additional Information

The target ID may be duplicated depending on the IP addresses of the target nodes. In this case,
it is necessary to change the target ID with the Network Configurator so that the same address is
not used twice. For information on how to change the target node ID, refer to step 4 under 7-2-5
Connection Settings.

snjejs Jojjouoy 9-1-/2
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7 Tag Data Link Functions

When you use multiple connections to communicate with one specific node, the information in the Con-
troller status is stored in the following variables if the Controller status is specified in the input tags and

the output tags for all connections.

Controller status

Variable name

Description of operation

Controller Operating Flag

Target PLC Operating
Mode

NX701 CPU Unit:
_EIP1_TargetPLC-
ModeSta (for built-in Eth-
erNet/IP port 1), or
_EIP2_TargetPLC-
ModeSta (for built-in Eth-
erNet/IP port 2)

NX102 CPU Unit
_EIP1_TargetPLC-
ModeSta (for built-in Eth-
erNet/IP port 1)
_EIP2_TargetPLC-
ModeSta (for built-in Eth-
erNet/IP port 2)

NX1P2 CPU Unit:
_EIP1_TargetPLC-
ModeSta (for built-in Eth-
erNet/IP port 1)
NJ-series CPU Unit:
EIP_TargetPLCModeSta

This flag shows the operation information of the Controller at the
target node.

When the Built-in EtherNet/IP Port Is the Originator of the Con-
nection

The array element that corresponds to the target ID at the target
is TRUE when all information for all connections of the relevant
target node is shows operating status. You can change the target
ID of the IP address from the Network Configurator. This status
information is enabled when the Controller status is included in
the communications data in both the originator and target node.
This variable is updated when necessary.

Controller Error Flag

Target PLC Error Informa-
tion

NX701 CPU Unit:
_EIP1_TargetPLCErr (for
built-in EtherNet/IP port
1), or _EIP2_Target-
PLCErr (for built-in Ether-
Net/IP port 2)

NX102 CPU Unit
_EIP1_TargetPLCErr (for
built-in EtherNet/IP port
1)

_EIP2_TargetPLCErr (for
built-in EtherNet/IP port
2)

NX1P2 CPU Unit:
_EIP1_TargetPLCErr (for
built-in EtherNet/IP port 1)
NJ-series CPU Unit:
_EIP_TargetPLCErr

This variable shows the error status (logical OR of fatal and non-
fatal errors) of the target node Controllers.

When the Built-in EtherNet/IP Port Is the Originator of the Con-
nection

You can change the target ID of the IP address from the Network
Configurator. The Controller Error Flags are enabled when the
Controller status is included in the communications data for both
the originator and target. This variable is updated when neces-
sary.

@ Additional Information

Even if you specify including the Controller status in the output (produce) tags, you do not neces-
sarily need to include it in the input (consume) tags. If you do not include the Controller status in
an input (consume) tag, the contents of the Controller status is not updated in the Target PLC
Operating Mode and Target PLC Error Information variables, but it is sent in the input (consume)
tag. Therefore, you can use the Controller status data that was received in the input (consume)
tag as receive data.
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7-1-7 Concurrency of Tag Data Link Data

To maintain the concurrency of data in a tag data link, you must set a refreshing task for each network
variable that is assigned to a tag.

* Maintain concurrency in the tag data in a tag set.

* The timing of updating network variables that are assigned to tags is synchronized with the execution
period of the program that accesses the network variables.

% Additional Information

A refreshing task maintains concurrency of the value of a global variable from all tasks that
access that global variable. This is achieved by specifying a single task that can write to that
global variable and not allowing any other task to write to that global variable. For details on
refreshing tasks, refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501).

® Maintaining Concurrency in the Tag Data in a Tag Set

To maintain concurrency in the values of multiple tags in a tag set, the tags (variables with a Network
Publish attribute) must satisfy the following four conditions.

(1) The tags must be assigned to the same tag set (connection).

(2) Arefreshing task must be set for the network variables assigned to the tags, and the
refreshing task must be the same for all tags in the tag set.*

(3) In the case of an NX102 CPU Unit, an NX1P2 CPU Unit, and an NJ-series CPU Unit, a
tag that uses AT specification must not be included in the same tag set.

(4) The variable access time set for each task must be set to a higher value than is
required to transfer the tag data. Refer to 15-3-3 Relationship between Task Periods
and Packet Intervals (RPIs) for details on the variable access time and data transfer.

*If you set a refreshing task for a network variable, you must set a variable access time to allocate
enough time to access the network variable from outside of the Controller.

» Setting Refreshing Tasks for Tags (Network Variables)
Concurrency of the tags in the tag set is maintained.

NJ/NX-series Controller NJ/NX-series Controller
Refreshing task Refreshing task
Value of variable — -Tagset — — | — ~Tagset — — | Value of variable

\

) |
Variable a| 10010 Variable a Connection —,—« Variable d ‘ ‘ ‘ 10 ‘

> |

V| o

) | The values of the

Tag data links updated. _ﬁ Variable e ‘ ‘ tags in the tag set
‘ | are refreshed at

—‘—1 Variable f ‘ | ‘ 10 ‘ the same time.

\

10

Variable b| 100—10 Variable b

Variable ¢c| 100—10 Variable ¢

EtherNet/IP

@ Additional Information

When using an NX102 CPU Unit, an NX1P2 CPU Unit, and an NJ-series CPU Unit, you do not
need to set a refreshing task for variables (tags) that use an AT specification because they are
updated in the primary periodic task.
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7 Tag Data Link Functions

Value of variable

Variable a —>

Variable b

Variable ¢ | 100}

¢ Not Setting Refreshing Tasks for Tags (Network Variables)
Concurrency of the tags in the tag set is not maintained.

NJ/NX-series Controller

Refreshing task

| -Tagset — —

Variable a

Connection

NJ/NX-series Controller

Refreshing task

| -Tagset — —

Value of variable
The

values of
‘ 10 ‘ Refreshed. tags in

Variable b

Variable ¢

|V o
Tag data links updated.

the tag

‘ 10 ‘Refreshed_ set are
not

refreshed

|
—‘—1 Variable f “

‘ 100 ‘Notrefreshed. at the

7-14

same
time.
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® Synchronizing the Update Timing of Network Variables (Tags) with the User
Program Execution Period

To have the values of network variables (tags) updated to the latest tag data values each time the
user program that accesses those network variables is executed, set the refreshing task for the net-
work variables (tags) to the same type of the task as for the user program that accesses the network
variables (tags).

The difference between the operation of tags with a refreshing task that is the same as the user pro-
gram and tags without a refreshing task is described below.

* Tag (network variable) with a refreshing task

The tag is refreshed each time the program with the task that is set as the refreshing task is exe-
cuted.

» Tag (network variable) without a refreshing task
The tag is refreshed by the system service.

Refreshing is not synchronized to the execution timing of the program.

The diagram shows the refreshing timing of network variables for each CPU Unit.

e NX701 CPU Units
» The tag data link service is executed without being affected by the tasks and system services.

* The system services are executed at the required time without being affected by the tasks
and tag data link service.
(1) Execution timing of the program

(2) Refresh timing of network variables (tags) with the primary periodic task set as the refreshing task*
(3) Refresh timing of network variables (tags) that do not have the primary periodic task set as the refreshing task

syuiq ejeq Bey 0} uononponu| -2

(1) @) (1) @ (1) ) (1) ) (1) )

Execution ) )
p:?ri:]y Primary period < P2 Sl¢ Sle S \I 7
19
A Primary 10JuPG|MC 10JuPGIMC 10JUPGIMC 10JUPGIMC 10UPGIMC
periodic task

P / Task period < N

< i ~ ]
Priority-16 ofred | (2) o] upe ~
periodic task O

o

>

o]

: <

L @

Tag data link 3

service (3) d S
I —I_ Task period =4
I< T — .- . )

Priority-17 Ta . } i 3

o g data is read UPG P

periodic task from the tag set. _au_swlg System services are executed any time when there is no g

influence from tasks and tag data links. o
[

=)
System service =
O
o

Low - N ~ ®

®)

*: Refreshed during system common processing 2 in the task processing.
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7 Tag Data Link Functions

* NX102 CPU Units
e The communications bridge service, tag data link service and system service can be exe-
cuted in parallel with the tasks.
¢ The order of execution priority is communications bridge service, tag data link service and
then system service.

Execution Primary period
priority

High Primary 10JuPGIMC 10JUPG|MC 10JuPGIMC 10JuPGIMC |0JUPGIMC
“ periodic task

Communications
bridge service

Execution period of the tag data link service

v

Tag data link
service

| Task period

pZI‘rlloo(rilltg-i:;Zk UPG Interrupted. :|l

System
services

Low

I~ Version Information

An NX102 CPU Unit with unit version 1.31 or later executes the communications bridge service.

* NX1P2 CPU Units

* You can execute the tag data link service, option board service or system services in parallel
with the execution of tasks.

¢ The order of execution priority is tag data link service, option board service and then system

services.
(1) Execution timing of the program
(2) Refresh timing of network variables (tags) with the primary periodic task set as the refreshing task*
(3) Refresh timing of network variables (tags) that do not have the primary periodic task set as the refreshing task
M @ M @ M @) M @) 1 @)
: Primary period
Exe_cut_lon yP & sle sle sle sle |
priority < S S S rd 2|
High Primary 10{uPgiMC 10{uPgiMC 10{uPgiMC lo[upgiMc 10[upgMC
A
periodic task
Tag data link service execution interval <
IS
)
Tag data link
service

1 §3)
Tag data is read

Option board from the tag set.
service
le \ Task period
Prority17 |\ [ T © -
periodic task UPG Pausmg]:ﬂ
System service
Y
(3)
Low *: Refreshed during system common processing 2 in the task processing.
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7 Tag Data Link Functions

¢ NJ-series CPU Units

» Execution of the tag data link service is given priority over execution of the priority-17 periodic
task. However, execution of the primary periodic task and priority-16 periodic task is given
even higher priority.

* The system services are executed in the unused time between execution of all of the tasks
and tag data link service.

(1) Execution timing of the program

(2) Refresh timing of network variables (tags) with the primary periodic task set as the refreshing task*
(3) Refresh timing of network variables (tags) that do not have the primary periodic task set as the refreshing task

1M @ M @ 1 @ M @ M @
Execution
priority ~ Primary period & P2 Py Py > >I
High _ iofupc[me iofupc[me ioupc[me 10]upc{Hic 10Jurc|uc
A Primary
periodic task
P / Task period
7
Priority-16 I0furg 0] ure
periodic task (2)

o
] 1 —
Tag data link ®) 5
service L | =
|z —I_ Task per:od 8_
Priority-17 I Taq dat ! d Pausing I 8
lort ag data is rea UPG ausing o
periodic task fromthetagset. [ | _._._. (3) ]
g
| The system service is executed n_:'
System service during free time between task %
execution. 9
Low *: Refreshed during system common processing 2 in the task processing. “'i
=
=
0

@ Additional Information

If a program needs to access a network variable with an AT specification, set the program in the
primary periodic task so that it matches the refresh timing of the network variable that uses an
AT specification. (This applies to the NX102 CPU Unit, NX1P2 CPU Unit, and NJ-series CPU
Unit.)

N

eleq yur ereq Bey Jjo Aousunouo) J-1-/
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7 Tag Data Link Functions

@ Additional Information

Relationship between Refreshing Tasks and Data Concurrency in Tag Data Links

If you do not specify a refreshing task for global variables in tag data links, the following may
occur.

1. When the data is sent for the output tag set, another task may have already written different
values before that data is sent, depending on the timing of the task.

2. When data is received by an input tag set, another task may write different values after that
data is received, depending on the timing of the task.

Therefore, to maintain the concurrency of data in tag data links, you must specify the same
refreshing task on both the output CPU Unit and the input CPU Unit.

NJ/NX-series CPU Unit NJ/NX-series CPU Unit
Refreshing Refreshing
task task

This variable may | — ~Tagset — — — —Tagset - —

already be written ! ) ! | This variable

by another task Connection | may be written

before you send \ »! | by another task
\

\
\
|
the data. [ - \ VA \ - « after you receive
: Variable b | Tag data links | Variable e | the data.
| updated. | |
I
| Variable ¢ | |

EtherNet/IP

Data concurrency is not maintained
unless you assign the same
refreshing task for both the output
and the input tags.

® Required Processing Time to Maintain Concurrency

When you set a refreshing task for tags (network variables) to maintain the concurrency of data link
data, the processing time required for that specified task increases. Due to this increase in task pro-
cessing time, the refreshing of tag data link data may not occur during the packet interval (RPI)
period set for each connection. Therefore, you need to adjust the packet interval (RPI) settings to
match the period of the task specified as the refreshing task. Refer to 75-3-3 Relationship between
Task Periods and Packet Intervals (RPIs) for details.

® Task Setup Procedure

(1) Set the global variables for which to specify a refreshing task, and set the refreshing
tasks and accessing tasks in the Settings for Exclusive Control of Variables in Tasks
in the Task Setup on the Sysmac Studio.

(2) Set the variable access time for each refreshing task.
For details, refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501).
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7 Tag Data Link Functions

7-2 Setting Tag Data Links

@ Additional Information

You can also use the Sysmac Studio to set the tag data links. Refer to A-2 Use the Sysmac Stu-
dio to Set the Tag Data Links (EtherNet/IP Connections) for details on setting the tag data links in
the Sysmac Studio.

7-2-1 Starting the Network Configurator

I Procedure

Tag data links are set from the Network Configurator. Use the following procedure to start the Network
Configurator.

® Using the Windows Start Menu 5
(7]

To start the Network configurator, select OMRON - Sysmac Studio - Network Configurator for 2
EtherNetlIP - Network Configurator from the Windows Start Menu. a
-

When the Network Configurator starts, the following window is displayed. &
o

=1k &
Fle Edit View Network vlcE EDSFile Tools Option Help Rl :
| D BA |y as|ew|d| S saX| i ‘El‘?@| ;
7]

|weaales @ s]s) 8z s]

X | O etherneip 1 |

[ B Network Configurator
=5 EtherNet/IP Hardware
=@ Vendor
[, OMRON Carporation
=3 DeviesType
[l gy Commurications Adapter
gy Generic Device B &

N

[~ Usage of Device Bandwidth

Jojenbyuod 3IomaN oy Bulels L-z-2

x
Message Code | Date | Description |
[Ready [:EtherNet/lP  T:Unknown  [OMRO:TOOLBUS  [CI2-CPUsx [115200 Bitjs | Offdine | | | UM [ 4

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 7-19



7 Tag Data Link Functions

] Main Window

The Main Window consists of a Hardware List and a Network Configuration Pane, as shown in the fol-

lowing diagram.

£ untitled - Network Configurator

Fie Edit View Network Device EDSFile Took

s Option Help

=1of x|

[BnE= = RS B FARRE AR R A= AN - ol TN

| lad|esy|m| x| @

EEEPE

=58 EtherNet/IP Hardware

(8, Vendar
=i

=), OMRON Carporation
=gy Commurications Adapter
= [E] CIWEIPZT

~[z| Rev1

[E] NJBO1-1300

[ B Network Canfigurstor [

[@] Pt |
2 e

152,168 260.1 192 168.260 2 1892 168.260 3
MIE01-1500 CI2M-EIP21 Cl1hwi-EIP2T

- Fev2

i Network Configuration Pane:

aEa This is used to configure the network by placing
B devices to be configured and monitored.

E| niso1-1400
E| nis01-1500
EJ 5YSMAC Gateway
-5 Generic Device
(] F2 Series
{5, DeviceType
&, Commurications Adapter
cota Generic Device

T

Hardware List:
This is a list of devices that
you can add to the network.

( Usage of Devioe Bandwidih

Lol ]

]

[Ready

L:EtherNet/P [T:Unknown [OMRO:TOOLBUS  [CJ2-CPUnx [115200 Bit/s [() Offine

T 4

To manage two or more networks, you can select Network - Add to add a new Network Configuration
Pane. You can add a new Network Configuration Pane.

£ Untitled - Network Configurator o
File Edit View MNetwork Device EDSFle Tools Option Help

e Y e L
|wFelaals w7 o= laE]
* | O Ethernetjp_y () Etheret/tp_2 |

ol

ek

] Network Configuiator
= ) EtherNet/IP Hardware
-l Vendor
-8, OMRON Corporstion
=) 2 Commurnications Adapter
£ (5] CimwERa
(3 Revt

[Z] Rev2

- () CHWERZICI2)
[Z] cize-EIP21

E

CIZMEIF21
B[ CSTwEP2t
Lo[3) Revl
5] Rev2
[g) NJ501-1300
E] MI501-1400
-] nJs01-1500

To change the name displayed in the Network Tab Page, select Network - Property. You can change
the name set in the Comment Field of the Network Property Dialog Box.

Network Property

Generic |

|

o,
1y

T

Commert :

Type : EtherNet/IP

Cancel
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7 Tag Data Link Functions

7-2-2 Tag Data Link Setting Procedure

This section describes the procedure to set tag data links (i.e., connection information). For data links
between Controllers, the connection information is set only in the originator, i.e., the node that receives

data.

1 Create the network configuration.

(1) Register all built-in EtherNet/IP ports for which to cre-
ate connections in the EtherNet/IP Network Configura-
tion Pane. (Refer to 7-2-3 Registering Devices.)

* If a system has already been installed, connect online to the

EtherNet/IP network and upload the network configuration.
(Refer to 7-2-10 Uploading Tag Data Link Parameters.)

l

2 Create the tag and tag set connections.

Set the connections with one of the following methods.
(1) Basic Operation:
1.Create tags and tag sets for all registered devices (built-in Eth-
erNet/IP ports). (Refer to 7-2-4 Creating Tags and Tag Sets.)
2.Create a connection for the originator device (i.e., the
registered device that receives data as input data). (Refer to 7-
2-5 Connection Settings.)

(2) Create the connections by dragging registered
devices. (Refer to 7-2-10 Uploading Tag Data Link
Parameters.)

l

3 Download the tag data link parameters. (Refer to 7-2-9
Downloading Tag Data Link Parameters.)

l

4 Make sure that the tag data links are operating normally by
using the indicators for the built-in EtherNet/IP port (Refer
to 16-1 Overview of Troubleshooting) and the Network
Configurator monitor functions. (Refer to 15-1
Communications System.)

1

5 Make sure that the output tag data is updated in the input
tags by using the Sysmac Studio’s Watch Tab Page.

Note Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No.
W504) for the procedure.
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7 Tag Data Link Functions

7-2-3 Registering Devices

Register all of the devices required in the equipment (such as EtherNet/IP Units performing tag data
links) in the network configuration.

1 Register the devices that will participate in the tag data links by dragging the devices from the
Hardware List and dropping them in the Network Configuration Pane on the right. (To drag and
drop an icon, click and hold the left mouse button over the icon, move the icon to the destina-
tion, and release the mouse button.)

You can also select a device in the Hardware List and press the Enter Key to register it. The
icon of the device is displayed in the Network Configuration Pane, as shown in the following dia-

gram.
* | 0 EtherMNet/IP_1

'@ Metwork, Configurator ”

= @ EtherMet/IP Hardware
= Wendor i

= CMROMN Corparation
- oy Communications Adapter 192.168.250.1
-5 o1 W-EIP2 MJB0T-1500
=) GtW-EIP21 (G2 _—
=] CJ1W-EIP21 (N
=| CJZB-EIF21

| CJZM-EIP2T .
o CSTW=EIPT Drag icons from the

hardware list. Select
= N.J301-1100 device icons with the
same major CIP
revision (Rev ).

lzage of Device Bandwidth

The device names and major CIP revisions (Rev [) are displayed in the hardware list. For NJ/NX-
series CPU Units, device names and major CIP revisions are as shown in the following table.

Device name in : : CIP revisions
hardware list Unit version Major revision Revision name in hardware list
NX701 Unit version 1.10 or later 2 None
NX102-0J000 | Unit version 1.30 or later 2 None
NX1P2 Unit version 1.13 or later 2 None
NJ501-0000 | Unit version 1.00 to 1.02 1 Rev 1
Unit version 1.03 or later 2 Rev 2
NJ301-00000 | Unit version 1.01 or 1.02 1 Rev 1
Unit version 1.03 or later 2 Rev 2
NJ101 Unit version 1.10 or later 2 None
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7 Tag Data Link Functions

|t| Precautions for Correct Use

Make sure that you select the devices with the same device names and the same major CIP
revisions as the devices that you use in actual operation. The following will occur if any device
names or CIP revisions are different when you attempt to download tag data link parameters on
the Network Configurator.

* If a device name is different, an error message “Specified device can not be accessed, or
wrong device type.” will be displayed and the download will fail.

* If a revision is different, “Wrong unit revision.” will be displayed and the download will fail.

The above also applies when uploading or comparing tag data link parameters. In any of the
above cases, refer to 7-2-17 Changing Devices and change the device.

2 Right-click the registered device’s icon to display the pop-up menu, and select Change
UNKNOWN Address.

x

Mew IP Address :

ar. I Cancel |

3 Set the IP address to match the node address (IP address) actually used in the device and click
the OK Button.

4 Repeat steps 1 to 3, and register all of the devices that participate in the tag data links.

x ) Ethernet/ip_1 |
T Newok Configuistor
=B} EtherNet/IP Hardware m E -
(B Vendor = i i
5438 OMAON Comaration

5, Communioations Adapler 1921682501 1921682502 1921882903  SYRHINE

= wiwera NJS01-1500 CITw-EIP21 NJSOT-1400 | NJBDT-1500

] corwEIP211CI2)
) CIzBEIR
5] coaMErzt
3] CSTW-EIP21
Z] MIs01-1300
2] MJ501-1400
3] IMJ501-1500

%] SYSMAC Gateway
=1 g Generic Device

- [E) F2 Series
(8 DeviceType Usage of Device Bandwidh
i dapter ’7

[t I

o Generic Devics

=
I [ Message Code [ Date | Desaiiption
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7 Tag Data Link Functions

7-2-4 Creating Tags and Tag Sets

You must create the tag sets and set member tags required to create connections for a registered Eth-
erNet/IP Unit. You can set the network variables used in control programs for tags.

This section first describes the basic procedure to create tags and tag sets (1, below). Then it explains
how to import variables with a Network Publish attribute from the Sysmac Studio to the Network Config-
urator (2, below).

Then it explains how to effectively use network variables for tags.
(1) Creating Tags and Tag Sets with the Network Configurator’s Device Parameter Edit-
ing Function
(2) Importing Variables with a Network Publish Attribute Created in the Sysmac Studio
to the Network Configurator

(1) Creating Tags and Tag Sets with the Network Configurator’s
Device Parameter Editing Function

® Creating a Tag Set

1 Double-click the icon of the device for which to create a tag set to display the Edit Device
Parameters Dialog Box. Right-click the icon to display the pop-up menu, and select Parameter
- Edit.

() Etheretip_1

B W W

Parameter 3 ﬁ\ Wizard...
o D 4
44 Open...
¥4 Save as...
& ;
Register to other Device b o
External Data » [V
& Cut
Copy
¥ Delete

Change MNode Address...
Change Device Comment...

Change Device Type...

B2 Property...
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2 Click the Tag Sets Tab at the top of the Edit Device Parameters Dialog Box. There are two kinds
of tag sets: input (consume) and output (produce).

i Device Parameters: 192.168.250. wsoi-tsop ﬂ
Connections  Tag Sets |
In - Consume |Clut - Produce I
Name | Fault ... | Size | Bit | 1D |
Mew.. | Edit;.. | Delete | Expand il | Callapse Al |
Edit Tags... | Delete all of unused Tag Sets | Usage Court : 0/32 It | To/From File |
coes

® Creating and Adding Tags

3 Click the Edit Tags Button.

The Edit Tags Dialog Box is displayed.
Register the input (consume) tags and output (produce) tags separately.

syui ejeq el bumes z-2

=] 7
In - Corsume: I Out - Produce |
Mame | Fault | S\zel Bitl
N
N
N
o
=
(]
QO
=
>
«Q
oy
«Q
(7]
Q
=3
(o}
3
«Q
[
(0]
-
(2]
Hew... | Edit. | [elete |
Usage count ;04256 Citec]
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7-26

4

E

Click the In - Consume Tab, and then click the New Button. The Edit Tag Dialog Box is dis-
played.

Marme : J“\"'EF_M_EJ

Size : 2_‘% Byts

[ UseBit Data

L

: '(,_ e {* Clear

Begist ] LCloze

5

Enter the variable name directly into the Name Box. ( Example: Var_In_a)

@ Additional Information

You can use the following characters in tag names. 0 to 9, A to Z, a to z, single-byte kana, _
(underbar), and multi-byte characters (e.g., Japanese)

You cannot use the following characters intag names. | “#$ & ‘() *+,-./:;<=>?2@[]"*
% spaces or text strings that start with numerals (0 to 9)

The maximum length of a tag name is 255 bytes.

Specify array variables,structure variables, and union variables as shown below.

» Specifying array elements: array [2][3] (or array [2,3]) and array [2][3][4] (or array [2,3,4])

» Specifying structure members: Struct. member (Separate the member name with a period.)
* Specifying union members: Union.member (Separate the member name with a period.)

To specify a specific /O memory address for a tag, create a variable with an AT specification
for the 1/0 memory address on the Sysmac Studio. (This applies only for the NJ-series CPU
Units.) If you specify the variable with the AT specification for the tag on the Network Configu-
rator, a tag data link is created to the I/O memory address that was set for the AT specification.
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m Precautions for Correct Use

NX102 CPU Unit, NX1P2 CPU Unit, and NJ-series CPU Unit

» To specify an I/O memory address for a tag, create a variable with an AT specification of the
I/O memory address on the Sysmac Studio, and then specify the variable with the AT specifi-
cation for the tag.

For an NX102 CPU Unit and an NX1P2 CPU Unit, you need to set CJ memory to use the 1/0
memory address. refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No.
W501).

* If you enter /O memory addresses for tag names on the Network Configurator, as shown
below, the tags are directly assigned to the I/O memory addresses in the CPU Unit, and not to
the variables. Always specify variable names for tags.

1) Variable names that contain only single-byte numerals from 0000 to 6143
2) Variable names with the following single-byte letters (uppercase or lowercase) followed by
single-byte numerals
*H (HO00 to H511)
*W (w000 to w511)
D (D00000 to D32767)

*EQ_to E18_ (EO0_00000 to EO_32767, to E18_00000 to E18_32767) ~
N
You can check the memory address or variable to which a tag is assigned with the icons in the e
Edit Tags Dialog Box. s
«Q
-
:
| . g
In - Consume | Dut - Produce | 5
7
M arne |

W 0000 ——— Tagthat is directly assigned to an I/O memory address

¥l Input_Sighal ————— Tag that is assigned to a variable with a Network Publish attribute 7

NX701 CPU Unit

* If you apply the notation that specifies the above I/O memory address for a tag name, a Tag
Name Resolution Error occurs. A tag data link will not be started.

6 Input the size of the tag in bytes in the Size Field. Input the tag size so that it is the same as the
data type size of the variable. Select the Use Bit Data Check Box and change the bit size to 1 to
use BOOL variables.

7 Click the Regist Button to register the tag. If an I/O memory address is specified for a tag name,
the Edit Tag Dialog Box is displayed with the next consecutive address as the tag name for the
next tag. After you have registered all of the tags, click the Close Button.

sjog be| pue sbe] Buneatn p-z-/

8 Click the Out - Produce Tab, and then click the New Button. The Edit Tag Dialog Box is dis-
played. Input the output tag in the same way. Use the Fault Action setting of the output (pro-
duce) tag to specify whether to clear the output data or continue to send it when a major fault
occurs in the CPU Unit.
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The Fault Action setting is not required for input (consume) tag sets.

* Retain output for major fault: Hold (default)
Output data maintains its previous status even after a major fault occurs.

¢ Clear output at major fault: Clear
Output data is cleared to 0 when a major fault occurs.

x
Marne : ||

Size:l 2_13 Byte

[~ UseBit Data

Bit Size | 0= it

~ Fault &ction
" Hold * Clear

Beaqist I LCloze |

Lk

7S

Select the Hold or Clear Option.

M Precautions for Correct Use
Connections are cut off if any of the following errors occurs in the CPU Unit that is the originator
while tag data links are active.
e Maijor fault level Controller error
» Partial fault level Controller error

9 After you register all of the required tags, click the OK Button in the Edit Tags Dialog Box.

zl
In - Consume I Ot - Produce |
M ame I Fault ... I Size I Bit
Y=ar_ln_a 2Bute
¥=ar_In_b 2Byte
=Var_In o 2Byte
E=Var_|n d 2Byte
Mew. | Edt. | Deete |
Uzage count: 4/256 ok | el
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m Precautions for Correct Use

Make the following settings to refresh all of the tag data in the same tag set at the same time.
* Use the Sysmac Studio to specify, in advance, the same refreshing task for all of the variables
that are assigned to tags in the tag set.

* Do not place tag variables that have AT specifications in I/O memory and tag variables that do
not have AT specifications in the same tag set.

10 At this point, a confirmation dialog box is displayed to check whether the registered tag names
are used as the tag set names. A tag set can contain up to eight tags, but tag sets are registered
with one tag per tag set if the tag names are registered as tag set names. In this case, click the
Yes Button.

x

! The new Tags will be registered as Tag sets.

If the No Button is clicked, you can add more tags to the tag set. Refer to step 18 for details on
how to register new tags first and add more tags to the tag set later.

® Changing and Registering Tag Sets

11 The following dialog box is displayed when the tags in the Edit Tags Dialog Box are registered
directly as tag sets.

=
Connections  Tag Sets |
In -Coneume | Out - Produce |
MName | Fault ... | Size | Bit | 1D |
R Var_In_a 2Byte Auto
¥ Var_In_b 2Byte Auto
R Var_In_c 2Byte Auto
¥ Var_In_d 2Byte Auto
e Er.. | Dele | Expand Al | Collzpse All I
it Tags... | Delete all of unused Tag Sets ' Usage Count : 4/32 Amport I To/From File |
0K I Cancel
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7 Tag Data Link Functions

12 If an input tag is already registered in an input tag set, and you want to change its registration to
a different input tag set, it is necessary to delete the tag from the tag set in which it was originally
registered. Open the Edit Device Parameters Dialog Box, select the tag set containing the tag
that you want to delete on the Tag Sets Tab Page, and click the Delete Button in the Edit Tags
Dialog Box. (If there are other tags registered in that tag set, it is possible to delete just one tag
by selecting the tag that you want to delete in the Edit Tag Set Dialog Box and clicking the

Button.)
x
Cornections  Tag Sets |
In - Consume | Out - Froduce |
Name I Fault ... | Size | Bit | 1D |
T Var_in_a 2Byte Ao
i Var n b || 28l | o]
& Var_in_c 2Byte Muto
& Var_In_d 2Byte Muto
New... | Edt... | Delete | Expand Al | Collapse Al |
Edit Tags.. | Delete all of unused Tag Sets | Usage Court : 4/32 Import | To/From File |
coen |
A confirmation message is displayed.
x
Selected Tag sets and Tags that the Tag sets have will be
l y deleted.

OK?

If you select ™o”, it will delete the Tag sets only.

Cancel |

If the No Button is clicked, only the tag set is deleted. Click the No Button.
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13 To edit a registered tag set and add tags, either double-click the tag set, or select the tag set and
click the Edit Button. The Edit Tag Set Dialog Box is displayed.

Edit Tag Set |

[~ Comtraller Status
@ Motlnclude Include

Mame : IVar_In_a

 Tag List — CandidateT ag List

Mame I Fault ... I Sizel Eit
Var ln_a Z2Byte

[#le |¥]=

4 | < 3]
Advanced | ak. I Cancel |

The Tag List on the left side of the dialog box shows the tags that are already registered, and the
Candidate Tag List on the right side of the dialog box shows the other tags that are not regis-

tered yet. To add a tag, select it in the Candidate Tag List and click the «| Button.

14 To include the Controller status in the tag set, select the Include Option at the upper-right corner
of the dialog box.

 Metlnclude £

" Controller Status ‘

15 To confirm a change, click the OK Button in the Edit Tag Set Dialog Box.

syui eyeq bey Bues g-2

16 Click the OK Button in the Edit Device Parameters Dialog Box.

N

1 7 If you want to just add new tags and register the tag set, first register the tags with steps 1 to 9.
In this example, input tags Var_In_e, Var_In_f are newly added.

& R
Ry
In - Consume | Out - Produce I &
Mame | Fautt .. | size | Bit] g
EWar ln_a Zhyte %
= Var In_b 2Bute °
L= 2Bpte g
= Var_In_d 2Byte 2
= Var_ln_e Zhiyte %
B Var_In_f ZEpte g
&
(%]
@
»
MNew. Delete |
Usage count :  B/25E ok, | Cancel
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18
19

20

21

After you register all of the required tags, click the OK Button at the bottom of the Edit Tags Dia-
log Box.

At this point, a confirmation dialog box is displayed to check whether the registered tag names
are used as the tag set names. Tags are just added in this case, so click the No Button. Just the
tags are registered. The tags are not registered as tag sets.

Network Configurator x|

I The new Tags will be registered as Tag sets.

To register the newly added tags in a tag set, either double-click the desired tag set, or select
the tag set and click the Edit Button.

x
~ Controller Status
Name : I\u"ar_\n_a & Notlnelude € Include
r~ Tag List ~ CandidateT ag List
I ame: Fault ... Size B I arme Fault ... Size B
=EVar_In_a ZEvte =Var_n_e ZByte
= War_In_b 2Byte = ¥=ar_In_f ZByte
2
>
|
< | 2] 4] | &
Ok | Cancel |

The Tag List on the left side of the dialog box shows the tags that are already registered, and the
Candidate Tag List on the right side of the dialog box shows the other tags that are not regis-
tered yet.

Select the tags that you want to add from the Candidate Tag List and click the <« Button.

zl
[~ Controller Status
Hame : IVar_In_a @ MNotlnclude € Include
r— Tag List ~ CandidateT ag List
I ame | Fault...l Sizel B Mame | Fault...l Sizel B
=EVar_ln_a ZByte
=Var_ln_b ZByte .
EVar_ln_e ZBute E
=ar_ln_f ZByte rz
|

1] | 1 | B
Advanced | Ok | Cancel |

You can register up to eight tags in a tag set. (If you include the Controller status in the tag set,
you can register up to only seven tags, and two bytes are added to the size.)
Data is sent and received in the order it is displayed in the tag list. To change the order of a tag,

select the tag and click the Up and Down Buttons ( & [« )

22 To confirm the changes, click the OK Button at the bottom of the Edit Tag Set Dialog Box.

23 Click the OK Button in the Edit Device Parameters Dialog Box.
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(2) Importing Variables with a Network Publish Attribute Created on
the Sysmac Studio to the Network Configurator

You can create network variables in the Sysmac Studio and import these variables to the Network Con-
figurator to assign them to tags and tag sets. Use the following procedure.

® Creating Global Variables on the Sysmac Studio

1 Create a global variable with the Global Variable Editor of the Sysmac Studio and select Input or
Output for the Network Publish attribute of the variable. Save the project when you are finished.

New Project

new_NIS01 0

» Configurations and Setup > AT | Retain | Constant | Metwork Publish |  Comme
Netwark_Inl

¥ Programming
Network_In2 WORD 16#0 M N

» & POUs

Iz Data Types
| = Global Variables

» P8 Tasks

2 Select Export Global Variables - Network Configurator... from the Tools Menu.

Any global variables with Input or Output set for the Network Publish attribute are imported from
the csv file for the import procedure described below (Importing to the Network Configurator).

® Importing to the Network Configurator

syui eyeq bey Bues g-2

M Precautions for Correct Use

Variables with a Network Publish attribute that have variable names that are the same as the I/O
memory address notation, such as “0000” and “H0000” are not exported to CSV files.

N

1) Variable names that contain only single-byte numerals (Example: 001)

2) Variable names with the following single-byte letters (uppercase or lowercase) followed by
single-byte numerals

* H (Example: H30)

* W (Example: w30)

¢ D (Example: D100)

* EO_to E18_ (Example: EA_100)

1 Double-click the icon of the device registered in the Network Configurator for which you want to
import the variable with a Network Publish attribute to display the Edit Device Parameters Dia-
log Box.

sjog be| pue sbe] Buneatn p-z-/

Right-click the icon to display the pop-up menu, and select Device - Parameter - Edit.
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2 Click the Tag Sets Tab at the top of the Edit Device Parameters Dialog Box. Select Import from

File from the To/From File Button.

Edit Device Parameters : 192.168.250.1 NJ501-1500 i x|

'Connections  Tag Sets I

In - Consume  Out - Produce I

Name

| Fault ... |

Edi.. | Delete

Edit Tags... I

Delete all of unused Tag Sets I Usage Count : 3/32

Sze | Br| D]
Expand &l | Collapse il |
impert [ [ To/FromFie |

Export to File...

Import from File...

A confirmation dialog box is displayed that asks you how you want to import the variables as

shown below.

* To import all variables with a Network Publish attribute, click the Yes Button. To import only
some of these variables, click the No Button.

Network Configurator N

All of the network variables will be imported.
¢ L oK

x|

After you import the variables to the tags, click the Yes Button to automatically create tag sets,
or click the No Button to set up tag sets manually.

Network Configurator -

Mew Tag sets will be created automatically from the Tags that will
\, beimported,
- OK?

=
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The variables will be imported as shown below on the Tag Sets Tab Page. Each variable will be
imported into a different tag set and the device parameters will be automatically edited. (The
variable name will be used for the tag set name.)

Edit Device Parameters : 192.168.250.3 NJ501-1400 5[

Conrnections  Tag Sets |

In - Comsume  Qut - Produce I

Mame | Fault .. | Size | Bit | D |
NO1_InData AByte Huto
ND2_inData 4Byte Auto

MNew... | Delete | Expand Al Collapse Al
Edit Tags | Delete all of unused Tag Sets | Usage Count : 2/32 [t | To./From File |
OK Cancel |

To place more than one input variable (input tag) imported from the Sysmac Studio into one tag
set, you must delete the input tags that were registered. Select the tag set containing the vari-
ables you want to put into a tag set, then click the Delete Button. A confirmation dialog box is
displayed to confirm that you want to delete the selected tag set and the tags contained in that
tag set. You only want to delete the tag set, so click the No Button.

Network Configurator i x|

syui eyeq bey Bues g-2

N

Selected Tag sets and Tags that the Tag sets have will be
b, deleted.
QK2

If you select Mo”, it will delete the Tag sets only.

Cancel |

Click the New Button to create a new tag set. To place more than one tag in an existing tag set,
double-click the tag set, or select it and click the Edit Button. The Edit Tag Set Dialog Box is dis-
played. Imported tags that are not registered in another tag set are displayed in the Candidate
Tag List on the right. Click the Button to add tags individually.

sjog be| pue sbe] Buneatn p-z-/

x
— Controller Status
Mame : I * Maotlnclude  © Include
— Tag List — CandidateT ag List
M ame I Fault ... | Sizel B Mame I Fault ... | Sizel B
$=IM01_InD ata Clear 4Buyte H=IMO2_|nCrata Clear 4B pte

[els |¥]|%
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3 You can change tag set names in this dialog box. To confirm a change, click the Regist Button
in the Edit Tag Set Dialog Box.

4 Perform steps 1 to 3 for all the devices to import variables and to create tag sets.

7-2-5 Connection Settings

After you create the tag sets, click the Connections Tab at the top of the Edit Device Parameters Dia-
log Box, and set the following connection information.

* The target devices with which connections are opened
¢ The connection type (multi-cast or unicast)

* The length of the packet intervals (RPI)

¢ Connection name (optional)

Make the connections settings in the originator only. The connections settings are not necessary in the
target device.

|E| Precautions for Correct Use

Make the connections settings after you create tag sets for all of the devices involved in tag data
links.

I Connection Settings (Connections Tab Page)

® Registering Devices in the Register Device List

1 Double-click the icon of the device for which to make originator settings in the Network Configu-
ration Pane of the Network Configurator. The Edit Device Parameters Dialog Box is displayed.
Right-click the icon to display the pop-up menu, and select Parameter — Edit.

2 Click the Connections Tab in the Edit Device Parameters Dialog Box. All of the devices regis-
tered in the network (except the local node) are displayed.
B
Connections | Tag Sets |

'_Unregister Device List
= Product Name

[ 152.168.250.2 CJIW-EIP21
& 152.168.250.3 NJ501-1400

Connections : 0/32(0:0,T:0) - J ,LJ

1~ Register Device List -
Froduct Name | 192 168.250.1 NJ501-1500 Vanable | Target Vanable |

[ e | pee | com orge TogetioseD. | | Tomome |

oK | Cancel I
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3 In the Unregister Device List, click the target device that requires connection settings so its color
changes to gray, and click the = & | Button. The selected target device is displayed in the
Register Device List, as shown in the tollowing diagram.

Edit Device Parameters : 192.168.250.1 NJ501-1500 . _5[

Connections |Tag Sets |

r~ Unregister Device List
H | Product Name |
' 152.168.250.3 MNJ501-1400

Connections : 0/32(0:0,T:0) s | » |

~ Register Device List
Product Name: | 192.168.250.1 NJ501-1500 Varisble | Target Variable |
&P 192.168.250.2 (#002) CJ1...

Change Target Mode 1D... | To/From File |

ok | Cacel |

4 Target node IDs are assigned to the devices that are registered in the Register Device List.

The target node ID serves as the bit array position for the following variables in the originator
Controller: Target Node Controller Mode, Target Node Controller Error Information, Target Node
Error Information, Registered Target Node Information, and Normal Target Node Information. By
default, the target ID is automatically set to the rightmost 8 bits of the IP address. In the example
above, the target device’s IP address is 192.168.250.2, so the target node ID is #002. If a target
node ID is duplicated and you want to change the target node ID, click the Change Target
Node ID Button and change the target ID.

x
MHews Target Mode [ | E_:l

Fange : 0- 255

] I Cancel |

syui eyeq bey Bues g-2

N
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® Editing Settings for Individual Connections
You can edit each connection separately.

NoteRefer to the following section for information on how to perform batch editing in a table format.

1 Click the Connections Tab and then click the New Button. The following Edit Connection Dia-
log Box is displayed according to the type of device that is selected.

Using Built-in EtherNet/IP Ports as Targets (for Input Only)
|

It will 3dd a connection configuration to orginator device.
Flease configure the Tag Set each of originator device and target device.

~ Originatar Device 1~ Target Device
MNode Address : 192.168.250.700 Mode Address: 1921682501
Comnent - NJS0T-1500 Corment : MJS0T-1500
Input Tag Set E dit TagSetsl Output Tag Set :

#=— |MC_Status - [4Byte] |

Connection . 2
Type : IMuIllrcast connection j

Hide Detail |

i~ Detal Parameter
Packet Interval [RF] 500

s [ 10.0 - 100000 ms |
Timgout Yalue : IF’acket Interval (RPI) = 4 j

Connection Marme :

[Possible to amit] dataul=n

r~ Connection Stucturs
192.168.250.100 NJ501-1500 =
(=[] MC_Status [M] 50.0ms
E\@ 192.168.250.1 NJ501-1500
L8] MC_Status

Cancel

Using Other EtherNet/IP Devices as Targets (for Settings Other Than Input
Only)

192.168.250.4 FZ Series Edit Connection B x|

It will add & connection configuration to onginator device,
Please configure the Tag Set each of originator device and target device.

Connection 120 Type - |Consuma [ ata From/Produce Data To j

i~ Originator Device ~ Target Device
Mode Address :  192.168.250.100 Mode Address . 192.168.250.4
Comment:  MJ507-1500 Commert:  FZ Series
Input Tag Set Edit Tag Setsl Output Tag Set
|InD ata - [42Bte] =l #* Input_107 - [488 pte] =l
CU””-?:SE”. IMu\Il-casl connection j
Output Tag Set: Edit Tag Setsl Inpt Tag Set
|DutData - [208yte] =1 <# Dutput_100 - [20Byte] =l
Connection f f .
e IPolnl to Paint connection LI

Hide Dretail

- Detail Parameter

Packet Interval [RP) : 50.0 me [ 1000 - 10000.0 e |

Connection Mame default_002

Timeout Yalue |F'acket Interval [AP1) = 4 ol [Possible to omitl

192.168.250.100 NJ501°1500 =

-5 MC_Status [M] 50.0ms

[=-[&%) DutData [S]. InData [M] 50.0ms

-4 192.168.250.4 FZ Series
~[&8] Output_100Input_101

Cancel |
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The settings are as follows:

Setting

Description

Connection 1/0 Type

Select Input Only (tag type) to use tag data links with a CS1W-EIP21, CJ1W-EIP21,
CJ2B-EIP21, CJ2M-EIP21, CJ1W-EIP21(CJ2), CJTW-EIP21(NJ), NX701, NX102-
OO0, NX1P2, NJ501-0001010, NJ301-00000, or NJ101. When you create tag data
links for other devices, select the connection I/O type specified in that device’s EDS file.
Use the Input Only (ID type) setting when another company’s node is the originator and
does not support connection settings with a Tag type setting.

Connection Type

Select whether the data is sent in multi-cast or unicast (point-to-point) format. The

default setting is multi-cast.

* Multi-cast connection:  Select when the same data is shared by multiple nodes.
This setting is usually used.

* Point-to-Point connection:Select when the same data is not shared by multiple
nodes. In a unicast transmission, other nodes are not
burdened with an unnecessary load.

Note Refer to 7-1-4 Overview of Operation for details on using multi-cast and unicast
connections, and counting the number of connections.

The Connection Structure Area and the following items are not displayed if the Hide Detail Button is clicked.

Packet Interval (RPI)

Set the data update cycle (i.e., the packet interval) of each connection between the
originator and target. The default setting is 50 ms (i.e., data is updated once every 50
ms).
¢ NX701 CPU Unit:
Set the RPI to between 0.5 and 10,000 ms in 0.5-ms increments.
¢ NX102 CPU Unit:
Set the RPI to between 1 and 10,000 ms in 1-ms increments.
¢ NX1P2 CPU Unit:
Set the RPI to between 2 and 10,000 ms in 1-ms increments.
* NJ-series CPU Unit:
Set the RPI to between 1 and 10,000 ms in 1-ms increments.*

Timeout Value

Set the time until a connection timeout is detected. The timeout value is set as a multi-
ple of the packet interval (RPI) and can be set to 4, 8, 16, 32, 64, 128, 256, or 512 times
the packet interval. The default setting is 4 times the packet interval (RPI).

Connection Name

Set a name for the connection. (32 single-byte characters max.)

*1  For CPU unit version 1.02 or earlier, you can set the RPI with 1-ms increments between 10 and 10,000 ms.

2 After you make all of the settings, click the OK Button.

® Editing Settings for All Connections

You can edit the connection settings between the originator and all of the target devices selected in
the Register Device List together in a table.
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1 Click the Connections Tab, and then click the Edit All Button. The following Edit All Connec-
tions Dialog Box is displayed.

2 Edit All Connections

|

192.168.250.1.... default_001 [Input Only ...

TargetDevice | Connectio... | Connectio... |In/... | Target Varl... |Originator... |Connectio... [RPI | Timeou... ]
In [MC_Status -... [MC_Status... Multi-cast ... [50.... |RPIx4
192.168.250.4 ... |default_002 |Consume D...|[# In |Input_101-...|InData - [... |Multi-cast... |50.... |RPIx 4

The settings are as follows:

Setting

Description

Target Device

Select the target device.

Connection Name

Any name can be given to the connection (32 single-byte characters max.).
If this field is left blank, a default name is assigned. The connection name is
used as a comment.

Connection 1/O Type

Select Input Only (tag type) to use tag data links with a CS1W-EIP21, CJ1W-
EIP21, CJ2B-EIP21, CJ2M-EIP21, CJ1W-EIP21(CJ2), CJTW-EIP21(NJ),
NX701, NX102-0000, NX1P2, NJ501-0000, NJ301-00000, or NJ101.
When you create tag data links for other devices, select the connection I/O
type specified in that device’s EDS file. Use the Input Only (ID type) setting
when another company’s node is the originator and does not support connec-
tion settings with a Tag type setting.

In/Out The connections 1/O is automatically displayed based on the selected con-
nection.
* Input Only: Just In is displayed.

Target Variable Select the target node’s tag set to assign it.

« In: Select the target’s output (produce) tag set.
* Out: Select the target’s input (consume) tag set.

Originator Variable

Select the originator node’s tag set to assign it.
« In: Select the originator’s input (consume) tag set.
* Out: Select the originator’s output (produce) tag set.

Connection Type

Select whether the data is sent in multi-cast or unicast (point-to-point) form.
The default setting is multi-cast.

* Multi-cast connection:  Select when the same data is shared by multiple
nodes. This setting is usually used.

» Point-to-point connection: Select when the same data is not shared by mul-
tiple nodes. In a unicast connection, other
nodes are not burdened with an unnecessary
load.

Note Refer to 7-7-4 Overview of Operation for details on using multi-cast and
unicast connections, and counting the number of connections.
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Setting Description

RPI Set the data update cycle (i.e., the packet interval) of each connection
between the originator and target. The default setting is 50 ms (i.e., data is
updated once every 50 ms).
e NX701 CPU Unit:
Set the RPI to between 0.5 and 10,000 ms in 0.5-ms increments.
e NX102 CPU Unit:
Set the RPI to between 1 and 10,000 ms in 1-ms increments.
¢ NX1P2 CPU Unit:
Set the RPI to between 2 and 10,000 ms in 1-ms increments.
¢ NJ-series CPU Unit:
For unit version 1.03 or later, set the RPI to between 1 and 10,000 ms in 1-
ms increments.
For unit version 1.02 or earlier, set the RPI to between 10 and 10,000 ms in
1-ms increments.

Timeout Value Set the time until a connection timeout is detected. The timeout value is set
as a multiple of the packet interval (RPI) and can be set to 4, 8, 16, 32, 64,
128, 256, or 512 times the packet interval. The default setting is 4 times the
packet interval (RPI).

2 After you make all of the settings, click the OK Button.

® Confirming the Connections Settings

1 An overview of the connections that were set in the Register Device List is displayed in the Con-
nections Tab Page.

Edit Device Parameters : 192.168.250.5 N1501-1500 0 _i‘

Connections |Tag Sets |

syui eyeq bey Bues g-2

— Unregister Device List
# | Product Name |
& 192.168.250.2 CIIW-EIP21
& 192.168.250.3 NJ501-1400

N

N
>
a
Connections : 3/32(0:3,7:0) - | - 9
—Register Device List g
Product Name 152.168.250.5 NJ501-1500 Varizble Target Variable g
&P 192 168 250 4 (H004) FZ Series g
d.!i.defauLDD'l [Input] InData Input_101 =)
default_001 [Qutput] OutData Output_100 %
&P 192.168.250.1 (#001) NJ501-1500 =
,-_t.!ifdefauh_DDZ [Input] MC_Status MC_Status 8
[
<] | ©
[l | Edit... | Delete | Edit All.. LEhange Target Hode (I | To.From File |
cmce_|
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2 Click the OK Button. The following kind of diagram is displayed.

e

w|F2

192168.2501 1921632502 1921682503 1921682504
NJ5O1-1500 CIW-EIP2] WJ501-1400 FZ Series

|1#..2505 1 | |181..2505

Indicates the IP address of the
originator where the connection
was set.

4
wil

3 Repeat the connections setting procedure until all of the connections are set.

|-_l7| Precautions for Correct Use

After you have made all of the settings, always click the OK Button before you close the Edit
Device Parameters Dialog Box. If the Cancel Button is clicked and the dialog box is closed, the
new settings are discarded.

4 If the tag set’s size is changed in either the originator or target after the connection was set, the
size will not match the other node and a parameter data mismatch will occur. In this case, if you
change the connection settings, be sure to check the connections. (Refer to 7-2-16 Checking

Connections.)

I Automatically Setting Connections (Network - Auto Connection)

You can use automatic detection of the tag set names that are set for devices to automatically set con-
nections between input and output tag sets with the same name (or the same names excluding speci-
fied ellipses). Connections are automatically set under the following conditions.

Output tag set names for connec-
tion setting

Except for specified ellipses, the output tag set name must be the same as
the input tag set name. Ellipses can be set for the beginning or end of tag
set names.

Input tag set names for connection
settings

Except for specified ellipses, the input tag set name must be the same as
the output tag set name. Ellipses can be set for the beginning or end of tag
set names.

Connection type

The connection type must be Input Only. Multi-cast or single-cast connec-
tions can be specified for a connection.

RPI

The default setting is used.

Timeout

The default setting is used.
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Example 1: Automatic Connections with the Same Tag Set Names

The following connections are automatically set with the same tag set name (A_Signal) if there is an
output (produce) tag set named A_Signal at node A and input (consume) tag sets named A_Signal
at nodes B and C.

Node A Excluded characters: None Node B Node C

Output tag set: A_Signal Connection Input tag set: A_Signal Input tag set: A_Signal

O—==1 —0O O

—_—

Connection

|V

—

EtherNet/IP | |

Example 2: Automatic Connections with the Ellipses

The following connections are automatically set with the same tag set name (Signal) if there is an 5
output (produce) tag set named O_Signal at node A and input (consume) tag sets named /_Signal at ®
nodes B and C, and “O_" and “|_” are set as forward ellipses. g’
«Q
-
Node A Excluded characters: O_and I_  Node B Node C a
o
8
(Y
Output tag set: O_Signal Connection Input tag set: |_Signal Input tag set: /_Signal r
O=1 O O 3
v )

R —
Connection 7

Y E—
_
| EtherNet/IP

1 Set the same tag set names for the output and input tag sets for the connection. The tag set
names can also include forward and backward ellipses.

sBumas uonosuuo) G-z-/
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2 Select Auto Connection Configuration from the Network Menu. The connections will be set
automatically.

A dialog box will appear to set forward and backward ellipses for both output and input tag sets
as soon as automatic connection setting processing has begun.

Auto Connection Configuration i x|

It will zompare Originator's Tag set and Target's. If these are
the same. it will be confiaursd a3 cannection.

It youy would lke to ellipsiz a part of Tag set, pleaze input the
follawing words.

~ Caonsume W ariable

Fomuard ellipziz ; |

Backward ellipsis : |_Input

r~ Produce “ariable

Fomuard ellipsiz : |

Backward ellipsiz : |_DUtI3Ut

ok, I Cancel |

Input the ellipses and click the OK Button. Processing for automatic setting is started.

3 If there are tag sets that meet the conditions for automatic connection setting, they are dis-
played.
x|

The connection configuration will be configured az follows.
IF you would not ke to uze a multi-cast connection, pleaze clear off the check box.

M : Originator Addr...' Originator Variable | Target Address | Target V ariable |

192 168.250.2 A _Signal_Input 192 168.2501 A_Signal_Output
192168.250.2 B_Signal_Input 1921682501 B_Signal_Output

Cancel |

Click the OK Button. Processing for automatic setting is started.
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4 A device connection structure tree is displayed when processing is completed.

:__ Device's Connection Structure Tree ] ll

~ Dizplay Type

% Bazed on Master Device [Originatorf Based on Slave Device [T arget]

— Dizgplay Option
[ Display Foute Path v Dizplay the detail of Connection

 Structure
-@ Metwark, Configurator
B Etheret/P_1
. B4 192.168.250.5 NJ501-1500 =
: =-[% MC_Status [M] 50.0ms
. B4 192.168.250.1 NJ501-1500
“o 8] MC_Status
E-[& DutData [5], InData [M] 50.0ms
=& 192.168.250.4 FZ Series

B Etheret/IP_2
-4 192.168.250.2 NJ501-1500 *
=8 A_Signal_Input [t4] 50.0ms
. B4 192.168.250.1 NJ501-1500
“[8] A_Signal_Dutput
=-[% B_Signal_Input [M] 50.0ms
-4 192.168.250.1 NJ501-1500

Edit: | Tonitar.. |

r

5 Use the device connection structure tree as required to change the RPI and timeout settings.

syui eyeq bey Bues g-2

N
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I Device Connection Structure Tree

Connection settings can be displayed on the network configuration. Select View Device’s Connection

Structure Tree from the Network Menu.

-:__ Device's Connection Structure Tree

x|

~ Dizplay Type

& Based on Master Device [Originator ¢ Based on Slave Devics (Target)

— Dizgplay Option

[ Display Foute Path v Display the detail of Connection

 Stucture

Metwark, Configurator
2 EtheNet/P_1
rﬂ@ 192.168.250.5 NJ501-1500 =
=-[% MC_Status [M] 50.0ms
'EI@ 192.168.250.1 NJ501-1500
: o[ ] MC_Status
(=[] OutData [S]. InData [M] 50.0ms
'El@ 192.168.250.4 FZ Series
[ Output_100 Input_101
= Ethelet/P_2
rﬂ@ 192.168.250.2 NJ501-1500 =
=8 A_Signal_Input [t4] 50.0ms
'EI@ 192.168.250.1 NJ501-1500
: “[8] A_Signal_Dutput
=% B_Signal_Input [t4] 50.0ms
'El@ 192.168.250.1 NJ501-1500
“[8 B_Signal_Output

=

Edit: | I aritar. |

Lloze

4

* You can use the Display the detail of Connection Check Box to switch between device-level and con-
nection-level displays of tag data link communications.

¢ An asterisk is displayed after the device name of the originator set for the connection.

* The Edit Device Parameters Dialog Box is displayed if you select a connection and click the Edit But-
ton. You can edit the connections in this dialog box.
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7-2-6 Creating Connections Using the Wizard

You can use the Network Configurator's Wizard to easily create connections between OMRON PLCs
following the instructions provided by the Wizard.

Note The Wizard can be used only with the following OMRON EtherNet/IP devices.

Device name Remarks
CJ1W-EIP21(NJ) CJ1W-EIP21 mounted to NJ-series Controller
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21(CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H CPU Unit
CJ2M-EIP21 Built-in EtherNet/IP port in CJ2M CPU Unit
CS1W-EIP21 CJ1W-EIP21 mounted to CS1 CPU Unit
NX701 Built-in EtherNet/IP port on NX-series CPU Unit
NX102-00000
NX1P2
NJ301-0000 Built-in EtherNet/IP port on NJ-series CPU Unit
NJ501-00000
NJ101

Use the following procedure to create connections (i.e., data links) with the Wizard.

1 Set tags and tag sets for all devices before starting the Wizard. Refer to 7-2-4 Creating Tags
and Tag Sets for the setting procedure.

syui eyeq bey Bues g-2

2 For tag data links between OMRON PLCs, a connection is created in the PLC (i.e., the origina-
tor device) that receives data as input data.
First, select the registered device for which you want to create a connection in the Network Con-
figuration Window of the Network Configurator, and then select Device - Parameters - Wizard
from the menus.

11 Etherhet(Ip_1
MC1 MC2 MC3
4 open...

152.168.250.1 192.168.250.2 192168.250.3 E
o | |
+#al save as...

The following dialog box will be displayed before the Wizard starts.

N

Parameter

g gdi...

Network Gonfigurator

pJezip) 8y Buisn suonosuuo) bunessy 9-z-/

Click the Yes Button to delete the connections that have been set with OMRON PLCs before
starting the Wizard.
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3 Create the connection following the instructions that are given by the Wizard after the Wizard
starts. (See the following figure.)

Connection Configuration Wizard @

Mew connections will be added. Please select a Tag Set that you would like to receive az input
from the Taa Sets list
Originator Device Target Device
el e .
= =-[v]#» 192.168.250.1 MC1 Device
=y [#]%= MC_Emar - [2Byte] ———— Tagset
. [#]%= MC_Status - (4Bute] —
=-[Z]#p 192.168.250.2 MC2
192.168.250.100 [7]%= MC_Enar - [2Byte)
MC_Master [V]%=) MC_Status - [4Byte]
=-[Z]#p 192.168.250.3 MC3
[“]%=) MC_Emor - [2Byte)
[#]%= MC_Status - (4Bute]
Shaow D etail
[ Mest > ] [ Cancel ]

4 A list of tag sets is displayed on the right side of the Wizard Dialog Box with target devices that
support receiving input data.
Select the tag sets that you want to receive at the originator device.
The following tables describes the meanings of the icons and check marks displayed in the tag

set list.
Icon Display position Status
- All All output tag sets for all devices are selected.
Device All output tag sets for the applicable device are selected.
Tag set The applicable output tag sets are selected. These are the tag
sets that will be set in the connection.
& All All or some output tag sets for some devices are selected.
Device Some output tag sets for applicable devices are selected.
r All All output tag sets for all devices are not selected.
Device All output tag sets for applicable devices are not selected.
Tag set The applicable output tag sets are not selected. The connec-
tions for this tag set will be deleted.
C Device No applicable tag sets.

Note Tag sets that are used in connections that are already set are not displayed.
The following display will appear when you click the Show Detail Button.

Hide Detail
Detail Parameter

Packet Interval (RFI): S00) e (05-10000.0ms)  Connection Type:

Timeout Value : | Packet Interval [RPI) = 4 v Multi-cast connection v

[ Mest > ][ Cancel ]

The specified values for detailed parameters will be displayed. Change the values as required. The
connection name cannot be set. They are automatically created using the following rule.
default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)
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5 Click the Next Button to switch to the table in the following Wizard Dialog Box. Follow the
instructions to select the input tag set of the originator device that receives the output tag set of
the target device from the list box.

Gonnection Confizuration Wizand E]

Please configure the empty “Input Tag Set” field and click “Finish” button.

e 192168260100
3 MOTE:
MC_Master ‘You can edit an hput Tag Set, clicking the “Edit Tag Sets” button.
You can delete a connection, making the “Tnput Tag Set” field empty
Thput Tag Set Target Device Output Tag Set Connection Twpe RFI Timeout

MC1 Errar - [2Byte]  <- 19216872601 MCH MC Errar - [2Byte]  Multi-cast connection 600 ms  RPIx 4
MC1 Status - [#Byte] <- 19216872601 MC1 MC Status - [4Byte]  Multi-cast connection 600 ms  RPIx 4
MG2 Error - [2Byte] <~ 1921682802 MG2 MG Error - [2Byte] Multi-cast conmection 500 me  RPIx 4

nnection

1921682803 MC3 MG Error - [2Bywte] Multi-cast connection 500 ms FPIx 4

MGz Status — 14Byte 1921682503 MC3 MG Status - MByte]  Multicast comection 500 me  RFIx 4

MG Status — [4Bvte]

Edit Tag Sets

[ < Back ][ Firizh ][ Cancel ]

* The blank area in the Input Tag Set Column is the connection that you are creating.

* The rows in which there are input tag sets are connections that are already set.

» To prevent duplicate settings, input tag sets that have been used are not displayed in the list
box for input tag sets.

« If there is no applicable input tag set, you can edit a tag set or create a new one by using the
Edit Tag Sets Button and Edit Tag Button.

syui eyeq bey Bues g-2

6 Once the input tag set settings have been completed, click the Finish Button. You can check
the set connection by selecting Network - View Devices Connection Structure Tree from the
menus.

* The Wizard can be ended even if the input tag set includes a blank row. In that case, a con-
nection is not created for the blank row.

* You can delete a connection by deleting the input tag sets that were previously set.

N

pJezip) 8y Buisn suonosuuo) bunessy 9-z-/
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7-2-7 Creating Connections by Device Dragging and Dropping

You can create a connection to the originator by dragging a target device and dropping it at the origina-
tor device. Network Configurator version 3.10 or higher is required to drag and drop devices to make
connections.

Example:Drag the target device at 192.168.250.1 and drop it at the originator device at
192.168.250.100.

Drag & Drop

1o 82 Ted 250100
MC_Magter

[ —

@ Additional Information

The EtherNet/IP originator device (i.e., a device in which connections can be set) must be one of
the following OMRON EtherNet/IP devices.

Device name Remarks
CJ1W-EIP21(NJ) CJ1W-EIP21 mounted to NJ-series CPU Unit
CJ1W-EIP21 CJ1W-EIP21 mounted to CJ1 CPU Unit
CJ1W-EIP21(CJ2) CJ1W-EIP21 mounted to CJ2 CPU Unit
CJ2B-EIP21 Built-in EtherNet/IP port in CJ2H CPU Unit
CJ2M-EIP21 Built-in EtherNet/IP port in CJ2M CPU Unit
CS1W-EIP21 CJ1W-EIP21 mounted to CS1 CPU Unit
NX701 Built-in EtherNet/IP port on NX-series CPU Unit
NX102-0000
NX1P2
NJ301-0000 Built-in EtherNet/IP port on NJ-series CPU Unit
NJ501-0000
NJ101

Use the following procedure to create connections (i.e., data links) by dragging and dropping devices.

1 Set the tags and tag sets for the target device that will be dragged.

(1) Refer to 7-2-4 Creating Tags and Tag Sets for information on creating the settings if
the target is one of the OMRON EtherNet/IP devices given above.

(2) If the target is another EtherNet/IP device, refer to the manual of that device and per-
form settings as required.
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2 A dialog box as in the following figure for connection allocation will be displayed when you drag
the target device and drop it at the OMRON EtherNet/IP device.

(1) Using One of the Above OMRON EtherNet/IP Devices As Target

192.168.250. 1| MC1, Edit Connection x]

It will add a connection configuration to orginator device.
Flease confiaure the Taa Set each of originator device and taroet device.

Originator Device Target Device
Mode Address:  192.168.250.100 Mode Address 1 192.168.2501

Comment:  MC_Master Comment:  MC1

Input Tag Set : Edit Tag Sets Output Tag Set:
000100 - [BByte] v #" W C us - [4Byte]
Connection - -
ype - Multi-cast connection v

Shows Dretail [ Beqist ] [ LCloze ]

Select the output tag set from Target Device Area on the right side of the Edit Connection

Dialog Box, and then select the input tag set to receive the output tag set in the Originator

Device Area on the left.

* If there is no applicable input tag set at the originator, you can create a new one by using
the Edit Tag Sets Button and Edit Tag Button.

(2) Using Other EtherNet/IP Devices as Target

~
\
o N
q q (7
192.168.250.4 FRT1-MD325LH-1 Edit Connection X] o
-
It will add a connection configuration to orginator device. =]
Please confiqure the Taa Set each of originator device and taroet device. ‘Z
Connection /0 Type: | 07_Output and Input - (8
Originator Device Target Device w]
]
Mode Address ;. 192.168.250.100 Mode Address . 192.168.250.4 5'
-
Comment :  MC_aster Comment:  ERT1-MD325LH-1 5
F3
Input Tag Set: Edit Tags Output Tag Set ”n
g Sets
000100 - [3Bwte] v #“‘ Input_136 - [3Byte] v
Eonn_lx?;tz:gr:n Multi-cast connection v 7
Output Tag Set Edit Tag5 Input Tag Set :
g Sets
00200 - [2Byte] w “* Output_35 - [2Byte] w
Conn_?c:tior? Paint to Point connection w
ype
[ Beqist ] [ LCloze ]

The connection I/O type list box in the upper part of the Connection Settings Dialog Box dis-
plays the connection I/O types that can be selected. Select the connection 1/O type accord-
ing to your application.

¢ The connection I/O types that can be selected depend on the target device.

* ltems that can be selected will depend on the connection 1/O type that is selected.

* Select the output, input, or both output and input tag sets at the target and specify the
corresponding input, output, or both input and output tag sets at the originator.

« If there is no applicable tag set at the originator, you can create a new one by using the
Edit Tag Sets Button and Edit Tag Button.

Buiddoiq pue Buibbeiq ao1req Aq suoiosuuo) buness) J-z-/
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The following display will appear when you click the Show Detail Button.

Detail Pararneter

Packet Interval [RPI) : R0.0 s [ 0.5 -10000.0ms )

. . Connection Mame :
Timeout Walue : | Packet Interval [RPI) = 4 w [Possible to omitl

Connection Stucture
#7 192.168.250.100 MC_Master =
=% MC1_Emar [M] 50.0ms
=-#» 192.168.250.1 MC1
[ MC_Error

[ Begist ][ LCloze ]

The specified values for detailed parameters will be displayed. Change the values as
required. Connection names are automatically created using the following rule.

default_N (where N is a 3-digit number (001, 002, etc.) starting from 1)

@ Additional Information

The following dialog box will be displayed if a target device that does not have I/O data is
dropped.

Network Configurator

! \ This device does not have Qutput Tag Sets,
L

Before dropping again, refer to the manual of the applicable device and create the 1/0 data (i.e.,
output tag sets) required to create a connection.

3 After you have set all of the connection, click the Regist Button to create the connection. When
creating the connection has been completed, the input tag set and output tag set will be blank.

Next, you can continue to create connections by selecting the connection I/O type and setting a
tag set.
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7-2-8 Connecting the Network Configurator to the Network
This section describes how to Connect the Network Configurator online.

% Additional Information

Although the NX102 CPU Units and NX701 CPU Units provide two EtherNet/IP ports, the Net-
work Configurator treats these two ports as two different units and connects them individually.

I Connecting through Ethernet
Connect to the built-in EtherNet/IP port on the CPU Unit via an Ethernet switch.

m Precautions for Correct Use

The first time you connect via Ethernet with Windows XP (SP2 or higher), Windows Vista, or
Windows 7, you much change the Windows firewall settings. For the procedure, refer to A-4 Pre-
cautions for Using the Network Configurator on Windows XP, Windows Vista, or Windows 7 or

Higher. 3
g
1 Select Option - Select Interface - Ethernet I/F. g
-
2 Select Network - Connect. If there are multiple Ethernet interfaces on the computer, the Select %
Connect Network Port Dialog Box is displayed. Select the interface to connect, and press the 2
OK Button. -
The following dialog box is displayed. %
x|

Select a network port that pou would like to connect.

N

Device Information

Wendor D Froduct Mame :
[revice Type : Fievizion :
BEefresh Optian... |
()3 | Cancel ‘

3JOMIBN 8y} 0] JojeunbBluod) 3JomiaN syl Bunosuuo) g-z-/
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3  Click the OK Button.
Select the network to connect.

Select Connected Network JE=

Pleaze select a network. where the connected nebwork wasz supported.

Target Metwaork,

" Create new network.

EtherNatIP_1 =l

(]9 I Cancel |

The Network Configurator will connect to the EtherNet/IP network. If the Network Configurator
goes online normally, “Online” is displayed in the status bar at the bottom of the window. The
network connection icon is displayed in blue on the Network Tab Page in which the Network
Configurator is connected.

Network connection icon

k
@ermetﬂp_l [ Ethernetyip_2

M &

192168.2501  192188.250.25  192.168.250.22
NJ501-1500 CI2MEIP21 CITW-EIP21
|l2.5025  |l2l..2501 |

Select Network - Change Connect Network to switch the connected network.

Select Connected Network ) x|

Pleaze select a network where the connected network waz supported,

1~ Target Metwork

" Create new network.

' |lse the existing nistwork.

EtherMet/P 1 =l

Ethetet/IP_2

(]S I Cancel |
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4 The following dialog box is displayed.
|

Select a network port that wow would like to connect.

~ Browse
#- ¥ TCP:2

~ Device Information

Wendor 1D Product Mame :
Device Type Fievizion :

Refresh |

Ok | Canicel |
™
. N
5 Click the OK Button. P
(]
Select the network to connect to. -
=]
zl @
[
Flease select a network where the connected nebwork, was supported. (<}
o
1~ Target Mebwark: S
(Y
" Create new network, r
=]
o ~
% se the existing network. »n
Ethetdet/AP_1 |
Etherhlet/IP_2 ] 7
Ok | Cancel I

@ Additional Information

If the following dialog box appears in the Network Configurator when you go online with an
NJ/NX-series CPU Unit, refer to the following table for possible causes and corrections.

-~ )

Metwork Configurator @

h Interface can not be opened.

Assumed cause Correction

3JOMIBN 8y} 0] JojeunbBluod) 3JomiaN syl Bunosuuo) g-z-/

The cable is not connected correctly. Check if the cable is disconnected or loose.

Connection with the Controller is blocked | If connection with the Controller is blocked due to the
due to the firewall settings. firewall settings, disable the blocking.

For the firewall settings, refer to A-4 Precautions for
Using the Network Configurator on Windows XP, Win-
dows Vista, or Windows 7 or Higher.
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I Connections through CPU Unit’s USB Port

Use the following procedure to connect to the built-in EtherNet/IP port via the USB port on the NJ/NX-
series CPU Unit.

El Precautions for Correct Use
The NX102 CPU Unit and NX1P2 CPU Unit do not support the connection via USB port.

1 Select the communications interface.
Select Option - Select Interface - NJ/NX Series USB Port.

2 Select Network - Connect.
The following dialog box is displayed.

Select Connect Network Port i |

Select a network port that pou would like to connect.

[ Browse
[ ,j BackPlane
]

B

3 Select TCP:2 and then click the OK Button.
The following dialog box is displayed.

x

Fleaze select a netwark where the connected network was supported.

1~ Tanget Metwork.

" Create new network.

Etheret/IP_1 =l

ak. | Cancel '

4 Select the network to connect and click the OK Button.

The Network Configurator will connect to the EtherNet/IP network. If the Network Configurator
goes online normally, “On-line” is displayed in the status bar at the bottom of the window.

[192.168.250.1 [12m [@ ondre [ [ [ um 4
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If the following dialog box appears in the Network Configurator when you go online with an
NJ/NX-series CPU Unit, refer to the following table for possible causes and corrections.

-

! L Interface can not be opened.

Metwork Configurator | |

Assumed cause

Correction

The cable is not connected correctly.

Check if the cable is disconnected or loose.

Connection with the Controller is blocked
due to the firewall settings.

If connection with the Controller is blocked due to the
firewall settings, disable the blocking.

For the firewall settings, refer to A-4 Precautions for
Using the Network Configurator on Windows XP, Win-
dows Vista, or Windows 7 or Higher.

The USB driver is not installed correctly.

Install the USB driver correctly.

For how to install the USB driver, refer to the Sysmac
Studio Version 1 Operation Manual (Cat. No. W504).

I Direct Connection via Ethernet to Built-in EtherNet/IP Port

Use the following procedure to directly connect to the NJ/NX-series CPU Units built-in EtherNet/IP port
via Ethernet. You can connect to the built-in EtherNet/IP port even if the IP address has not been set on

the computer.

1 Select the communications interface.

Select Option - Select Interface - NJ/NX Series Ethernet Direct I/F.

2 Select Network - Connect and click the OK Button.
The Select Interface Dialog Box is displayed if there are several CPU Units that you can connect

to.

Select Interface ]

Select Interface Card,

QK | Cancel I

X

3 Select the Interface Card to connect and click the OK Button.
Select from the options displayed as CPU Unit model (IP number). The following dialog box is

displayed.
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Select Connect Network Port il x|

Select a network port that pou would lke to connect,

- TCP:2

i~ Device Information

Wendar 1D Product Mame :
Device Type Revision :

FRefresh | Option.... |
ok I Canicel |

4 Select TCP:2 and then click the OK Button.
The following dialog box is displayed.

Select Connected Network o x|

Pleaze select a netwaork where the connected network was suppaorted.

T arget Metwork

" Create new network,

|EtheretaP_1 =l

QK I Cancel |

5 Select the network to connect.

The Network Configurator will connect to the EtherNet/IP network. If the Network Configurator
goes online normally, “On-line” is displayed in the status bar at the bottom of the window.

[192.168.250.1 [1000M (@ ondine [ [ [ |nuM 4
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If the following dialog box appears in the Network Configurator when you go online with an
NJ/NX-series CPU Unit, refer to the following table for possible causes and corrections.

-

! L Interface can not be opened.

Metwork Configurator (=]

Assumed cause

Correction

The cable is not connected correctly.

Check if the cable is disconnected or loose.

Connection with the Controller is blocked
due to the firewall settings.

If connection with the Controller is blocked due to the
firewall settings, disable the blocking.

For the firewall settings, refer to A-4 Precautions for
Using the Network Configurator on Windows XP, Win-
dows Vista, or Windows 7 or Higher.
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7-2-9 Downloading Tag Data Link Parameters

7-60

To make tag data links, you must download tag data link parameters, such as tag set settings and con-
nection settings, to all devices in the EtherNet/IP network. When the download operation is executed,
the tag data link parameters are transferred to the EtherNet/IP Units that require the settings.

The following procedure shows how to download the tag data link parameters. Refer to 7-2-8 Connect-
ing the Network Configurator to the Network for information on how to Connect the Network Configura-
tor online.

El Precautions for Correct Use

If the node addresses (IP addresses) are not set correctly, you may connect to the wrong Con-
troller and set incorrect device parameters. Download data only after you confirm that you are
connected to the correct Controller.

If incorrect tag data link parameters are set, it may cause equipment to operate unpredictably.
Even when the correct tag data link parameters are set, make sure that there will be no effect
on equipment before you transfer the data.

When network variables are used in tag settings, a connection error will result if the variables
are not also set in the CPU Unit. Before downloading the tag data link parameters, check to
confirm that the network variables are set in the CPU Unit. Check whether the network vari-
able, tag, and connection settings are correct. On the Connection and Tag Status Tab Pages
described in 16-2-1 The Network Configurator’s Device Monitor Function.

If a communications error occurs, the output status depends on the specifications of the
device being used. When a communications error occurs for a device that is used along with
output devices, check the operating specifications and implement safety countermeasures.

If the CIP revision of the Network Configurator is earlier than that of the CPU Unit, you cannot
download the tag data link parameters in the Network Configurator to the CPU Unit. Upgrade
the CIP revision of the Network Configurator to be the same as that of the CPU Unit, and
download the parameters.

Make sure that the major CIP revision of the device registered with the Network Configurator
is the same as the major CIP revision of the NJ/NX-series CPU Unit that you use. If major CIP
revisions are not the same, the parameters may not be downloaded. To determine whether
downloading is possible, refer to 7-2-3 Registering Devices.

Do not disconnect the Ethernet cable or reset or turn OFF the power to the EtherNet/IP Unit
during the parameter download.

Tag data links (data exchange) between relevant nodes is stopped during a download. Before
you download data in RUN mode, make sure that it will not affect the controlled system. Also
implement interlocks on data processing in ladder programming that uses tag data links when
the tag data links are stopped or a tag data link error occurs.

For EtherNet/IP Units with revision 1, you can download tag data link parameters only when
the CPU Unit is in PROGRAM mode.

Even for Units with revision 2 or later, all CPU Units must be in PROGRAM mode to download
the parameters if any Units with revision 1 are included in the network.
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1 Connect the Network Configurator online.
2 There are two ways to download the parameters.

Downloading to All Devices in the Network

Select Network - Download.
The following dialog box is displayed.

Network Configurator x|

In order to enable new configuration, downloading parameters to
I ,  all devices will start.
OK?

Downloading Individually to Particular Devices

Select the icon of the EtherNet/IP Unit to which you want to download. To select multiple nodes,
hold down the Shift Key or the Ctrl Key while you click the icons. (In the following example, 2
nodes are selected: 192.168.250.1 and 192.168.250.2.) Right-click the icon to display the pop-
up menu, and select Parameter - Download.

7] £
# save as...

& Upload
Register to other Device T

External Data

& cut

Copy

¥ Delete

syui eyeq bey Bues g-2

N

=

Synchronize Identity

£ Property...
The following dialog box is displayed.

Network Configurator N x|

I Downloading parameters to selected devices will start.
b OK?

slajaweled yur eleq be) Buipeojumoq 6-z-/
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3 Click the Yes Button to download the tag data link parameters to the EtherNet/ IP Unit. The fol-
lowing dialog box is displayed if any of the CPU Units is not in PROGRAM mode.

List of Device that are executing x|

The following devices are not in program mode.

# I Product Marme I Cornment
@1 92 168.250.2 KJE01-1500

Diownload after changed bo Program mode Drownload with Current mode | Cancel I

If the Download after changed to Program mode Button is clicked, all CPU Units are changed
to PROGRAM mode and the parameters are downloaded. Confirm safety for all controlled
equipment before you change the CPU Units to PROGRAM mode. You can restore the operat-
ing modes after the parameters are downloaded.

You can click the Download with Current mode Button to download the parameters even
when one or more CPU Units is in RUN mode. The Download with Current mode Button is
disabled if the EtherNet/IP Unit does not support this function (e.g., revision 1 of CJ1TW-EIP21 or
CS1W-EIP21).

During the download, the following progress monitor is displayed to show the progress of the
download.

Rezetting Device [ 192.168.260.2 ...

|

If the operating mode of one or more CPU Units was changed to download the parameters, you
can return the CPU Units to the previous operating modes. If the No Button is clicked, the CPU
Units remain in PROGRAM mode.

Network Configurator [ x|

Controller's mode will be returned to the state before starting
| download.
e e

4 The following dialog box is displayed to show that the download was completed.

Network Configurator |

':0! Download of device parameter was completed.
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7-2-10 Uploading Tag Data Link Parameters

You can upload tag data link parameters (such as the tag set settings and connection settings) from
EtherNet/IP Units in the EtherNet/IP network. The following procedure shows how to upload the param-
eters. For details on how to connect to the network from the Network Configurator, refer to 7-2-8 Con-
necting the Network Configurator to the Network.

m Precautions for Correct Use

Make sure that the major CIP revision of the device registered with the Network Configurator is
the same as the major CIP revision of the NJ/NX-series CPU Unit that you use. If the major CIP
revisions are not the same, the parameters may not be uploaded. To determine whether upload-
ing is possible, refer to 7-2-3 Registering Devices.

There are two ways to upload the parameters.
Uploading from All Devices in the Network
1 Connect the Network Configurator online, and then select Upload from the Network Menu.

2 The following dialog box is displayed.
x|

Uploading all devices parameters from network will start based
! on the current document.
OK?

If you select "No”, it will start as new document.

syui eyeq bey Bues g-2

Clicking the Yes Button:
The tag data link parameters in the current project are uploaded.

N

Clicking the No Button:

You open a new project to upload the tag data link parameters. The current project is closed.

Clicking the Cancel Button:
The upload operation is cancelled. The upload is not performed.

3 If you click the Yes Button in step 2, the following dialog box is displayed.
x|

Uploading all devices parameters from network will start based
! on the current device structure.,
QK2

If you select Ma", it will start after deleting the current device
structure.

siajpweled yui eyeq bey Buipeoldn 01-z-/

Clicking the Yes Button:

Parameters are uploaded only from the devices registered in the Network Configuration Pane.
Parameters are not uploaded from devices that are not registered in the Network Configuration
Pane.
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7-64

Clicking the No Button:

Performing a Batch Upload over the Network
Parameters are uploaded from all devices on the network. The current Network Configuration

Information will be lost.

The following dialog box will be displayed. Select the devices for which to upload parameters

and click the OK Button.

%]

Address

192168.250.10
192.168.250.1
192.168.260.2

add. | gde. | Delete Offine Devics

Ok I Cancel |

Clicking the Cancel Button:

The upload operation is cancelled. The upload is not performed.

If you click the No Button in step 2, the following dialog box is displayed.
Select the devices for which to upload parameters and click the OK Button.

Target Device

x]

~Address

192168.250.10
192168.250.1
192.168.250.2

add. | gde. | Delete Offine Devics

ok I Cancel
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Uploading Individually from Particular Devices

1 Connect the Network Configurator online and select the icon of the EtherNet/IP Unit from which
you want to upload the parameters. To select multiple nodes, press and hold the Shift Key or
the Ctrl Key while you select additional icons. (In the following example, 2 nodes are selected:
192.168.250.1 and 192.168.250.2.)

Right-click the icon to display the pop-up menu, and select Parameter - Upload.

1321682502 13216825010

P TR L]

] Parameter [ =% wizard...
@ 25 Monitor... Edit...
Maintenance Information. .. r
Register to other Device 3 # Download
External Data 3 Verify
& Cut I
2 The following dialog box is displayed.
«
I gil;oading parameters from selected devices will start.

Click the Yes Button or the No Button.

3 During the upload, the following progress monitor is displayed to show the progress of the
upload.

ploading Device Parameter [ 192.168.250.10 ...

Iploading Parameter...

I

4 The following dialog box is displayed to show that the upload was completed.
B

':0:' Metwork upload was completed.
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7-2-11 \Verifying the Tag Data Links

Tag data link parameters (such as the tag set settings and connection settings) can be compared with
the parameters of the built-in EtherNet/IP ports in the EtherNet/IP network. The following procedure
shows how to compare the parameters. For details on how to connect to the network from the Network
Configurator, refer to 7-2-8 Connecting the Network Configurator to the Network.

m Precautions for Correct Use

Make sure that the major CIP revision of the device registered with the Network Configurator is
the same as the major CIP revision of the NJ/NX-series CPU Unit that you use. If the major CIP
revisions are not the same, the parameters may not be compared. To determine whether com-
parison is possible, refer to 7-2-3 Registering Devices.

I Verifying the Network Configuration

You can use the following procedure to compare the list of registered devices in the Network Configura-
tion Pane with the devices connected on the EtherNet/IP network, and check the IP addresses and
device types. This function does not verify device parameters.

1 Connect the Network Configurator online.

2 Select Network - Verify Structure.
The following progress monitor is displayed to show the progress as data is read from the net-
work and compared.

Uploading Device Infomation [ 192,168 25010 ...

]

3 The results of the comparison between the network configuration file and data from the network
are displayed as shown below.

Differences Not Found in the Comparison

etwork Configur: x|

0 Mo differences found.
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Differences Found in the Comparison

Comparison Result x|
Diezcription | Lacal I Metwork,

0 'wiong device type or revizion. [ 192.168.250.1 1 NJ501-1400  MJS01-1500
10 wiong device type or revision. [ 192 168.280.2) CIZB-EIF21 Mot present.

Claze

Differences Found in the Device Type

ﬂ

! . Invalid device type.

Click the OK Button or the Close Button.

syui eyeq bey Bues g-2

I Verifying the Device Parameters

N

Use the following procedure to compare the device parameters for the devices selected in the Network
Configuration Pane with those of the devices connected on the EtherNet/IP network. The IP addresses,
device types, and device parameters are compared.

1 Connect the Network Configurator online.

2 Click the icon of the built-in EtherNet/IP port to verify. To select multiple nodes, press and hold
the Shift Key or the Ctrl Key while you select additional icons. (In the following example, 2
nodes are selected: 192.168.250.1 and 192.168.250.2.)

Right-click the icon to display the pop-up menu and select Parameter - Verify.

syui eleq bel sy Buikjuep LL-g-2

[
+3 Coen
Reset ‘3 =PEr
Al Save as...
Maintenance Information. .. )
i Upload
Register to other Device * % pownload
External Data
3 Cut
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3 The following dialog box is displayed.
=

Verifying parameters to selected device will start.
QK2

Click the Yes Button or the No Button.
4 The following dialog box is displayed.

Differences Not Found in the Comparison

Network Configurator x|

Differences Found in the Comparison

ﬂ
D ezcription | Local | Device |
© wiong Packet Interval [RPI) . 20.0ms A0.0me

Cloze

Differences Found in the Device Type

Network Configurator x|

h Invalid device type.

Click the OK Button or the Close Button.
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5 If multiple nodes have been selected and compared, the following message is displayed. Click
the Yes Button.

Network Configurator il

l Verifying parameters to selected device will start.
OK?

The comparison results are displayed in order of the selected nodes.

syui eyeq bey Bues g-2

N
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7-2-12 Starting and Stopping Tag Data Links

7-70

I Automatically Starting Tag Data Links

Tag data links are automatically started immediately after the data link parameters are downloaded
from the Network Configurator. (They are automatically started after the CPU Unit's power is turned ON
or the Unit is restarted.)

@ Additional Information

With CPU Units with unit version 1.04 or later, a Tag Data Link Connection Timeout error will
occur if a connection is not established with the target device within 1 minute after the tag data
links are started in operation as the originator device. Reconnection processing is continued
periodically even after this error occurs to automatically recover. If the application environment
allows this error to be ignored, such as when a target device is started later than the originator
device, you can change the event level to the observation level.

I Starting and Stopping Tag Data Links for the Entire Network

You can start and stop tag data links for the entire network from the user program or from the Network
Configurator.

|E| Precautions for Correct Use

Use the same method (i.e., either the user program or the Network Configurator) to both start
and stop tag data links. For example, if you use the EIP_TDLinkStopCmd (Tag Data Link Com-
munications Stop Switch) system-defined variable stop tag data links, you cannot start them from
the Network Configurator.

® Using Commands in the User Program

You can change the corresponding elements in the following system-defined variables to TRUE in
the user program to start and stop tag data links for individual devices. (Refer to Section 3 System-
defined Variables Related to the Built-in EtherNet/IP Port.)

¢ NX701 CPU Unit and NX102 CPU Unit
You can individually start and stop tag data links for each built-in EtherNet/IP port.

¢ Tag data links start/stop operation switch for built-in EtherNet/IP port 1
_EIP1_TDLinkStartCmd (CIP Communication1 Tag Data Link Communications Start Switch)
_EIP1_TDLinkStopCmd (CIP Communication2 Tag Data Link Communications Stop Switch)

¢ Tag data links start/stop operation switch for built-in EtherNet/IP port 2

_EIP2 TDLinkStartCmd (CIP Communication1 Tag Data Link Communications Start Switch)
_EIP2 TDLinkStopCmd (CIP Communication2 Tag Data Link Communications Stop Switch)
¢« NX1P2 CPU Unit

* Tag data links start/stop operation switch for built-in EtherNet/IP port 1
__EIP1_TDLinkStartCmd (CIP Communication1 Tag Data Link Communications Start Switch)
__EIP1_TDLinkStopCmd (CIP Communication2 Tag Data Link Communications Stop Switch)

* NJ-series CPU Unit
_EIP_TDLinkStartCmd (Tag Data Link Communications Start Switch)
_EIP_TDLinkStopCmd (Tag Data Link Communications Stop Switch)
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% Additional Information

¢ Change the Tag Data Link Start Switch to TRUE, while the Tag Data Link Communications
Stop Switch is FALSE. If the Tag Data Link Stop Switch is TRUE, the tag data links do not start
even if the Tag Data Link Start Switch is changed to TRUE. Furthermore, if the Tag Data Link
Start Switch and the Tag Data Link Stop Switch are both TRUE, an error occurs, the Multiple
Switches TRUE Error system-defined variable changes to TRUE, and the event is recorded in
the event log.

» After you start the tag data links, do not force the Tag Data Link Start Switch to change to
FALSE from the user program or from the Sysmac Studio. It will change to FALSE automati-
cally.

® Using the Network Configurator

You can select I/O Connection - Start or I/O Connection - Stop from the Network Menu to start
and stop tag data links for individual devices.

I Starting and Stopping Tag Data Links for Individual Devices

.
® Using the Network Configurator §
You can start and stop tag data links for individual devices using the Connection Tab Page in the g
Monitor Device Dialog Box. This applies only to tag data links for which the device is the originator. 5
Select Monitor from the Device Menu to access the Monitor Device Dialog Box. When using an ‘QU
NX701 CPU Unit and an NX102 CPU Unit, you can individually start and stop the tag data links of 2
the built-in EtherNet/IP ports 1 and 2 connected to the Network Configurator. C
=]
Y 3

Status 1| Status 2 Connection }Commller Log | Tag Status | Ethemet Information |

';rg[)e:DNoda Status -

N

Start Connection I Stop Connection

Connection Status

Connection Mame

Close

syur ejeq 6el buiddoyg pue Bunsels gL-z-2

Start Connection Button:
Starts all connections for which the device is the originator.

Stop Connection Button:
Stops all connections for which the device is the originator.
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7-2-13 Clearing the Device Parameters

Tag Data Link Functions

You can clear the tag data link settings (or return them to their factory settings) that are saved in the
registered EtherNet/IP device. The following procedure shows how to clear the tag data link settings.
For details on how to connect to the network from the Network Configurator, refer to 7-2-8 Connecting

the Network Configurator to the Network.

m Precautions for Correct Use

For a CPU Unit with Unit Version 1.10 or Later

¢ Use the Network Configurator version 3.58 or higher to perform the following procedures to
clear the tag data link settings.

¢ If you perform the following procedures from the Network Configurator version 3.57 or lower,
the tag data link settings are not cleared. Refer to Additional Information in this section for the

procedures to clear the tag data link settings from the Network Configurator version 3.57 or
lower.

Connect the Network Configurator online.

Select the icon of the device from which you want to clear the device parameters. In the follow-
ing example, 2 nodes are selected: 192.168.250.1 and 192.168.250.2. To select multiple nodes,
press and hold the Shift Key while you select additional icons.

192 168.250.1 192158, 250. 2 192.1658.250.10
MJ501-1500 MJS01-1500 CJ2M-EIF
- & B0 JIEl L2502

Select Device - Reset. You can also right-click the icon and select Reset from the popup menu.

192 168.2 192.168.250.2 192 168.250.7
NJ5071-15 Parameter s
!
2% Monitor. ..
Reset I

4 The following dialog box is displayed.

Network Configurator

Selected devices will be reset.
OK?

=]

7-72

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



7 Tag Data Link Functions

Yes Button:
The following dialog box is displayed.

x

[~ Reszet Twpe

% Emulate cycling power

Initialize tag data link configuration, and then
emulate cycling pomer.

MOTE : Controller doesn't be reset.

Cancel !

Select the Initialize tag data link configuration, and then emulate cycling power Option and then click
the OK Button.

m Precautions for Correct Use
The Controller is not restarted. Only the built-in EtherNet/IP port is reset.

No Button:
The tag data link settings will not be cleared and the built-in EtherNet/IP port will not be reset.

@ Additional Information

You can also execute the Reset service of the Identity object for the CPU Unit to clear the tag
data link settings. The procedures to execute the service from the Network Configurator is given
below.

(1) Connect the Network Configurator to the network.
(2) Select Tool - Setup Parameters on the main window.

syui eyeq bey Bues g-2

N

Then the dialog box for the general parameter settings are displayed.
(3) Specify the target device and message to send.
*Target Node Address: Enter the IP address of the target device.
*Service:Select Reset.
*Class:Enter 01.
eInstance:Enter 01.
eAttribute:Enter 00.
*Data:Enter 02.*
(4) Click the Send Button.
*For a CPU Unit version 1.09 or earlier, specify 01.

sisjaweled a21Aa( ay) buues|y ¢L-z-/
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7-2-14 Saving the Network Configuration File

You can save device parameters set in the Network Configurator or device parameters uploaded from
the network in a network configuration file.

1 Select File - Save As.
The following dialog box is displayed.

ﬂ

Save in: | Fr Documents j @ ¥ [ [l
Name = |-| Date ... |v| Type |-| Size I'I Tags |'I
MMyProject

File name: Save I
Save as type: INetwork Configurator w3 File(* nwf) j Cancel |

Option
’7|_ Select target netwiork,

Untitled.nvf is displayed as the default file name.

2 Input the file name, and then click the Save Button.

x|

Savein: | F[‘ Documernts j oY [
Name = I-I Date ... |v| Type I-I Size I'I Tags I'I
MMyProject

File pame:  |MachineCortrol_1 Save I
Save as type: INetwork Configurator w3 File(™ nvf) j Cancel |

Option
’7|_ Select target netwiork,
A

This completes the network configuration file save operation.

3 When the network configuration is changed later, you can overwrite the existing network config-
uration file if you select File - Save or click the (=] Button.

4 You can select the Select target network Check Box in the Option Area to save a network con-
figuration file with only the required networks.
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x|

Savein: | E. Documents j (€] T M
Neme » |-|Date... |«|Type |-|sSze |- Tags |-
@MyProject

File name: II'u'IachineCcuntroI_'l Save I
Save as type: INetwork Configurator v3 File(™ nvf) j Cancel |

] |:|_t'
@
o

Select the check boxes of the networks to save and click the OK Button.

Select Target Network 5'

syui ejeq el bumes z-2
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N

7-2-15 Reading a Network Configuration File

You can read a previously saved network configuration file into the Network Configurator.

1 Select File - Open or click the [z Button.
The following dialog box is displayed.

x|

Look in: |[. Documents j a ’- 5 [T
Mame ‘l"l Date ... |v| Type |.,| T |,| Tk I"I
|ﬂ MachineContral_1

|£]MyF‘rcuject

8|14 uoneinbyuo) yiomiaN e buipesy GL-g-/

File pame: | Open I
Files of type: INetwnrk Configurator v3 File(* nvf) j Cancel |

Option
’7|_ Select target network, [T Add to curent network,
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If the network configuration file that you want to read is not displayed, change to another folder.

2 If you select the network configuration file that you want to read, that file name is displayed in

the File name Field.

Fopen x|

Look in: |."'|— Documents j @ ;B EI*

. |~ Type |~|size |~| Tags |~

MyProject

File name: @HECDMD Open

Files of type: [ Network Corfigurator v3 File(" nv) =] Cancel

1~ Option

[ Select target network [ Add to current network

A

3 Click the Open Button to read the network configuration file.

4 The Network Configurator’s Title Bar will display the name of the file that was read.

MachineControl_1 - hetwork Configurator
Device EDSFie To

|0 Elléalaifl“ai'izlie’
| ek @ |ad &=y

| x

-@ Metwork, Configuratar
= @ EtherMet/IP Hardware
Yendor
=8 @ OMROM Corporation

=8 ﬁ Eommunlcatlnns Adapter
Few
P Rew 2
------ [’°°°‘] CITwW-EIPZ1(C)2)

5 Select any of the options as necessary. The options are listed below.

Setting

Description

Select target network

Allows you to select specific networks from the network configuration
and open them.

Add to current document

Allows you to add the networks from the network configuration file
that is currently open to the current configuration file.

@ Additional Information

The save format will depend on the Network Configurator version. You can import configuration
files (*.ncf) created with the Network Configurator for EtherNet/IP (version 2 or lower) if you
select External Data - Import from the File Menu.
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7-2-16 Checking Connections

You can check the consistency of connection parameters for network configuration files with device
parameters that were set with the Network Configurator or device parameters uploaded from the net-
work.

1 Select Check Connection from the Network Menu.
The following dialog box is displayed if parameters are normal.

x

'_0_' Mo connection errors found.

The following dialog box is displayed if there are parameter errors. Check the displayed details
and review the settings.

zl
# | I etwark, | Descﬂption
©192 16525010 CIZM-EIP21 EtherMet/IP_1 | Connection | CNO2_01 : TagSetl_192163.25010): Co... ~
N
[72]
(]
=
=]
«Q
y
«Q
O
]
—-
1Y
[
=]
>
7]
4] Ix] 7
Cloze |
e

If an inconsistency is found, open the originator's Edit Device Parameter Dialog Box and click
the Connection Tab. The inconsistent connection in the Register Device List is displayed with a

gﬁa icon (instead of the normal &, icon).To change the connection setting and select a different
target variable, select the connection as shown below and click the Edit Button.

Connections : 2/32(0:1.T:1) LI Ll

i~ Register Device List
Product Name I 152.168.250.10 CJZM-EIP21 Variable Target Varable
£7 192,163 250 2 (2002) N

ECND2Z_01 [Input]

\ Eﬁ icon (normally ﬁ )

TagSet1_192.168 25010 TagSet1_152 1

suonosuuo) Bunosyy 9l-z-/

weo | Edt. | Deete | Eaa Change Tergetfiode D), | Toffom Bie |

e
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7-2-17

Changing Devices

You can change devices that are registered in a network configuration with the Network Configurator.
Select Change Device from the Device Menu to display a list of the possible devices to change to.
Select the desired device. You can change a device only when there is complete or upward compatibil-
ity with the device.

I Device Changes

CJ1W- CJ1W- NJ501-0000
Model after change %?;3‘1’ (é‘:;‘z": EIP21 E‘IJ:; EIP21 | CJ2M | NJ301-00000 | NX701 | NX102 | NX1P2
(CJ2) (NJ) NJ101
Model before CIP
7 *8
changs Rev Rev2 Rev3 | Rev3 Rev3 Rev3 Rev3 | Rev1 Rev2 Rev2 Rev2 Rev2

csw-ElP21 | R®2 | ™ | Ves | Yes | Yes | 5 *3 *g *g No | No | No
CJ1W-EIP21 B Voo Yes Yes *5 *3 *‘; *‘5‘ No No No
CJ1W-EIP21 Rev3 . R . . *4 4 . *4 *4
(C42) 1 1 Yes 5 3 v . 5 .5 .5

Rev3 . R . . *4 *4 . *4 *4
CJ2B-EIP21 1 1 o 5 3 v . 5 v v
CJ1W-EIP21 Rev3 *1 *1 . . *2 . . . .
(NJ) “ o 2 2 s 4 4 Yes 4 4

Rev3 . . . *4 *4 . *4 *4
CJ2M 1 1 Yes Yes 5 *5 *5 5 *5 *5
NJ501-0000 E,e‘” ; ; *2 2 | Yes *é | Yes x No x
NJ301-0000 Rev2 = = >
NJ101 * * * *

«g *0 *9 2 2 Yes *6 Yes Yes 4 4
NX701 Rev2 | o No *2 *2 Yes *é No *4 *4 *4
NX102 Revz | No *2 *2 Yes *2 No | Yes | Yes *4
NX1P2 REV2 No No *2 *2 Yes *g No Yes Yes Yes

Yes: Can be changed.
No: Cannot be changed.

*1
*2

*3

*4

*5
*6

*7
*8

7-78

Cannot be changed if a network variable is specified as a tag.

Cannot be changed if the maximum size of a tag name or tag set name (size after conversion into UTF-8)
exceeds 48 bytes.

Cannot be changed if the following items exceed the permissible settings of the device after the change:
Number of I/0 connections, number of tags, number of tag sets, and size of one tag set.

Cannot be changed in any of the following cases:

¢ The number of I/O connections, number of tags, number of tag sets, or size of one tag set exceeds the per-
missible settings for the device after the change.

* RPI exceeds the permissible settings or is set in 0.5-ms increments (such as 10.5 ms).
Cannot be changed if a tag or tag set size is an odd number of bytes.

Cannot be changed if tags or tag sets exceed the permissible settings for the refreshing size, or one of the tag
sizes is an odd number of bytes.

CPU Unit with a unit version 1.00 to 1.02
CPU Unit with a unit version 1.03 or later
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7-2-18 Displaying Device Status

Device status is displayed using the following icons in Maintenance Mode. To enter Maintenance Mode,

select Large Icons - Maintenance Mode from the View Menu.

@ EtherNet/P_1 [ () EtherNet/IP_2

W 8 M

192.168.250.2 192.168.250.10 192.168.250.3

NJE01-1500 CI2M-EIP21 MNJBOT-1500
o | | |
Icon Status
Offline
(white)
') Default (including no Controller Configurations and Setup)
(gray)
@ Idle (including when CPU Unit of Controller is in PROGRAM
mode)
(green)
@ Normal communications state (including when Controller is
in RUN mode)
(blue)
r Warning status (including when there is a partial fault or non-
fatal error)
(yellow)
Alarm status (including when there is a major fault or fatal
4 )
error in the Controller)
(red)
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7 Tag Data Link Functions

7-3 Ladder Programming for Tag Data

Links

7-3-1

7-80

Ladder Programming for Tag Data Links

If data in the ladder program is linked by tag data links, add conditions 1 to 3 in the ladder program for
that data. If you want to use target node Controller information in the input conditions, add conditions 4
and 5.

® Conditions to enable the NJ/NX-series Built-in EtherNet/IP Port’s tag data
links:

(1) The following error bits in the Built-in EtherNet/IP Error variable (_EIP_ErrSta) are
FALSE.
Major fault: Bit 7,
Partial fault: Bit 6,
and Minor fault: Bit 5

(2) Also, the Online variable (_EIP_EtnOnlineSta)*1 is TRUE.

® Conditions showing that connections are established with the target device,
and tag data links are operating:

(3) The bit corresponding to the target node address in the Normal Target Node Informa-
tion variable (_EIP_EstbTargetSta)'2 is TRUE.

® Condition for the Controller operating mode (operating or stopped) of the
target node (valid for OMRON Controllers only):

(4) The bit corresponding to the target node address in the Target PLC Operating Mode
(_EIP_TargetPLCModeSta)*3 is TRUE.

® Condition for the Controller error status (fatal or non-fatal error) of the target
node (valid for OMRON Controllers only):

(5) The bit corresponding to the target node address in the Target PLC Error Information
(_EIP_TargetPLCErr)"4 is FALSE.

When you want to use the Target Node Controller Error Flag, the Controller status must be
included in the tag sets for both the originator and target. Include the Controller status by
using the Network Configurator to select the Include Options in the Edit Tag Set Dialog
Boxes.

*1 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta
Built-in EtherNet/IP port 2: _EIP2_EtnOnlineSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta

*2 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta
Built-in EtherNet/IP port 2: _EIP2_EstbTargetSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta
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*3 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta
Built-in EtherNet/IP port 2: _EIP2_TargetPLCModeSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta

*4 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCErr
Built-in EtherNet/IP port 2: _EIP2_TargetPLCErr
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCErr

® Programming Example to Detect Normal Operation

. . . o . ~
The following programming can be used to confirm that normal communications are being per- &
formed for each target node. If the Controller status is included in the tag data, the status of the Con- g
troller can also be detected. a
2]
* Programming Example 1 to Detect Normal Operation 5‘9
Q
Normal Target Node - Target PLC Operating Target PLC Error o
Online Information (#1) Mode (#1) Information (#1) 3
(_EIP_EtnOnlineSta)" _EIP_EstbTargetSta[1]* _EIP_TargetPLCModeSta[1]? _EIP_TargetPLCEr1]* 3
| | | | | | | Node 1 data a
| | | | | | [ link operation o
normal -
g
L / E
Normal Target Node Iy
Information ~  Target PLC Operating Target PLC Error N -
(#2) Mode (#2) Information (#2) 3
_EIP_EstbTargetSta[2]2 | _EIP_TargetPLCModeSta[2]®  _EIP_TargetPLCEm{2]* ]
| | | | | Node 2 data
| | | | /f link operation
normal 7
I

| . J
|

I
I
I
¢ Programming Example 2 to Detect Normal Operation

o
@
-
2
Q
_ All Tag Data Links Q
Online _ Communications Status RY
(_EIP_EtnOnlineSta)" _E|p_TDLinkAlIRunSta™ 8
| | | | Data link 8
| | | | operation g
normal 5
@
n
Target PLC Target PLC g
Operating Mode (#1) Error Information (#1) o
_EIP_EstbTargetSta[1]? _EIP_TargetPLCEr1]* «@
[ | Node 1 data QD,
| /}/f link operation &
normal [
=)
&
\ J
Target PLC Target PLC
Operating Mode (#2) Error Information (#2)
_EIP_EstbTargetSta[2]? _EIP_TargetPLCErr[2]*
[ | Node 2 data
| | /}/f link operation
normal
| 1
L J
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*1

*2

*3

*4

*5

This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta

Built-in EtherNet/IP port 2: _EIP2_EtnOnlineSta

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta

This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta

Built-in EtherNet/IP port 2: _EIP2_EstbTargetSta

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta

This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta

Built-in EtherNet/IP port 2: _EIP2_TargetPLCModeSta

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta

This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_TargetPLCErr

Built-in EtherNet/IP port 2: _EIP2_TargetPLCErr

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_TargetPLCErr

This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_TDLinkAlIRunSta

Built-in EtherNet/IP port 2: _EIP2_TDLinkAlIRunSta

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_TDLinkAlIRunSta
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7 Tag Data Link Functions

® Programming Example to Detect Errors

The following programming can be used to check for tag data link errors for each target node. This
programming is used to detect errors only after the data links for all nodes have started normally.

Normal Target
Online Node Information (#1)
(_EIP_EtnOnlineSta)" _EIP_EstbTargetSta[1]?

| | [11 Node 1 error output
[ 1]

Normal Target
Node Information (#1) Node 1
_EIP_EstbTargetSta[1]? error output

J/ | |
I I
Normal Target

Node Information (#2)
_EIP_EstbTargetSta[2]?

I l I O Node 2 error output

Normal Target
Node Information (#2) Node 2
_EIP_EstbTargetSta[2]? error output

i |

I
:
*1  This is a system-defined variable for an NJ-series CPU Unit.

For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.

Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta

Built-in EtherNet/IP port 2: _EIP2_EtnOnlineSta

For an NX1P2 CPU Unit, shown below.

Built-in EtherNet/IP port 1: _EIP1_EtnOnlineSta

*2 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta
Built-in EtherNet/IP port 2: _EIP2_EstbTargetSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta

s)yui eyeq be] Joj Buiwwelboad Jappe g-/

.q

® Data Processing Programming Example

* The following type of programming can be used to process data only when the data links are oper-
ating normally.

syu eyeq bel Joj Buiwweliboid Jeppe L-g-/

OO

r=—=n r=-=

| | |
1220 L—_d | The parts of the ladder

. Normal operation flag program that use the data
Additional parts < s - ——a [ link area for the relevant

N_I H_: : node are processed only
when the corresponding

W—

[ | p——

: Normal operation flag normal operation flag is ON.
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You can use MC - MCR instructions and JMP instructions to process data only when the data links
are operating normally as shown below.

Node A data link
normal operation flag

|1
| T MC
1

|

! Node A data processing

MCR

Node B data link
normal operation flag

|1

| T MC
1
1

' > Node B data processing

MCR

Node C data link
normal operation flag

| MC
1
1

' % Node C data processing

it

MCR

El Precautions for Correct Use

Even if an error occurs in communications with a target device, the input data from the target
device will remain stored in words allocated in memory to the local node. To prevent malfunc-
tions, write the user program so that no input processing is performed when the following Built-in
EtherNet/IP Error (_EIP_ErrSta) bits are TRUE.

Maijor fault: Bit 7

Partial fault: Bit 6

Minor fault: Bit 5
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7-3-2 Status Flags Related to Tag Data Links

The status of the tag data links is reflected in the following system-defined variables.

Variable name Description
_EIP_TargetPLCModeSta[255] "1 (Target PLC This variable shows the operating status of the target node
Operating Mode) Controllers that are connected with the built-in EtherNet/IP

port as the originator. The information in this area is valid
only when the corresponding Normal Target Node Informa-
tion is TRUE. If the corresponding Normal Target Node Infor-
mation is FALSE, the Target Node Controller Operating
Information indicates the previous operating status.

* Corresponds to the Controller Operating Flag
in the Controller status.

Array[x] is TRUE: The target Controller with a node address
of x is in operating status.

Array[x] is FALSE: Other than the above.

_EIP_TargetNodeErr[255]"2 (Target Node Error | This variable indicates that the connection for the Registered
Information) Target Node Information was not established or that an error
occurred in the target Controller. The information in this area
is valid only when the Registered Target Node Information is
TRUE.

Array[x] is TRUE: The Registered Target Node Information
for a node address of x is TRUE, and the Normal Target
Node Information is FALSE or the Target PLC Error Informa-
tion is TRUE.

Array[x] is FALSE: When the Registered Target Node Infor-
mation for a node address of x is FALSE, or when the Regis-
tered Target Node Information is TRUE, the Normal Target
Node Information is TRUE, and the Target PLC Error Infor-
mation is FALSE.

_EIP_EstbTargetSta[255]"3 (Normal Target Node | This variable gives a list of nodes that have normally estab-
Information) lished EtherNet/IP connections.

* Corresponds to the Controller Error Flag in the
Controller status.

s)yui eyeq be] Joj Buiwwelboad Jappe g-/

N

* This status is not included in the Controller sta- | Array[x] is TRUE: The connection to the node with a node
tus. address of x is established normally.

Array[x] is FALSE: A connection is not established or an
error has occurred.

*1 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta
Built-in EtherNet/IP port 2: _EIP2_TargetPLCModeSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_TargetPLCModeSta

*2 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_TargetNodeErr
Built-in EtherNet/IP port 2: _EIP2_TargetNodeErr
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_TargetNodeErr

*3 This is a system-defined variable for an NJ-series CPU Unit.
For an NX701 CPU Unit and an NX102 CPU Unit, the variable is varied by the built-in EtherNet/IP port number
to communicate with.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta
Built-in EtherNet/IP port 2: _EIP2_EstbTargetSta
For an NX1P2 CPU Unit, shown below.
Built-in EtherNet/IP port 1: _EIP1_EstbTargetSta

syur eyeq bey o} pajejey sbej4 sneys z-g-2
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7 Tag Data Link Functions

7-4 Tag Data Links with Other Models

The performance of tag data links depends on the CPU Unit and EtherNet/IP Unit model as shown
below. When you use tag data links between the built-in EtherNet/IP port on the NJ/NX-series CPU Unit
and another CPU Unit or EtherNet/IP Unit, use tag data link settings of the Unit with the lower commu-

nications performance.

® Differences in Tag Data Link Performance Specifications

NX-series CPU Unit

CJ2M-CPU3O

NJ-series CPU Unit - - CS1W-EIP21,
ltem : : Unit version CJIW-EIP21,
NX701 | NX102 | Nx1p2 | Unitver- | Unitver- 240r | OrCJ2H-
sion 1.00 | sion 1.03 2.0 I;ater CPUGLI-EIP
to 1.02 or later
Tags Total size | 184,832 9,600 9,600 words 640 words 184,832
of all tags | words words words
(total of (total of
369,664 19,200
words words
with two with two
ports) ports)
Maxi- 722 words | 300 words (299 words when the tag set includes | 20 words 640 words | 722 words
mum size | (721 words | the Controller status) (19 words | (639 words | (721 words
of 1 tag when the when the when the when the tag
tag set tag set tag set set includes
includes the includes the | includesthe | the Controller
Controller Controller | Controller | status)
status) status) status)
Number | 256 (total of 512 tags | 2564 32 256
of regis- | with two ports)
trable
tags
Tag sets | Maxi- 722 words | 300 words (299 words when the tag set includes | 20 words 640 words | 722 words
mum size | (721 words | the Controller status) (19 words | (639 words | (721 words
of 1 tag when the when the when the when the tag
set tag set tag set tag set set includes
includes the includes the | includesthe | the Controller
Controller Controller Controller status)
status) status) status)
Number | 8 (7 tags when the tag set includes the Controller status)
gfetratgz Note Input and output variables cannot be combined.
set
Number | 256 (total | 32 (total 32 32 256
of regis- | of 512 of 40 with
trable tag | tags with | two
sets two ports) ports)™2
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NX-series CPU Unit CJ2M-CPU3[]
NJ-series CPU Unit - - CS1W-EIP21,
Item : : Unit version CJIW-EIP21,
NX701 | NX102 | Nx1p2 | Unitver- | Unitver- 240r | OrCJ2H-
sion 1.00 | sion 1.03 2.0 I:ater CPU6I-EIP
to 1.02 or later
Connec- | Number | 256 (total | 32 (total 32 32 256
tions of con- of 512 of 64 with
nections | connec- two ports)
tions with
two ports)
Maxi- 722 300 words (Refer to 7-1-7 Concurrency of Tag | 20 words | 640 words | 252 words or
mumdata | words*3 Data Link Data for information on the conditions (Data concurrency is 722 words*3
size per (Data con- | to maintain concurrency in the data for one con- maintained within each | (Data con-
connec- | currency | hection.) connection.) currency is
tion is main- maintained
tained within each
within connection.)
each con-
nection.)
Packet intervals 0.5t0 1to 2 to 10 to 1to 1t0 10,000 msin 0.5- |0.5to
(RPIs) 10,000 10,000 10,000 10,000 10,000 ms increments 10,000 msin
msin 0.5- | msin 1- ms in 1- msin 1- ms in 1- 0.5-ms
ms incre- | msincre- | msincre- | msincre- | msincre- increments
ments ments ments ments ments
Communications 40,000 12,000 3,000 pps | 1,000 pps | 3,000 pps | 3,000 pps 6,000 pps
bandwidth used pps*® pps’®

(pps) *1

*1 Here, pps means “packets per second” and indicates the number of packets that can be processed in one sec-

ond.

*2  When tag sets that exceed total of 40 are set, a Number of Tag Sets for Tag Data Links Exceeded (840E0000
hex) event occurs.

*3 To use a data size of 505 bytes or more, the system must support a large forward open (an optional CIP spec-

ification). The SYSMAC CS/CJ-series Units support Large_Forward_Open, but before you connect to nodes of

other companies, confirm that those devices also support it.

*4  The maximum number of tags is given for the following conditions.

* All tag sets contain eight tags.

¢ The maximum number of tag sets (32) is registered.

*5 The maximum communications data size of two ports in total when two built-in EtherNet/IP ports are used
simultaneously.
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7 Tag Data Link Functions

® Specifying Tags

You can specify where to assign a tag either with a variable or with a I/O memory address. However,
some CPU Units may not support both of these methods. Communications with the devices are pos-
sible regardless of whether the remote node tags are set using I/O memory addresses or network

variables.

The supported tag specification methods for each CPU Unit are listed in the table below.

Yes: Supported, No: Not supported

CPU Unit Name in Hardware List of | Network variable | /O memory address
EtherNet/IP Unit Network Configurator name specification specification
NX-series CPU Unit --- NX701 Yes No
NX102-0000 Yes Yes™1*2
NX1P2 Yes Yes™1*2
NJ-series CPU Unit - NJ501-00000 Yes Yes*1
NJ301-0000
NJ101
CJ1W-EIP21 CJ1W-EIP21(NJ) Yes Yes*1
CJ2H-CPUB-EIP CJ2B-EIP21 Yes Yes
CJ1W-EIP21 CJ1W-EIP21(CJ2) Yes Yes
CJ2H-CPU6BO CJ1W-EIP21 CJ1W-EIP21(CJ2) No Yes
CJ2M-CPU3O --- CJ2M-EIP21 Yes Yes
CJ1W-EIP21 CJ1W-EIP21(CJ2) Yes Yes
CJ2M-CPU1O CJ1W-EIP21 CJ1W-EIP21(CJ2) No Yes
CJ1 CPU Unit CJ1W-EIP21 CJ1W-EIP21 No Yes
CS1 CPU Unit CS1W-EIP21 CS1W-EIP21 No Yes

*1 To specify an I/O memory address for a tag, do not specify the I/O memory address for the tag directly. Instead, create a
variable, set an AT specification of the I/O memory address on the Sysmac Studio, and then specify the variable with the
AT specification for the tag.

*2 Foran NX102 CPU Unit and an NX1P2 CPU Unit, you need to set CJ memory to use the I/0O memory address. For details
on CJ memory setting, refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501).
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8 CIP Message Communications

8-1 Overview of the CIP Message
Communications Service

8-1-1 Overview of the CIP Message Communications Service

CIP commands can be sent to devices on the EtherNet/IP network whenever they are required. You
execute CIP_SEND instructions in a program in the NJ/NX-series CPU Unit to send CIP commands,
such as those to read and write data and to receive the responses.

You can use CIP messages from the client to read and write memory in the Controller with the server
without adding any special programming to the user program of the Controller with the server.

; Built-in
NJ/NX-series
Controller EtherNet/IP or host computer
port
A
CIP command
EtherNet/|P e —
CIP response v
) Built-in

NJ/NX-series [ EtherNet/IP
Controller port

8-1-2 Message Communications Service Specifications

Item Specification

Message type Either of the following can be selected.

991A19G SuolIeIIUNWIWOY) aBeSSAIN dID dY} JO MBIAIBAQ |-8

CIP UCMM connectionless messages
CIP class 3 connection messages

CIPSend (Send Explicit Message Class 3) instruction or CIPUC-
MMSend (Send Explicit Message UCMM) instruction

Sending required CIP commands and receiving responses

Execution method

Data contents

Communications parameters Message type, timeout value, and root path specification

Maximum length Non-connection 502 bytes
per connection type (UCMM)

Connection type ¢ Using Forward_Open

(class 3) 502 bytes

* Using Large_Forward_Open
NX701 CPU Unit: 8192 bytes
NX102 CPU Unit: 1994 bytes
NX1P2 CPU Unit: 1994 bytes
NJ-series CPU Unit: 1994 bytes

901A19G SUONEIUNWWOY) 36ESSS d|D dY) 10 MBIAIBAQ |-1-8
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8-2 CIP Messaging Communications
Client Function

8-2-1 Overview

The CIP Messaging Communications Client function is available for an NJ/NX-series CPU Unit. This
function allows you to request a service by sending CIP messages to an external device and specifying
a self-contained object of a device supporting the CIP Communication Server functions.

The NJ/NX-series CPU Unit executes CIP communications instructions in the user program and send
CIP messages. In this way, you can use CIP messages to execute instructions such as reading and
writing variables (data) of the NJ/NX-series CPU Unit on the EtherNet/IP network.

NJ/NX-series o NJ/NX-series
CPU Unit Built-in EtherNet/IP port CPU Unit Built-in EtherNet/IP port

- -~

[—— CIP_SEND — — — - CIP communications instruction [~ — -t — Specify a variable name.

:'\7 EtherNet/IP

\ Specify the CIP communications parameters,
such as the route path, as well as the service

code, the request path, and the service data.
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8 CIP Message Communications

8-2-2 CIP Communications Instructions

The following CIP communications instructions are available. For details on CIP communications

instructions, refer to the NJ/NX-series Instructions Reference Manual (Cat. No. W502).

Instruction

Name

Description

Communica-
tions method

CIPUCMMRead

Read Variable
UCMM Explicit

Reads the value of a variable with a Network Publish attribute from
the specified remote Controller on the CIP network and stores the
value in a variable at the local Controller.

CIPUCMMWrite

Write Variable
UCMM Explicit

Writes the value of a variable at the local controller to a variable
with a Network Publish attribute at the specified remote Controller
on the CIP network.

CIPUCMMSend

Send Explicit
Message
UCMM

Sends a specified CIP command to the specified remote Controller
on the CIP network.

Refer to 8-2-10 Response Codes and 8-5 CIP Object Services for
information on the service codes and response codes that are used
with the NJ/NX-series CPU Units.

CIP UCMM
connectionless
messages

CIPOpen

Open CIP Class
3 Connection
(Large_For-
ward_Open)

Opens a CIP class 3 connection (Large_Forward_Open) with the
specified remote node.

CIPOpenWithD
ataSize

Open CIP Class
3 Connection
with Specified
Data Size

Opens a CIP class 3 connection with the specified remote node that
allows class 3 explicit messages of the specified data length or
shorter to be sent and received.

Read Variable

Reads the value of a variable with a Network Publish attribute from

CIPRead Class 3 Explicit | the specified remote Controller on the CIP network and stores the
value in a variable at the local Controller.

Write Variable Writes the value of a variable at the local controller to a variable

CIPWrite Class 3 Explicit | with a Network Publish attribute at the specified remote Controller
on the CIP network.

Send Explicit Sends a specified class-3 CIP command to the specified remote
Message Class | Controller on the CIP network.

CIPSend 3 Refer to 8-2-10 Response Codes and 8-5 CIP Object Services for
information on the service codes and response codes that are used
with the NJ/NX-series CPU Units.

Close CIP Class | This instruction closes the CIP class 3 connection that is specified

CIPClose

3 Connection

by the handle.

CIP class 3 con-
nection mes-
sage

I Version Information

A CPU Unit with unit version 1.06 or later and Sysmac Studio version 1.07 or higher are required
to use the CIPOpenWithDataSize instruction.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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8 CIP Message Communications

8-2-3 Using CIP Communications Instructions

CIP message communications include the following processes. If CIP class 3 connections are used,
the open and close processes are required before and after the data is sent and received.

Process

Description

Instruction

Open process
(only for CIP
class 3 connec-

tions)"1

Execute this process before you use a CIP message. Open pro-
cessing is continued until a CIP class 3 connection is established.

CIPOpen
CIPOpenWithDataSize

Sending and This process is used to read and write data for specified variables | CIPUCMMRead

receiving vari- with the Network Publish attributes. CIPUCMMWrite

able data™2 CIPRead
CIPWrite

Sending CIP You can set the required CIP command. CIPUCMMSend

commands CIPSend

Close process This process closes the connection. CIPClose

(only for CIP
class 3 connec-
tions)

*1

The maximum number of connection handles that you can obtain simultaneously by the opening process is 32.

Even if a connection is broken for a timeout, the handle is not released. Execute the CIPClose instruction.

*2 Addresses in memory for CJ-series Units (e.g., DO000) cannot be specified directly. To access memory for CJ-series
Units, access a variable with an AT specification. (Accessing is possible only for an NJ-series CPU Unit.)

Local Controller

Remote Controller

! MyArray : ARRAY(0..9] OF WORD:

. E
E MyArray[0] : | Value of DO000O in remote Controller E
E : Value of DO0001 in remote Controller E
H Value of D00002 in remote Controller ||
E ....... E
i MyArray[9] : | Value of DO0009 in remote Controller ,:

(1) Variable
specified.
|
1 CIPRead
|
I Execute
‘ Handle (2) Reads data
VAR_1"  — SrcDat starting at D000
5 — Size for the number of
_________ - elements.
‘MyArray | DstDat —
‘WORD[10] :
Ryt [ -- 1 4 RcvSize
* To access memory for CJ-series Units in

. the local Controller, you also must assign
« the required addresses to variables.

El Precautions for Correct Use

v

VAR : ARRAY[0..9] OF WORD AT %D0

Network Publish attribute

D00000
Assigned D00001
D00002
///\\ D00009

Addresses in the memory for
CJ-series Units are assigned to the
variable and the variable is given
the Network Publish attribute.

You can execute up to 32 CIP communications instructions at the same time regardless of the

instruction types.

Use exclusive control in the user program so that the number of CIP communications instruc-
tions executed at the same time does not exceed the above numbers.
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8 CIP Message Communications

8-2-4 Route Path

The route path indicates the path from the local CPU Unit to the remote Controller on the network.
Routing is performed for CIP communications instructions based on route paths.

I Route Path Notation

The EPATH data type is used to give route paths. The basic format is shown below.

Network_type _number \Remote_address

® NX701 CPU Unit and NX102 CPU Unit
Two internal CPU Units are provided (each with a unique unit address) to control the two built-in Eth-
erNet/IP ports.
* For built-in EtherNet/IP port 1: CPU Unit with a unit address of 00 hex (CPU #00)
* For built-in EtherNet/IP port 2: CPU Unit with a unit address of 01 hex (CPU #01)

In the route path of the CIP communication instruction (RoutePath in-out variable), add entries that
recognize the above two CPU Units (CPU#00 and CPU#01) before sending the CIP communication
instruction.

Route path when sending a CIP communication instruction
* When issuing a CIP communication instruction, issue from CPU #00. (a)
* To output from built-in EtherNet/IP port 2, output from CPU #00 via CPU #01. (b) to (c)

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit
Backplane
CPU#00 port (#01) CPU#01
(Unit address 00 hex) > (Unit address 01 hex)
(b)
_@]_ __lo__
Communications I Communications I === == == ===
| port (#02) . | port (#02) . IP address: | IPaddress: |
i i 1192.168.250.2 1192.168.251.2
i, b - = = - foe)
— — @ o
Built-in EtherNet/IP Built-in EtherNet/IP IN
port 1 port 2 3
&
R
)
0
Content entered in route path
Route —
Route notation Network type number Destination address
(hexadecimal) (hexadecimal)
Output from built-in | (a) #02 (communications port) IP address
EtherNet/IP port 1
Output from built-in | (b) #01 (backplane port) #01(unit address of CPU Unit)
EtherNet/IP port 2 (CPU #01 for built-in EtherNet/IP
port 2 communication)
(c) #02 (communications port) IP address

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 8-7



8 CIP Message Communications

Route Path

Output from built-in EtherNet/IP port 1: 02\192.168.250.2

(a)

Output from built-in EtherNet/IP port 2 : 01\#01 \02\192.168.251.2

(b) ()

¢ Regardless of to which communications port (EtherNet/IP port 1 or 2) the data is actually input, you
can access both CPU Units (CPU#00 and CPU#01) that control the EtherNet/IP ports, via backplane

p

® NX1P2 CPU Unit

ort.
Example:

Inputting an Ethernet Link object (class ID: F6 hex) through built-in EtherNet/IP port 1 of the destina-
tion NX701 CPU Unit, and reading the settings and status of built-in EtherNet/IP port 2

NX701 CPU Unit

Backplane
CPU#00 port (#01) CPU#01
(Unit address 00 hex) » (Unit address 01 hex)
(b)
C_or’rTmuniEati_on; K r 5orﬁm_uni‘,aﬁon_s-;
| _pot(#02) _ | _ port(#02) _
|= = = = = Built-in EtherNet/IP Built-in EtherNet/IP
| IP address : | port 1 port 2
I.192.168.250.1 |
(a)
Route Path : 02\192.168.250.1 \01\#01

(@) (b)

The network type number and the remote address are determined as shown in the following table
according to whether the route type is (1) a Unit on the CPU Rack or (2) a communications port on a

Communications Unit.

Route Network type number Remote address
(hexadecimal) (hexadecimal)
1. Output to Unit on CPU Rack #01 (backplane port) Remote Unit address (Refer to
Ad(ditional Information below.)
2. Output from communications #02 (Built-in EtherNet/IP port) IP address
port on Communications Unit
NX1P2
CPU Unit
I (1)
BackPlane
Port (#01)
SSFT{QSS;C‘"W”S I IP address

(2)
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8 CIP Message Communications

(1) When Routing the Output to a Unit on the CPU Rack

Output the command to the backplane port as a network with the CPU Rack. Specify the
Unit address as the address of the remote Unit.

(2) When Routing the Output to a Communications Port on a Communications Unit

Output the command to an EtherNet/IP port. Specify the IP address as the address of the
remote node.

% Additional Information

Unit Addresses
A unit address is used to discriminate several devices connected to a single node on a network.

Set the unit address as shown below.
¢ CPU Unit: 00 hex, 01 hex

® NJ-series CPU Unit

The network type number and the remote address are determined as shown in the following table
according to whether the route type is (1) a Unit on the CPU Rack or (2) a communications port on a
Communications Unit.

Route Network type number Remote address
(hexadecimal) (hexadecimal)
1. Output to Unit on CPU Rack #01 (backplane port) Remote Unit address (Refer to
Ad(ditional Information below.)
2. Output from communications #02 (Built-in EtherNet/IP port) IP address
port on Communications Unit

NJ-series CPU Unit

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

port #01

Unit address i

r
|
Backplane 1) :

Communications
port (#02) T T LTI

___________________

yied 8Inoy -¢-8

(1) When Routing the Output to a Unit on the CPU Rack

Output the command to the backplane port as a network with the CPU Rack. Specify the
Unit address as the address of the remote Unit.

(2) When Routing the Output to a Communications Port on a Communications Unit

Output the command to an EtherNet/IP port. Specify the IP address as the address of the
remote node.
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8 CIP Message Communications

@ Additional Information

Unit Addresses
A unit address is used to discriminate several devices connected to a single node on a network.

Set the unit address as shown below.
¢ CPU Unit: 00 hex, 01 hex
¢ CPU Bus Units (EtherNet/IP Units): Unit number + 10 hex

I Route Path Notation Examples

® NX701 CPU Unit and NX102 CPU Unit

The route path notation is different for communication using built-in EtherNet/IP port 1 (CPU#00)
and for communication using built-in EtherNet/IP port 2 (CPU#01). This section provides examples
of route paths.

This example explains communication via an NX-series CPU Unit.

(1) Using built-in EtherNet/IP port 1 (local CPU #00)
(Local CPU #00 to destination CPU #00)

NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit
CPU#00 CPU#01 CPU#00 CPU#01
(Unit address 00 hex) (Unit address 01 hex) (Unit address 00 hex) (Unit address 01 hex)
! _Co_mn_wuaca_tio;s_| ! _Co_mn_mr;ceﬁio;s] l_Cchau;ica_\tic;\sj ! _Cc;nr;urﬁca_tioﬁs]
I port#02) | I port@02) | I port#02) I port(#02) |
Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP
port 1 port 2 T port 1 port 2
@) IP address :

192.168.250.2

Local CPU #00 to destination IP address
* Network type number: “02” (Output to communication port)
* Destination address: Specify the destination IP address

Route Path : 02\192.168.250.2

(2) Using built-in EtherNet/IP port 2 (local CPU #01)
(Local CPU #00 to destination CPU #01 via local CPU #01)

NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit
Backplane port
CPU#00 (#01) CPUH#01 CPU#00 CPU#01
(Unit address 00 hex) T’ (Unit address 01 hex) (Unit address 00 hex) (Unit address 01 hex)
a
Communications | Communications | Communications | Communications |

port (#02) | I port@#02) | I port@#02) | port (#02)

Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP

port 1 port 2 port 1 port 2

(b)
IP address :

192.168.251.2
(a) Local backplane to local CPU #01
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8 CIP Message Communications

* Network type number: ”01” (Output to Backplane port)

« Destination address: "#01” (CPU#01)"1

*1 This is in order to output using the sender IP address of built-in EtherNet/IP port 2.
(b) Local CPU #01 to destination IP address

* Network type number: "02” (Output to communication port)

* Destination address: Specify the destination IP address

Route Path : 01\#011021192.168.251.2
(@) (b)

(3) Communicating with destination built-in EtherNet/IP port 2 (destination CPU #01) via
destination built-in EtherNet/IP port 1 (destination CPU #00)
(Local CPU #00 to destination CPU #01 via destination CPU #00)

NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit
Backplane port
CPU#00 CPU#01 CPU#00 (#01) CPU#01
(Unit address 00 hex) (Unit address 01 hex) (Unit address 00 hex) —’(b) (Unit address 01 hex)
'_Co_mr?nu;ica_tio_nsj '_Co_mn_wurﬁca_tio_nsj ! _Co_mmuﬁca_tio_ns_| I_Co_mn_wunic;tio_ns_|
I port@02) I port (#02) I port(#02) I port (#02)
Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP
port 1 port 2 T port 1 port 2
(a) IP address :

192.168.250.2
(a) Local CPU #00 to destination IP address
¢ Network type number: "02” (Output to communication port)
» Destination address: Specify the destination IP address

(b) Destination backplane to destination CPU #01
¢ Network type number: ”01” (Output to Backplane port)
* Destination address: "#01” (CPU#01)

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

Route Path : 021192.168.250.2 \01\#01
(@) (b)

@
N
N
(4) Communicating with destination built-in EtherNet/IP port 1 (destination CPU #00) via 3
destination built-in EtherNet/IP port 2 (destination CPU #01) &
(Local CPU #00 to destination CPU #00 via destination CPU #01) D
5
NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit
Backplane port Backplane port
CPU#00 (#01) CPU#01 CPU#00 (#01) CPU#01
(Unit address 00 hex) T (Unit address 01 hex) (Unit address 00 hex) ‘T (Unit address 01 hex)
: _Co_mr;unica_tio_ns_| I_Co_mr;unice?tio_ns_| : _Co_mr;unica_tio_ns_| : _Co_mn:unica;io;s_|
I port(#02) I port (#02) I port#02) I port@#02)
Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP
port 1 port 2 port 1 port 2
(b)
IP address :

192.168.251.2
(a) Local backplane to local CPU #01
* Network type number: ”01” (Output to Backplane port)
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8 CIP Message Communications

* Destination address: "#01” (CPU#01)"1

*1  This is in order to output using the sender IP address of built-in EtherNet/IP port 2.
(b) Local CPU #01 to destination IP address

* Network type number: ’02” (Output to communication port)

* Destination address: Specify the destination IP address

Route Path : 01\#01 \02\192.168.251.2

(a) (b)
(c) Destination CPU #01 to destination CPU #00
* Network type number: ”01” (Output to Backplane port)
* Destination address: "#00” (CPU#00)

Route Path : 01\#01102\192.168.251.2\01\#00
(@) (b) ()

(5) Using an NX701 CPU or an NX102 CPU Unit as a relay unit (built-in EtherNet/IP port 1
to built-in EtherNet/IP port 2)
(Local CPU #00 to destination CPU #00 via relay CPU #00 and relay CPU #01)

NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit (Relay unit) NX701 CPU Unit or NX102 CPU Unit
Backpl
CPU#00 CPU#01 CPU0 | vt 01) | (CPUROI CPU00 CPU#01
(Unit address (Unit address (Unit address ————- (Unit address (Unit address (Unit address
00 hex) 01 hex) 00 hex) (b) 01 hex) 00 hex) 01 hex)
_________ - _ _ N [ N N
! Communications ! Communications ! ! Communications ! ! Communications ! ! Communications ! ' Communications !

|
I port (#02) 1 I port (#02) 1 I port (#02) 1 I port (#02) 1 I port (#02) 1 I port (#02) 1

port 1 port 2 port 1 port 2 port 1 port 2

P address : P address :
(@) 192.168.250.2 © 192.168.252.3

TBuiIt-in EtherNet/IP Built-in EtherNet/IP ?Built—in EtherNet/IP TBuilt-in EtherNet/IP ?Built—in EtherNet/IP Built-in EtherNet/IP
| |

(a) Local CPU #00 to relay IP address

* Network type number: ’02” (Output to communication port)
* Destination address: Specify the relay IP address

(b) Relay backplane to relay CPU #01

* Network type number: ”01” (Output to Backplane port)

* Destination address: "#01” (CPU#01)"1

*1  This is in order to output using the sender IP address of built-in EtherNet/IP port 2.

(c) Relay CPU #01 to destination IP address
* Network type number: ’02” (Output to communication port)
* Destination address: Specify the destination IP address

Route Path : 021192.168.250.2\01\#01\021192.168.252.3
(@) (b) ()
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8 CIP Message Communications

(6) Using an NX701 CPU or an NX102 CPU Unit as a relay unit (built-in EtherNet/IP port 2
to built-in EtherNet/IP port 1)
(Local CPU #00 to destination CPU #00 via local CPU #01, relay CPU #01, and relay

CPU #00)
NX701 CPU Unit or NX102 CPU Unit NX701 CPU Unit or NX102 CPU Unit (Relay unit) NX701 CPU Unit or NX102 CPU Unit
Backpl Backpl
CPUA00 | ovt o1y | CPUKOT CPUA00 | ort 01, |1 (CPUADT CPU#00 CPU#01
(Unit address ————— (Unit address (Unit address ¢————(Unit address (Unit address (Unit address
00 hex) (a) 01 hex) 00 hex) (c) 01 hex) 00 hex) 01 hex)
' Communications ! ' Communications ! ! Communications ! ! Communications ! ! Communications ! ! Communications !
! _port(#02) 1 ! _port(#02) 1 I port (#02) 1 ! _port (#02) | ! _port (#02) | ! _port (#02) |
Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP A Built-in EtherNet/IP Built-in EtherNet/IP Built-in EtherNet/IP
port 1 port 2 port 1 port 2 port 1 port 2
IP address : IP address :
192.168.251.2 192.168.252.3
(d)
(b)
(a) Own CPU #00 to relay IP address
¢ Network type number: ”01” (Output to Backplane port)
+ Destination address: "#01” (CPU#01)"1

*1 This is in order to output using the sender IP address of built-in EtherNet/IP port 2.
(b) Relay backplane to relay CPU #01

* Network type number: "02” (Output to communication port)
* Destination address: Specify the relay IP address

(c) Relay backplane to relay CPU #00

* Network type number: ”01” (Output to Backplane port)

« Destination address: "#00” (CPU#00)"1

*1 This is in order to output using the sender IP address of built-in EtherNet/IP port 1.

(d) Relay CPU #00 to destination IP address
* Network type number: ’02” (Output to communication port)
» Destination address: Specify the destination IP address

Route Path : 01\#01\02192.168.251.2\01\#00\021192.168.252.3
(@) (b) () (d)

® NX1P2 CPU Unit

This section provides examples of route paths.

(1) Communicating between Built-in EtherNet/IP Ports

Example: Communicating between Built-in EtherNet/IP Ports on CPU Unit 1 and CPU Unit
2

CPU Unit #1 CPU Unit #2

CPU#00
(Unit address 00 hex)

ICo_mm_um(fmons rfrt_# 2_)| I |P address
{ | 192.168.250.2
L— — — - = J
TBuiIt-in EtherNet/IP port f Built-in EtherNet/IP port

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 8-13
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8 CIP Message Communications

* Network type number: “#02” (Output the command via built-in EtherNet/IP port.)
» Destination address: Specify the destination IP address
* Route path: 02\192.168.250.2

® NJ-series CPU Unit

The notation of the route path is different for communications on the built-in EtherNet/IP port and for
communication on an EtherNet/IP Unit. This section provides examples of route paths.

Communicating between Built-in EtherNet/IP Ports

Example: Communicating between Built-in EtherNet/IP Ports on CPU Unit 1 and CPU Unit 2
CPU Unit 1 CPU Unit 2

|
IP address: |

_______ I 192.168.250.2 |
| Communications | 1

| — _port(#02) _ _

Built-in EtherNet/IP port $ Built-in EtherNet/IP
port

* Network type number: “#02” (Output the command via EtherNet/IP port.)
¢ Remote address: Specify the remote IP address.
¢ Route path: 02\192.168.250.2

Communicating from a Built-in EtherNet/IP Port to an EtherNet/IP Unit

Example: Communicating from the built-in EtherNet/IP port on CPU Unit 1 to CPU Unit 2 via the Eth-
erNet/IP Unit mounted to CPU Unit 2

CPU Unit 1 CPU Unit 2 EtherNet/IP Unit 2
I' Unit address | I Backplane |
| 00 hex | I port #01 |

I' = Communications
| port (#02) o

I IP address:
192.168.250.2 |

—_

Built-in EtherNet/IP port EtherNet/IP port

(1) CPU Unit 1 to EtherNet/IP Unit 2
* Network type number: “#02” (Output the command via EtherNet/IP port.)
* Remote address: Specify the remote IP address.
(2) EtherNet/IP Unit 2 to CPU Unit 2
* Network type number: “#01” (Output the command via internal backplane port.)
* Remote address: “#00” (unit address of CPU Unit)

Route path  :  02\192.168.250.2\01\#00
(1) (2)
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8 CIP Message Communications

Communicating between EtherNet/IP Units
Example: Communicating via EtherNet/IP Units Mounted to CPU Unit 1 and CPU Unit 2

CPU Unit 1 EtherNet/IP Unit 1 CPU Unit 2 EtherNet/IP Unit 2
r----- J ______ I f______________'l r=======-= 'I_I
' Unit address | | Unitaddress || Backplane
o | ' 11hex ! }  00hex )} port#01 |
I T [ S [ L 1
' Backplane | Val -
| port#01 T ' r__[ ___________
"""""" ! IP address: i
‘ 1192.168.250.2 |
1Communications | 1
1 port (#02) ! EtherNet/IP port

(1) CPU Unit 1 to EtherNet/IP Unit 1

¢ Network type number: “#01” (Output the command via internal backplane port.)

* Remote address: “#11” (Unit address of EtherNet/IP Unit (Unit number: 1+10 hex))
(2) EtherNet/IP Unit 1 to EtherNet/IP Unit 2

* Network type number: “#02” (Output the command via EtherNet/IP port.)

¢ Remote address: Specify the remote IP address.
(3) EtherNet/IP Unit 2 to CPU Unit 2

¢ Network type number: “#01” (Output the command via internal backplane port.)

* Remote address: “#0” (unit address of CPU Unit)

Route path : 01\#11\02\192.168.250.2\01\#00
M () ©)

I~ Version Information

You can use the CJ1W-EIP21 EtherNet/IP Unit mounted to an NJ-series Controller with a CPU
Unit with unit version 1.01 or later and Sysmac Studio version 1.02 or higher.
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yied 8Inoy -¢-8

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 8-15



8 CIP Message Communications

Accessing via a Relay Node
Example: Communicating from CPU Unit 1 to CPU Unit 3 via CPU Unit 2

CPU Unit 1 CPU Unit 2 EtherNet/IP Unit 2 CPU Unit 3 EtherNet/IP Unit 3
________________ E——
| IPaddress: || Backplane ! I'Unit address 1 | Backplane |
| 192.168.250.2 || port#01 | I o00hex | |/, port#01 !
:Communica-l | Unit address | O—O@+—— _ _|____
tions port .
| wop) ! | Builtin I_ 12hex | | IPaddress: |
= 5 — — | EtherNet/IP port ]: | 192.168.257.3 |
1 S
I lcommunications
port (#02)
Built-in EtherNet/IP - - - = EtherNet/IP port
EtherNet/IP port
port

8-16

(1) CPU Unit 1 to CPU Unit 2
* Network type number: “#02” (Output the command via EtherNet/IP port.)
* Remote address: Specify the remote IP address.
(2) CPU Unit 2 to EtherNet/IP Unit 2
* Network type number: “#01” (Output the command via internal backplane port.)

* Remote address: “#12” (Unit address of EtherNet/IP Unit (Unit number: 2+10 hex =
12 hex))

(3) EtherNet/IP Unit 2 to EtherNet/IP Unit 3
* Network type number: “#02” (Output the command via EtherNet/IP port.)
* Remote address: Specify the remote IP address.
(4) EtherNet/IP Unit 3 to CPU Unit 3
* Network type number: “#01” (Output the command via internal backplane port.)
* Remote address: “#00” (unit address of CPU Unit)
Route path 02\192.168.250.2\01\#12\02\192.168.257.3\01\#00
(1) ) € 4)

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



8 CIP Message Communications

8-2-5 Request Path (I0l)

A request path indicates an object of a device on the network.

A CIP communications instruction uses the request path to access an object of a device.

I Overview of Request Path

In the CIP world, each device is modeled as a collection of objects. An Object abstractly represents the
specific configuration elements of a device.

External request
(example: read)

Attributes

T

Object Instance I
Device I

In the CIP Common Specification, “Object,” “Class,” “Instance,” “Attribute” and “Service” are defined as
follows: (Source: CIP Common Specification)

Term Definition
Object An abstract representation of a particular component within a device.
Class A set of objects that all represent the same kind of system component.
Instance A specific and real (physical) occurrence of an object.
Attribute A description of an externally visible characteristic or feature of an object.
Service A request from an external object (e.g., to read data).

You use the Class ID, Instance ID, and Attribute ID to access an object.

You specify these three IDs to designate an object in a device. When you make a request from an
external device for a service, you must specify the Class ID, Instance ID, and Attribute ID. (The
Instance ID and Attribute ID are not required for some services.)

Example: Reading the Name of a Device

(Identity Object Class ID = 01)
Class ID =1

Service Request Destination | Instance ID =1
Get_Attribute_ Class: 1 Instance ID=1 [
Single Instance: 1 Ce- H
S N Cor !
........................................ : i
H ]
R N '
_________ Attribute 6 '
Response “--a '
1

Product Name Attribute 7 <

These are called Internal Object Identifiers (101) because they identify the Class ID, Instance ID, and
Attribute ID within the device. Refer to 8-5 CIP Object Services for the class ID, instance ID, attribute
ID, and service code for each object.

Attribute =7
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8 CIP Message Communications

8-18

I Providing the Structure Variables to Input Request Paths

For a CIP commincations instruction, you prepare a variable to store the request path. In this variable,
you specify the object to access with the user program.

A structure in which the Class ID, Instance ID and Attribute ID are specified is provided for the data type
of a variable for a request path.

There are two types of structures: standard structure (_ SREQUEST_PATH) and extension structure
(_sREQUEST_PATH_EX). When you use an extension structure, it is possible to specify the size
according to the size of values of the Class ID, Instance ID and Attribute ID of the object that you
access. When you use a standard structure, the size is always set to 16 bits.

I Version Information

A CPU Unit with unit version 1.11 or later and Sysmac Studio version 1.15 or higher are required
to specify extension structure (_sSREQUEST_PATH_EX).

® When a Standard Structure Variable Is Used

Example: Using a standard structure variable to input values into RqPath (Request Path) for the
CIPSend instruction

Create variable A with a variable with
the standard structure ( SREQUEST_PATH).

RqPath data type
CIP communications instruction :- ——————————————— .
CIPSend 1 Member Value
_-" ~ ClassID 5
Z Class ID
Variable A —] RgPath = - __|-_ (Class ID)
(Request Path) InstancelD 3

|

|

| | isAttributelD

I (Attribute usage)
|

|

AttributelD
(Attribute ID)

1
1
1
1
1
(Instance ID) |
1
1
1
1
I

1 Create a standard structure variable.

To use a standard structure variable to input values into RqPath (Request Path) for a CIP com-
munications instruction, first you need to create a standard structure user-defined variable.

When you create a variable in a variable table, select the pre-registered standard structure
(sREQUEST_PATH) for a CIP communications instruction.

Name Data type
A _sREQUEST_PATH

Select a standard structure for the data type of variable A.
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8 CIP Message Communications

2 Input a value for each standard structure variable member.

Input the following values into the communications parameters that were registered as mem-
bers of the standard structure variable.

MOVE
EN
2— IN1 OUT1 p—A.ClassID

MOVE |_
EN

3— IN1 OuUTi p—A-InstancelD

Variable name

Member name of RqPath data type

MOVE
EN

TRUE — IN1  OUT1 —A . isAttributelD

MOVE
EN

1=— IN1 OUT1 |—A. AttributelD

® When an Extension Structure Variable Is Used

Example: Using an extension structure variable to input values into RqPath (Request Path) for the
CIPSend instruction

Create variable A with a variable with
the extension structure (_SREQUEST_PATH_EX).

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

RqPath data type
CIP communications instruction —_——— - I
Member Value 1
CIPSend : :
I | ClassIDLogicalFormat _8BIT
_ |~ | (Class ID logical format) |
Variable A —] RgPath ’\ ClassID |
Request Path ass 3
(Reg ) \ (Class ID) :
N\
\ | InstancelDLogicalFormat _16BIT |
I (Instance ID logical format) I
I | InstancelD 256 |
1 | (Instance ID) 1
. . (o]
I'lisAttributelD TRUE | o
I | (Attribute usage) | &
1 | Y]
; | AtributeiD _8BIT . 2
: (Attribute ID logical format) : s
(2]
I AttriputeID 1 | 3
I (Attribute ID) I =3
o

1 Create an extension structure variable.

To use an extension structure variable to input values into RqgPath (Request Path) for a CIP
communications instruction, first you need to create an extension structure user-defined vari-
able.

When you create a variable in a variable table, select the pre-registered extension structure
(_sREQUEST_PATH_EX) for a CIP communications instruction.
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8 CIP Message Communications

Name Data type
A _SsREQUEST_PATH_EX

Select an extension structure for the data type of variable A.
2 Input a value for each extension structure variable member.

Input the following values into the communications parameters that were registered as mem-
bers of the extension structure variable.

MOVE
EN
_8BIT — IN1 OUT1 p—A . ClassIDLogicalFormat

Variable name

MOVE

EN
3=— IN1 OUT1 L—A. ClassID

Member name of RqPath data type

MOVE
EN

_16BIT — IN1  OUT1 p—A. InstancelDLogicalFormat

MOVE
EN

256 — IN1 OUT1 p—A. InstancelD

MOVE
EN

TRUE — IN1  OUT1 [—A . isAttributelD

MOVE
EN

_8BIT = IN1T  OUT1 p—A. AttributelDLogicalFormat

MOVE
EN

1=— IN1T OUT1 p—A. AttributelD
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8-2-6 Service Data and Response Data

8 CIP Message Communications

CIP communications instructions send and receive data that is stored in array variables.

Preparing Array Variables to Input and
Response Data

Output Service Data and

This section describes the array variables for storing service data and response data that CIP commu-

nications instructions send and receive.

® Creating Array Variables

To input a value into the array variable of a CIP communications instruction, you must create a vari-

able with the same configuration as the array variable

in advance.

Example: Creating a Variable to Input Data to the CIPSend Instruction Array Variables

CIP communications instruction

CIPSend
Pl e ~
I Variable A —t— ServiceDat !
| (Command Data) |
(1) = I
| Variable B == Size
(Number of Elements) }
L S A -
!/ RespSize
| (Response
Data Size)
! ResServiceDat
(2) = Variable C —— (Response Data) '| _____
\ L 4

e \/ariable Dl

— e = = =

(1) Input the service data to send.

The data to send is stored in array

variable A. If only certain elements are spec-
ified in array variable A, specify the number
of elements in variable B.

Array variable: A
[0]
(1]

[2]
Number of elements: 2
[3]

If the service data (ServiceDat) is
Array[2] and number of elements
(Size) = 2, Array[2] and Array[3]
are sent.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

(2) The data that is received is stored in variable
C. The byte size of the data that was actu-
ally received is stored in variable D.

Array variable: C[0..9]

([
[1]
2]
[3]
4]
[5]
6]
7]
[8]
[

Variable D
:10

8-21
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8 CIP Message Communications

Use the following procedure to create a variable in the variable table.

1

Select the Array Check Box.

2 Specify the element first number, the element last number, and the data type.

Example: UINT Array

Variable table

Variable name Array Data type
A [0.3] WORD
Specify the array element first Specifies the data type.

number and last number.

® CIP Communications Instructions That Use Array Variables

Structure variable name
Instruction
Input variable In-out variable Output variable
CIPRead - -—- DstDat (Read Data)
CIPWrite SrcDat (Write Data) - -
CIPSend ServiceDat (Command RespServiceDat (Response | ---
Data) Data)

8-2-7 Sample Programming for CIP Connectionless (UCMM) Message
Communications

8-22

This sample uses CIP UCMM messages to write a variable, read a variable, and send a message. The
Controllers are connected to an EtherNet/IP network. The IP address of the remote node is
192.168.250.2. The following procedure is used.

1

The CIPUCMMWrite instruction is used to write the value of a variable at a remote node. The
variable name at the remote node is WritingDat and the contents of the WriteDat is written to it.
WritingDat must be defined as a global variable at the remote node and the Network Publish
attribute must be set.

The CIPUCMMRead instruction is used to read the value of a variable at a remote node. The
value of the variable OriginalDat at the other node is read and the read value is stored in the
ReadDat variable. OriginalDat must be defined as a global variable at the remote node and the
Network Publish attribute must be set.

The CIPUCMMSend instruction is used to send an explicit message to a remote node. The con-
tents of the message is to read identity information (product name). The class ID, instance ID,
attribute 1D, and service code are as follows. The response data is stored in the RespDat vari-
able.

Item Value
Class ID 1
Instance ID 1
Attribute ID 7
Service code 16#0E

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



LD

T

8 CIP Message Communications

IP address: 192.168.250.2

T

Built-in EtherNet/IP Port

Built-in EtherNet/IP Port

Value of variable written. Variable name: WritingDat
WriteDat _ Global variable
Network Publish attribute
Value of variable read. Variable name: OriginalDat
ReadDat — Global variable
Network Publish attribute
Message sent to read identity
information (product name).
RespDat -
Response
Variable Data type Initial value Comment
OperatingEnd BOOL False Processing finished.
Trigger BOOL False Execution condition
Operating BOOL False Processing
WriteDat INT 1234 Source data
ReadDat INT 0 Read data
RegPath _SREQUEST_ (ClassID:=0, InstancelD:=0, Request path
PATH isAttributelD:=False, AttributelD:=0)
RespDat ARRAYI[0..10] OF | [11(16#0)] Response data
BYTE

Dummy BYTE 16#0 Dummy
RS_instance RS
CIPUCMMMWrite_instance CIPUCMMWrite
CIPUCMMRead_instance CIPUCMMRead
CIPUCMMSend_instance CIPUCMMSend

Determine if instruction execution is completed.

CIPUCMMWrite_instance.Done  CIPUC]

MMRead_instance.Done =~ CIPUCMMSend_instance.Done OperatingEnd

CIPUCMMWrite_instance.Error

i | O

CIPUCMMRead_instance.Error

CIPUCMMSend_instance.Error

Trigger

Accepttrigger. ooy cmmwrite CIPUCMMRead CIPUCMMSend RS_instance
_instance.Busy _instance.Busy _instance.Busy RS Operating
I I/1| I/} I/]l Set Q1 — )
OperatingEnd — Reset1

al
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8 CIP Message Communications

Execute instructions.
CIPUCMMWrite_instance

Operating CIPUCMMWrite
—{ I Execute Done —
‘02\192.168.250.2" — RoutePath Busy —
UINT#20 — TimeOut Error [—
‘WritingDat' —{DstDat ErrorlD —
UINT#1 —Size ErrorIDEx —
WriteDat —SrcDat

CIPUCMMRead_instance

CIPUCMMWrite_instance.Done CIPUCMMRead
I I Execute Done —
‘02\192.168.250.2" — RoutePath Busy —
UINT#20 — TimeOut Error —
‘OriginalDat’ —SrcDat ErrorlD —
UINT#1 —Size ErrorlDEx —
DstDat
ReadDat —f -=-=-==-=-======--ccu--u-- — ReadDat
RcvSize —
CIPUCMMReladl_instance.Done @MOVE
| | EN ENO |—
UINT#1 —In Out — RegPath.ClassID
@MOVE
EN ENO |—
UINT#1 —In Out |— RegPath.InstancelD
@MOVE
EN ENO |—
TRUE —In Out [— ReqgPath.isAttributelD
@MOVE
EN ENO |—
UINT#7 —In Out _[— RegqPath.AttributelD
CIPUCMMSend_instance
CIPUCMMSend
Execute Done —
‘02\192.168.250.2’ — RoutePath Busy —
UINT#20 — TimeOut Error —
BYTE#16#0E — ServiceCode ErrorlD —
RegPath — RgPath ErrorlIDEx —
Dummy —{ServiceDat RespSize —
UINT#0 —Size
RespServiceDat
RespDat —f -----------------~----- — RespDat
Processing after normal end
Operating  CIPUCMMSend_instance.Done Inline ST
| 1 1 // Processing after normal end
|1 |1 2;
Processing after error end.
Operating  CIPUCMMWrite_instance.Error Inline ST
| 1 // Processing after error end.
| | 2 ;

CIPUCMMRead_instance.Error
| |
|

CIPUCMMSend_instance.Error
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8 CIP Message Communications

ST
\;::;r;laels Variable Data type Initial value Comment
Trigger BOOL False Execution condition
DoUCMMTrigger BOOL False Processing
Stage INT 0 Status change
WriteDat INT 1234 Write data
ReadDat INT 0 Read data
ReqgPath _sREQUEST_ (ClasslID:=0, InstancelD:=0, Request path
PATH isAttributelD:=False, Attribu-
telD:=0)
RespDat ARRAYI0..10]OF | [11(16#0)] Response data
BYTE
Dummy BYTE 16#0 Dummy
CIPUCMMWrite_instance CIPUCMMWrite
CIPUCMMRead_instance CIPUCMMRead
CIPUCMMSend_instance CIPUCMMSend
Ext.ernal Variable Data type Constant Comment
Variables
_EIP_EtnOnlineSta*1 BOOL Online

*1  For an NX701 CPU Unit and an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1

Online) or _EIP2_EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used.

For an NX1P2 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online).

Il Start sequence when Trigger changes to TRUE.
IF ((Trigger=TRUE) AND (DoUCMMTrigger=FALSE) AND (_EIP_EtnOnlineSta=TRUE))

THEN
DoUCMMTrigger =TRUE;
Stage =INT#1;
CIPUCMMWrite_instance(
Execute :=FALSE,
SrcDat :=WriteDat);
CIPUCMMRead_instance(
Execute :=FALSE,
DstDat :=ReadDat);
CIPUCMMSend_instance(
Execute :=FALSE,
ServiceDat := Dummy,
RespServiceDat :=RespDat);
END_IF;

IF (DoUCMMTrigger=TRUE) THEN

CASE Stage OF
1:
CIPUCMMWrite_instance(

Execute :=TRUE,
RoutePath :='02\192.168.250.2',
TimeOut :=UINT#20,
DstDat :='"WritingDat',
Size =UINT#1,
SrcDat :=WriteDat);

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

// Initialize instance.
/[ Dummy
/I Initialize instance.
/ Dummy
// Dummy

// Initialize instance.
/[ Dummy
// Dummy

/I Request writing value of variable.

/I Route path

/[ Timeout value

I/ Source variable name

/I Number of elements to write
/I Write data
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8 CIP Message Communications

IF (CIPUCMMWrite_instance.Done=TRUE) THEN

Stage =INT#2; /I Normal end
ELSIF (CIPUCMMWrite_instance.Error=TRUE) THEN
Stage =INT#10; /I Error end
END_IF;
2: /I Request reading value of variable.
CIPUCMMRead_instance(
Execute :=TRUE,
RoutePath :='02\192.168.250.2', /I Route path
TimeOut :=UINT#20, /I Timeout value
SrcDat :='OriginalDat', // Source variable name
Size =UINT#1, /I Number of elements to read
DstDat :=ReadDat); /I Read data

IF (CIPUCMMRead_instance.Done=TRUE) THEN

Stage =INT#S3; /I Normal end
ELSIF (CIPUCMMRead_instance.Error=TRUE) THEN
Stage =INT#40; /I Error end
END_IF;
3: /I Send message

ReqgPath.ClassID:=UINT#01;
ReqgPath.InstancelD:=UINT#01;
ReqPath.isAttributelD:=TRUE;
RegPath.AttributelD:=UINT#07;
CIPUCMMSend_instance(

Execute :=TRUE,

RoutePath :='02\192.168.250.2', /I Route path
TimeOut :=UINT#20, /I Timeout time
ServiceCode :=BYTE#16#0E, /I Service code
RgPath :=ReqgPath, /I Request path
ServiceDat := Dummy, I/l Service data

Size :=UINT#0, /I Number of elements
RespServiceDat :=RespDat); /l Response data

IF (CIPUCMMSend_instance.Done=TRUE) THEN

Stage =INT#O; /I Normal end
ELSIF (CIPUCMMSend_instance.Error=TRUE) THEN
Stage =INT#30; /[ Error end
END_IF;
0: /I Processing after normal end
DoUCMMTrigger:=FALSE;
Trigger :=FALSE;
ELSE /I Processing after error end
DoUCMMTrigger:=FALSE;
Trigger :=FALSE;
END_CASE;

END_IF;
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8 CIP Message Communications

8-2-8 Sample Programming for CIP Connection (Class 3) Message
Communications

This sample uses CIP class 3 messages to write a variable, read a variable, and send a message. The
Controllers are connected to an EtherNet/IP network. The IP address of the remote node is
192.168.250.2. The following procedure is used.

1 The CIPOpen is used to open a class 3 connection (Large_Forward_Open). The timeout time is
2s.

2 The CIPWrite instruction is used to write the value of a variable at a remote node. The variable
name at the remote node is WritingDat and the contents of the WriteDat is written to it. Writing-
Dat must be defined as a global variable at the remote node and the Network Publish attribute
must be set.

3 The CIPRead instruction is used to read the value of a variable at a remote node. The value of
the variable OriginalDat at the other node is read and the read value is stored in the ReadDat
variable. OriginalDat must be defined as a global variable at the remote node and the Network
Publish attribute must be set.

4 The CIPSend instruction is used to send an explicit message to a remote node. The contents of
the message is to read identity information (product name). The class ID, instance ID, attribute
ID, and service code are as follows: The response data is stored in the RespDat variable.

Item Value
Class ID 1
Instance ID 1
Attribute ID 7
Service code 16#0E

5 The CIPClose instruction is used to close the class 3 connection.
IP address: 192.168.250.2

N\
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T T

| ] 9

Built-in EtherNet/IP Port Built-in EtherNet/IP Port g
S

Value of variable written. Variable name: WritingDat E-’»_

WriteDat _ Global variable S

(72}

Network Publish attribute

Value of variable read. Variable name: OriginalDat
ReadDat — Global variable
Network Publish attribute

Message sent to read identity
information (product name).
RespDat >

-—
Response

abessal (g sse|D) uonosuuo) di9 1o} bulwwelbold sjdwes g-z-8
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8-28

LD
Variable Data type Initial value Comment

OperatingEnd BOOL False Processing finished.

Trigger BOOL False Execution condition

Operating BOOL False Processing

WriteDat INT 1234 Source data

ReadDat INT 0 Read data

RegPath _sREQUEST _ (ClassID:=0, InstancelD:=0, isAt- | Request path
PATH tributelD:=False, AttributelD:=0)

RespDat ARRAY[0..10] OF | [11(16#0)] Response data
BYTE

Dummy BYTE 16#0 Dummy

RS_instance RS

CIPOpen_instance CIPOpen

CIPWrite_instance CIPWrite

CIPRead_instance CIPRead

CIPSend_instance CIPSend

CIPClose_instance CIPClose

Determine if instruction execution is completed.

CIPWrite_instance.Done

CIPOpen_instance.Done

CIPRead_instance.Done

CIPSend_instance.Done OperatingEnd

CIPOpen_instance.Error

CIPClose_instance.Done

CIPWrite_instance.Error

CIPRead_instance.Error

CIPSend_instance.Error

CIPClose_instance.Error

Trigger

—t——

Accept trigger.

CIPOpen_
instance.Busy

CIPWrite_
instance.Busy

CIPRead_
instance.Busy

CIPSend_
instance.Busy

/

Al

CIPClose_ RS_instance
instalnce.Busy RS Operating
e "o O
OperatingEnd —{ Reset1
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8 CIP Message Communications

Execute instructions.
CIPOpen_instance
Operating CIPOpen
—{ I Execute Done —
‘02\192.168.250.2’— RoutePath Busy —
UINT#20— TimeOut Error [—
ErrorlD —
ErrorIDEX F—
Handle —
CIPWrite_instance
CIPOpen_instance.Done CIPWrite
I I Execute Done —
CIPOpen_instance.Handle —Handle Busy —
‘WritingDat' — DstDat Error —
UINT#1 —{Size ErrorlD —
WriteDat —SrcDat ErrorIDEx —
CIPRead_instance
CIPWrite_instance.Done CIPRead o
I I Execute Done — :
CIPOpen_instance.Handle — Handle Busy [— o
‘OriginalDat’ — SrcDat Error — =
UINT#1 —]Size ErrorlD |— ?
DstDat ErrorIDEx — 3
ReadDat —f -------ccmcmcmamaaan — ReadDat (g
RevSize (— «Q
0
: E
CIPRead_lnTtance.Done @MOVE 3
| | EN ENO |— S
UINT#1 —In Out — RegPath.ClassID g'
-
@MOVE s
EN ENO |— 0
UINT#1 —{In Out [— RegPath.InstancelD 3
2
@MOVE L
EN ENO — a
TRUE —{In Out |— RegPath.isAttributelD =4
E]
@MOVE
EN ENO |—
UINT#7 —In Out _|— RegPath.AttributelD
CIPSend_instance
CIPSend Q®
Execute Done — g N
CIPOpen_instance.Handle —{Handle Busy — 39
BYTE#16#0E —ServiceCode ErrorlD — 55’,’
ReqPath —{RgPath ErrorIDEx — 8 _g
Dummy —{ServiceDat RespSize — 5o
UINT#0 —Size RespSize — 2D
RespServiceDat 8
RespDat —f ----cccecccee e — RespDat N
3
CIPClose_instance 3.
CIPSend_instance.Done CIPClose 3
| | Execute Done |— §:
CIPOpen_instance.Handle —Handle Busy [— 0
Error — g
ErrorlD — 8
ErrorIDEx — 2
Q
=
=}
[
o
»
(2]
L
=
©
(2]
[}
[
Q
)
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8-30

Processing after normal end

Operating CIPClose_|

instance.Done

Inline ST

1 // Processing after normal end

Processing after error end.

Operating CIPOpen_instance.Error

2

Inline ST

1 // Processing after error end.

CIPWrite_|

instance.Error

CIPRead_instance.Error

CIPSend_

| |
|
instance.Error

CIPClose_instance.Error

2
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8 CIP Message Communications

ST

\;::;r;lzls Variable Data type Initial value Comment
Trigger BOOL False Execution condition
DoCIPTrigger BOOL False Processing
Stage INT 0 Status change
WriteDat INT 1234 Write data
ReadDat INT 0 Read data
ReqPath _sREQUEST_ (ClasslD:=0, InstancelD:=0, Request path

PATH isAttributelD:=False, AttributelD:=0)
RespDat ARRAY[0..10] OF | [11(16#0)] Response data
BYTE

Dummy BYTE 16#0 Dummy
CIPOpen_instance CIPOpen
CIPWrite_instance CIPWrite
CIPRead_instance CIPRead
CIPSend_instance CIPSend
CIPClose_instance CIPClose

Ext_ernal Variable Data type Constant Comment

Variables
_EIP_EtnOnlineSta*1 BOOL Online

*1 For an NX701 CPU Unit and an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1
Online) or _EIP2_EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used.
For an NX1P2 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online).

I/ Start sequence when Trigger changes to TRUE.
IF ((Trigger=TRUE) AND (DoCIPTrigger=FALSE) AND (_EIP_EtnOnlineSta=TRUE))THEN

DoCIPTrigger:=TRUE;
Stage

=INT#1;

CIPOpen_instance(Execute:=FALSE);

CIPWrite_instance(

Execute :=FALSE,

SrcDat :=WriteDat);
CIPRead_instance(

Execute :=FALSE,

DstDat :=ReadDat);
CIPSend_instance(

Execute :=FALSE,

ServiceDat := Dummy,

RespServiceDat :=RespDat);

CIPClose_instance(Execute:=FALSE);

END_IF;

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

/I Initialize instance.

/I Initialize instance.
// Dummy
/I Initialize instance.
// Dummy
// Dummy

/I Initialize instance.
// Dummy
// Dummy
/I Initialize instance.

8-31

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

SUONEDIUNWIWOYD

abessal (g sse|D) uonosuuo) di9 1o} bulwwelbold sjdwes g-z-8
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8-32

IF (DoCIPTrigger=TRUE) THEN
CASE Stage OF

1:

I Open CIP Class 3 Connection (Large_Forward_Open)
CIPOpen_instance(
Execute :=TRUE,
TimeOut :=UINT#20, /I Timeout time: 2.0 s
RoutePath :='02\192.168.250.2"); /I Route path

IF (CIPOpen_instance.Done=TRUE) THEN

Stage =INT#HZ; /I Normal end
ELSIF (CIPOpen_instance.Error=TRUE) THEN

Stage =INT#10; /I Error end
END_IF;

/I Request writing value of variable.
CIPWrite_instance(
Execute :=TRUE,

Handle :=CIPOpen_instance.Handle, // Handle

DstDat :="WritingDat', /! Source variable name

Size =UINT#1, /I Number of elements to write
SrcDat :=WriteDat); // Write data

IF (CIPWrite_instance.Done=TRUE) THEN

Stage =INT#3; /I Normal end
ELSIF (CIPWrite_instance.Error=TRUE) THEN

Stage =INT#20; /[ Error end
END_IF;

/I Request reading value of variable.
CIPRead_instance(
Execute :=TRUE,

Handle :=CIPOpen_instance.Handle, // Handle

SrcDat :='OriginalDat’, /I Source variable name

Size :=UINT#1, /I Number of elements to read
DstDat :=ReadDat); /l Read data

IF (CIPRead_instance.Done=TRUE) THEN

Stage =INT#4; /I Normal end
ELSIF (CIPRead_instance.Error=TRUE) THEN

Stage =INT#30; /I Error end
END_IF;
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ReqgPath.ClassID :=UINT#01;
ReqgPath.InstancelD :=UINT#01;
ReqgPath.isAttributelD:=TRUE;
ReqPath.AttributelD :=UINT#07;
CIPSend_instance(

Execute :=TRUE,

Handle :=CIPOpen_instance.Handle,

ServiceCode:=BYTE#16#0E,

RqgPath :=ReqPath,
ServiceDat :=Dummy,
Size :=UINT#O,

RespServiceDat:=RespDat);

IF (CIPSend_instance.Done=TRUE) THEN

Stage =INT#5;
ELSIF (CIPSend_instance.Error=TRUE) THEN
Stage =INT#40;
END_IF;
5:
CIPClose_instance(
Execute :=TRUE,
Handle :=CIPOpen_instance.Handle);
IF (CIPClose_instance.Done=TRUE) THEN
Stage =INT#O;
ELSIF (CIPClose_instance.Error=TRUE) THEN
Stage =INT#50;
END_IF;
0:
DoCIPTrigger:=FALSE;
Trigger :=FALSE;
ELSE
DoCIPTrigger :=FALSE;
Trigger :=FALSE;
END_CASE;
END_IF;
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/I Send message

/l Handle

/I Service code

/I Request path

/I Service data

/l Number of elements
// Response data

/I Normal end

/I Error end

/I Request closing CIP class 3 connection.

// Handle

I/l Processing after normal end

/I Processing after error end
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8 CIP Message Communications

8-2-9 Operation Timing

I Output Variable Operation and Timing

You can monitor the values of the output variables to determine the status throughout instruction execu-
tion. The following timing chart shows the operation of the output variables.

Busy

(Executing)

Done

(8)
Execute : |

3) (4) (5)

C / Changes to FALSE
because Execute H H

changes to FALSE.

Error

Changes to FALSE

H I : because Execute
changes to FALSE.

ErrorlD

[o
/ @ A\ @

W N OOAW N=

8-34

X 7 Tox0000 & oxtzaa X

When Execute changes to TRUE, the instruction is executed and Busy changes to TRUE.

After the results of instruction execution are stored in the output variables, Done changes to
TRUE and Busy changes to FALSE.

When Execute changes to FALSE, Done returns to FALSE.
When Execute changes to TRUE again, Busy changes to TRUE.
Execute is ignored if it changes to TRUE during instruction executed (i.e., when Busy is TRUE).

If an error occurs, several retries are attempted internally. The error code in the ErroriD is not
updated during the retries.

When a communications error occurs, Error changes to TRUE and the ErrorID is stored. Also,
Busy and Done change to FALSE.

When Execute changes to FALSE, Error changes to FALSE.
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8 CIP Message Communications

m Precautions for Correct Use

If Execute changes back to FALSE before Done changes to TRUE, Done stays TRUE for only
one task period. (Example 1)

If you want to see if Done is TRUE at any time, make sure to keep Execute TRUE until you con-
firm that Done is TRUE. If Execute is TRUE until Done changes to TRUE, Done stays TRUE
until Execute changes to FALSE. (Example 2)

Example 1 Example 2
Execute | ' Execute |_ When Execute
Changes to i |changes to
s f FALSE in next . |FALSE, Done
: 5 Busy : ’
Busy _| I_ task period. (Executing) ‘ — |returns to FALSE.

(Executing):

Done P l |

Done

8-2-10 Response Codes

This section describes the response codes stored in the output variable ErrorIDEXx if an error occurs
during the execution of a CIP message communications instruction.

I General Status Codes

As response codes, general codes are stored in the ErrorIDEx output variable (DWORD data) after
execution of a CIP communications instruction is completed. If an additional code is added, the addi-
tional code is also stored.

General status code (1 byte)

uoioun4 jual|y suonedlunwwod Buibessay di1d Z-8

31 24 23 16 15 0
ErrorIDEX
NG /)
Y
Additional code (1 word)
General status NS
Status name Description of status n
code (hex) 3
00 Success Service was successfully performed by the object speci- &y
fied. g
01 Connection failure A connection related to service failed along the connection §
path. o
o
02 Resource unavailable Resources needed for the object to perform the requested ]
service were unavailable.
03 Invalid parameter value See Status Code 20 hex.
04 Path segment error The path segment identifier or the segment syntax was
not understood by the processing node. Path processing
stops when a path segment error occurs.
05 Path destination unknown The path is referencing an object class, instance, or struc-
ture element that is not known or is not contained in the
processing node. Path processing stops when a Path
Destination Unknown Error occurs.
06 Partial transfer Only part of the expected data was transferred.
07 Connection lost The message connection was lost.
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8 CIP Message Communications

General status

Status name

Description of status

code (hex)
08 Service not supported The requested service was not supported or was not
defined for this object class/instance.
09 Invalid attribute value Invalid attribute data was detected.
0A Attribute list error An attribute in the Get_Attribute_List or Set_Attribute List
response has a non-zero status.
0B Already in requested mode/state | The object is already in the mode/state being requested
by the service.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
0D Object already exists The requested instance of object to be created already
exists.
OE Attribute not settable A request to modify a non-modifiable attribute was
received.
OF Privilege violation A permission/privilege check failed.
10 Device state conflict The device’s current mode/state prohibits the execution of
the requested service.
11 Reply data too large The data to be transmitted in the response buffer is larger
than the allocated response buffer.
12 Fragmentation of a primitive value | The service specified an operation that is going to frag-
ment a primitive data value, i.e. half a REAL data type.
13 Not enough data The requested service did not supply enough data to per-
form the specified operation.
14 Attribute not supported The attribute specified in the request is not supported.
15 Too much data The service supplied more data than was expected.
16 Object does not exist An object that does not exist was specified for the
requested service.
17 Service fragmentation sequence | The fragmentation sequence for this service is not cur-
not in progress rently active for this data.
18 No stored attribute data The attribute data of this object was not saved prior to the
requested service.
19 Store operation failure The attribute data of this object was not saved due to a
failure during the attempt.
1A Routing failure (request packet The service request packet was too large for transmission
too large) on a network in the path to the destination. The routing
device was forced to abort the service.
1B Routing failure (response packet | The service response packet was too large for transmis-
too large) sion on a network in the path from the destination. The
routing device was forced to abort the service.
1C Missing attribute list entry data The service did not supply an attribute in a list of attributes
that was needed by the service to perform the requested
behavior.
1D Invalid attribute value list The service is returning the list of attributes supplied with
status information for those attributes that were invalid.
1E Embedded service error An embedded service resulted in an error.
1F Vendor specific error A vendor-specific error occurred. The Additional Code
Field of the error response defines the error. This is a gen-
eral error code that is used only for errors that do not cor-
respond to any of the error codes in this table and are not
in an object class definition.
20 Invalid parameter A parameter for the requested service is invalid. This code

is used when a parameter does not meet the requirements
of the specification and/or the requirements defined in an
application object specification.
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8 CIP Message Communications

General status
code (hex)

Status name

Description of status

21

Write-once value or medium
already written

An attempt was made to write to a write-once medium
(e.g. WORM drive or PROM) that was previously written
or cannot be changed.

22

Invalid Reply Received

An invalid reply was received. (For example, the reply ser-
vice code does not match the request service code, or the
reply message is shorter than the minimum expected
reply size.) This status code is used for other causes of
invalid replies.

23-24

Reserved by CIP for future extensions.

25

Key Failure in path

The key segment that was included as the first segment in
the path does not match the destination module. The
object specific status must indicate which part of the key
check failed.

26

Path Size Invalid

The size of the path that was sent with the service request
is either too large or too small for the request to be routed
to an object.

27

Unexpected attribute in list

An attempt was made to set an attribute that is not able to
be set at this time.

28

Invalid Member ID

The member ID specified in the request does not exist in
the specified class, instance, and attribute.

29

Member not settable

A request to modify a non-modifiable member was
received.

2A

Group 2 only server general fail-
ure

This error code is reported only by group 2 only servers
with 4K or less of code space and only in place of Service
not supported, Attribute not supported, or Attribute not set-
table.

2B-CF

Reserved by CIP for future extensions.

DO-FF

Reserved for Object Class and
service errors

This range of error codes is to be used to indicate object
class-specific errors. This code range is used only when
none of the error codes in this table accurately reflect the
error that occurred. The additional code field is used to
describe the general error code in more detail.

® Examples of Additional Status When General Status Is 01 Hex

(Status of Connection Manager Object)

General Sta-

tus (hex) Additional Status (hex) Description

01 0100 Connection in use or duplicate forward open.

01 0103 Transport class and trigger combination not supported.

01 0106 Ownership conflict.

01 0107 Connection not found at target application.

01 0108 Invalid connection type. There is a problem with either the
connection type or priority of the connection.

01 0109 Invalid connection size.

01 0100 Device not configured.

01 0111 RPI not supported. May also indicate problem with con-
nection time-out multiplier, or production inhibit time.

01 0113 Connection Manager cannot support any more connec-
tions.

01 0114 Either the vendor ID or the product code in the key seg-
ment does not match the device.

01 0115 Device type in the key segment does not match the device.
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8 CIP Message Communications

O Additional Status (hex) Description
tus (hex)

01 0116 Major or minor revision information in the key segment
does not match the device.

01 0117 Invalid connection point.

01 0118 Invalid configuration format.

01 0119 Connection request failed because there is no controlling
connection currently open.

01 011A Target application cannot support any more connections.

01 011B RPI is smaller than the production inhibit time.

01 0203 Connection cannot be closed because the connection has
timed out.

01 0204 Unconnected_Send service timed out while waiting for a
response.

01 0205 Parameter error in Unconnected_Send service.

01 0206 Message too large for unconnected message service.

01 0207 Unconnected acknowledgement without reply.

01 0301 No buffer memory available.

01 0302 Network bandwidth not available for data.

01 0303 No tag filters available.

01 0304 Not configured to send real-time data.

01 0311 Port that was specified in port segment is not available.

01 0312 Link address that was specified in port segment is not
available.

01 0315 Invalid segment type or segment value in path.

01 0316 Path and connection were not equal when closing the con-
nection.

01 0317 Either the segment is not present or the encoded value in
the network segment is invalid.

01 0318 Link address to self is invalid.

01 0319 Resources on secondary are unavailable.

01 031A Connection is already established.

01 031B Direct connection is already established.

01 031C Others

01 031D Redundant connection mismatch.

01 031E There are no more reception resources available on the
sending module.

01 031F No connection resources exist for the target path.

01 0320-07FF Vendor specific.
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8 CIP Message Communications

8-3 CIP Communication Server
Functions

The CIP Communication Server functions are exclusively available for the NJ/NX-series Controllers.
These functions execute services for a specified self-contained object in the CPU Unit after receiving
the CIP messages from external devices.

This section provides information on CIP messages structure along with information about how to use
CIP messages in a program that runs on a computer or by other means and uses the CIP Communica-
tion Server functions to perform following:

» Writing CIP objects and the values of variables to the NJ/NX-series Controller,
* Reading CIP objects and the values of variables from the NJ/NX-series Controller.
To read and write CIP objects or the values of variables between NJ/NX-series Controllers, use the CIP

communications instructions. Refer to 8-2 CIP Messaging Communications Client Function for informa-
tion about how to use CIP communications instructions for CIP message communications.

Computer

Request

The variable to access
is specified in the

request path of the »

CIP object or the Response

explicit message y

to read or write data. he writing results of the Z
specified CIP object or
variable, or the value that was

NJ/NX-series Controller read from the specified CIP NJ/NX-series Controller

object or variable are stored

| M M i in the response. | M M i
Variable Variable

»

A

You can read and write variables with
CIP communications instructions.
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8 CIP Message Communications

8-3-1 CIP Message Structure for Accessing CIP Objects

This section shows how to specify messages to access CIP objects.
The CIP objects to access are expressed by connecting the segments that are defined in the CIP Com-
mon specifications in the request path field in a CIP explicit message.

Example: Performing the Reset service (0x05) to the Instance (01 hex) of the Identity object (class: 01

hex)
CIP Explicit Message (Request)
Request Path Request
sl Request Service
Code | | |path Length [1] 2] Data
(0x05) 02) (2001) (24.01) (num of
elem)
/I
Logical Segment Logical Segment
(Class ID) (Instance ID)
Specify the performed service  Specify the Class ID and Specify the Request Data
code. Refer to 8-5 CIP Object  Instance ID to access. according to the service.

Services for information about
the service codes.

8-3-2 CIP Message Structure for Accessing Variables

This section shows how to specify messages to access variables.
The variables to access are given by connecting the segments that are defined in the CIP Common
specifications so that explicit message can be set in the request path field.

The following elements are combined to make the specification.

Specifying the variable to access: The elements are stored in the CIP segments and then joined to
make the message.

Example: Reading the Present Value of One Member of the VarAA.MemBJ1.2] Structure Variable
Example for Using the CIP Read Data Service for a Variable Object

CIP Explicit Message for a Request

: Request Path Request

Sgngce Request Sgrvtlce
ek Path Length “VarAA” “MemB” [1] 2] aia

(4C hex) 09) (91 0545 61 72 41 41 00) (91 04 4D 65 6D 42) (28 01) | (28 02) (num of
\ elem)

AN

\_—

ANSI Extended Symbol Segment Logical Segment

k Y (Member ID) J

Refer to 8-6 Read and Write Refer to 8-4-5 Specifying Vari- Refer to 8-7 Variable Data Types
Services for Variables for infor- able Names in Request Paths for details about how to specify
mation about the service codes. for information about how to data formats.

specify variables names.
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8-4 Specifying Request Path

The CIP object, variable name, structure member name, and array index are specified for the request
path. In CIP, the EPATH data type is used for the request path. With this method, the request path is
divided into segments and a value is assigned to each segment. The request path notation shows the
path to the final destination when the data segments are joined together. Each segment includes the
segment type information and the segment data.

Segment 1 Segment 2 Segment 3 Segment 4

The first byte gives the interpretation method for the segment. It consists of two parts; a 3-bit segment
type and a 5-bit segment format.

SegmentType| | Segment Format
7 6 5 4 3 2 1.0

The segment type specifications are defined as follows in the CIP specifications.

Segment Type
7 6 5

Meaning

-]
A
7]
©
8
0 0 0 Port Segment &
0 0 1 Logical Segment a
P
0 1 0 Network Segment 2
c
0 1 1 Symbolic Segment @
1 0 0 Data Segment S
1 0 1 Data Type i
1 1 0 Data Type
1 1 1 Reserved

The specifications of segment format are different for each segment type. Use the segment format to
request a service from a particular object of a particular device. Logical segments and data segments,
which are needed to specify variables in CIP message communications, are described below.

8-4-1 Examples of CIP Object Specifications

Logical Segments are joined to form the request path that specifies the object to access.

Logical Segment Logical Segment Logical Segment
(Class ID) (Instance ID) (Attribute ID)
Specify the Class ID. Specify the Instance ID. Specify the Attribute ID.

suoneoyloads 198(qO d|0 Jo sejdwex3 L-p-8

8-4-2 Examples of Variable Specifications

Segments are joined to form the request path that specifies the variable to access.

Data Segment Logical Segment
(ANSI Extended Symbol Segment) (Member ID)
Specify the variable name and Specify the array index.

the member name.
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8-4-3 Logical Segment

A logical segment is used to give the range of the CIP Object or variable (array) in the request path.

| Segment Format Bits |

Segment Type | | Logical Type | | Logical Format |
7 6 5 4 3 2 1 0
O[O0 1
Logical Type .

7 - 2 Meaning
0 0 0 Class ID
0 0 1 Instance ID
0 1 0 Member ID
0 1 1 Connection Point
1 0 0 Attribute ID
1 0 1 Special (Do not use the logical addressing definition for the Logical Format.)
1 1 0 Service ID (Do not use the logical addressing definition for the Logical Format.)
1 1 1 Reserved

Logical Format

Meaning
1 0

0 0 8 bit logical address
0 1 16 bit logical address
1 0 32 bit logical address
1 1 Reserved

An 8-bit or 16-bit logical address can be used for the class ID and attribute ID.
An 8-bit,16-bit, or 32-bit logical address can be used for the instance ID.
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8-4-4 Data Segment

A data segment is used to give the specified variable name in the request path.

| Segment Type | | Segment Sub-Type | |Data Segment Data
7 6 5 4 3 2 1 0
1]1]01]0 Variable length

Segment Sub-Type
4 3 2 1 0

Meaning

0 0 0 0 0 Simple Data Segment

1 0 0 0 1 ANSI Extended Symbol Segment

A data segment is mainly used for an ANSI extended symbol segment.
This segment sub-type is used to read and write the values of variables.

I ANSI Extended Symbol Segment

| Segment Type | |Segment Sub Type | | Symbol Size
A

~

A
“7 6 54 3 2 1 0 7 6 5 4 3 2 1 0

110|]0]1]0]0 |0 |1

Symbol (ANSI) | == - mrr e Symbol (ANSI)
7 6 5 4 3 2 1 0 7 6 5 4 3 2 1

0
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8 CIP Message Communications

8-4-5 Specifying Variable Names in Request Paths

I Variable Names

A variable name is specified as a symbolic segment (ANSI extended symbol segment).

Variable Name Specification Format

BYTE
BYTE

Array of
octet

Octet

91 hex

ANSI Extended Symbol Segment

Length in BYTE

Length of variable name in bytes

Variable_name

Variable name encoded in UTF-8

(pad)

00 hex. One byte is padded if the variable name

Variable Names

Variable names are encoded in UTF-8.

I Structure Member Names

length is an odd number of bytes.

Structure member names are specified in the same way as variable names. (Store UTF-8 character
codes in the ANSI extended symbol segment.)

I Array Indices

Specify the array index in a logical segment that is set as a member ID. You can specify an array index
([x]) in a variable name.

Specification Method 1: 8-bit Index

BYTE
USINT

28 hex

Logical Segment (Member ID)

Index

Array index from 0 to 255

Specification Method 2: 16-bit Index

BYTE
octet
UINT

29 hex

Logical Segment (Member ID)

00 hex

Pad

Array index from 0 to 65,535

I Range Specifications with the Num of Element Field

There is a Num of Element field in the request data for the variable read and variable write services.
You can use these services to access the specified range of an array with the following specifications.

¢ Specify the first element in the range of elements to access in the array variable as the variable to
read or write.

* Specify the number of elements to access in the Num of Element field.

8-44
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I Specification Examples

This example shows how to specify VarAA.MemB[1.2] for the following structure variable.

struct
{

UINT MemaA,;

BOOL MemB[10][10];
} VarAA,;

Variable Name Specification Format

BYTE 91 hex ANSI Extended Symbol Segment
BYTE 05 hex Length of variable name in bytes
Array of ‘v Variable name
octet 'a'
L __
A ]
A
Octet 00 hex Pad o
BYTE 91 hex ANSI Extended Symbol Segment ":
BYTE 04 hex Length of variable name in bytes B
Array of ‘M Variable name é’-.
octet e ] a
™. Kt
B g
BYTE 28 hex Logical Segment (Member ID) %
USINT 01 hex Array index for first element %
BYTE 28 hex Logical Segment (Member ID)
USINT 02 hex Array index for second element

The variable name that is specified in the symbolic segment (ANSI extended symbol segment) must be
converted to a text string to pass it to the communications thread. The following conversion rules apply.

syjed jsenbay ul sawep ajqeue Buifjoads G-4-8
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8-46

Specification Example for Structure Members and Array Elements

0x91 0x05“VarAA”0x00

| 0xo1 0x04*MemB” | 0x28 0x01 | 0x28 0x02

!

h

VarAA.memBJ[1.2]
This example shows how to specify VarAA[1].MemBJ1.2] for the following structure variable.

struct
{

UINT MemaA,;

BOOL MemB[10][10];
} VarAA[3];

Variable Name Specification Format

BYTE
BYTE
Array of
octet

Octet
BYTE
USINT
BYTE
BYTE
Array of
octet

BYTE
USINT
BYTE
USINT

Specification Example for Structure Array

ANSI Extended Symbol Segment
Length of variable name in bytes
Variable name

Pad

Logical Segment (Member ID)
Array index

ANSI Extended Symbol Segment
Length of variable name in bytes
Variable name

Logical Segment (Member ID)
Array index for first element

Logical Segment (Member ID)
Array index for second element

0x91 0x05 “VarAA” 0x00

| 0x28 0x01 | 0x91 0x04 “MemB”

0x28 0x01 | 0x28 0x02

| Ly

VarAA[1].memBJ[1.2]
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8-5 CIP Object Services

This section shows services that specify the CIP object in the Request Path and access the CIP mes-
sage server function of the NJ/NX-series Controllers.

8-5-1 CIP Objects Sent to the Built-in EtherNet/IP Port

The following CIP objects can be sent to an EtherNet/IP port.

Object name Function Reference
Identity object * Reads ID information from the CPU Unit. page 8-47
* Resets the built-in EtherNet/IP port.
NX Configuration object ¢ Reads and Writes NX object. page 8-50

Restarts the NX Unit and initializes the Unit operation settings.

¢ Saves the parameters of the NX Unit and switches the write
mode.

Obtains the current errors of the Controller and NX Unit, and
obtains and clears an event log.

Obtains the user-defined errors of the Controller.

TCP/IP interface object * Writes and reads TCP/IP settings. page 8-72

Ethernet link object * Reads Ethernet settings. page 8-74
* Reads Ethernet status.

Controller object * Gets the Controller status. page 8-79

Changes the operating mode of the Controller.

8-5-2 Identity Object (Class ID: 01 hex)

This object reads the ID information of the CPU Unit and resets the built-in EtherNet/IP port. When
using an NX701 CPU Unit or an NX102 CPU Unit, use the route path to specify the port number (1 or 2)
of the built-in EtherNet/IP port to access.

s991A19S 39390 dID S-8

I Service Codes

Specify the service to execute with the service code.

Service o Supported services
Parameter name Description
code Classes Instances
01 hex Get_Attribute_All Reads the values of the attributes. Supported. Supported.
OE hex Get_Attribute_Single | Reads the value of the specified attribute. Supported. Supported.
05 hex Reset Resets the built-in EtherNet/IP port. This parameter is used to reset Not sup- Supported.
the built-in EtherNet/IP port when you change the IP address or ported.

other parameter settings and want to apply them. Input one of the
following values for the ServiceDat input variable to the CIPSend
instruction to specify the reset method.

00 hex: Resets the built-in EtherNet/IP port.

02 hex™: Clears the saved tag data link settings and resets the
built-in EtherNet/IP port.

*1  The value is 01 hex for a CPU Unit with unit version 1.09 or earlier.

Hod dIASNIaUIT ul-ying U3 0} Judg s8fdo dID 1-G-8

I Class ID
Specify 01 hex.
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I Instance ID
Specify 00 or 01 hex.

] Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Read data
Attribute ID Parameter name Description Attribute Data
Value
type
01 hex Revision Revision of the object Read UINT 0001 hex
02 hex Max Instance The maximum instance number Read UINT 0001 hex
® Instance Attribute ID
The instance attribute ID specifies the attribute of the instance.
Read data
Attribute ID Parameter name Description Attribute Data
Value
type
01 hex Vendor ID Vendor ID Read UINT 002F hex
02 hex Device Type Device type Read UINT 000C hex
03 hex Product Code Product code Read UINT Refer to (1) Product Codes for
Each Model, below
04 hex Revision Device revision Read Struct -
Major Revision Major revision Read USINT Refer to (2) Major and Minor CIP
Minor Revision Minor revision Read USINT Revisions, below
05 hex Status Status of the built-in EtherNet/IP | Read WORD Refer to (3) Status Details of the
port Built-in EtherNet/IP Port, below
06 hex Serial Number Serial number Read UDINT Set value
07 hex Product Name Product name Read STRING | Set value
(1) Product Codes for Each Model
Model Product Code
NX701-00000 067D hex
NX102-1200 0BBB hex
NX102-1100 0BBA hex
NX102-1000 0BB9 hex
NX102-9000 0BB8 hex
NX1P2-000000 068B hex
NJ501-1300C 0665 hex
NJ501-1400 0666 hex
NJ501-1500C1 0667 hex
NJ301-1100 066B hex
NJ301-120C 066C hex
NJ101-0000 0680 hex
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(2) Major and Minor CIP Revisions

. . CIP revisions
Unit version — — — —
Major revision Minor revision

Unit version 1.00 01 hex 01 hex
Unit version 1.01 or 1.02 03 hex
Unit version 1.03 to 1.08 02 hex 01 hex
Unit version 1.09 02 hex
Unit version 1.10 03 hex
Unit version 1.11 or 1.12 04 hex
Unit version 1.13 to 1.18 05 hex
Unit version 1.30 or later 06 hex

(3) Status Details of the Built-in EtherNet/IP Port

Bit Name Description
0 Owned Indicates when the built-in EtherNet/IP port has an open connection as the
target of a tag data link.
1 Reserved Always FALSE.
2 Configured Tag data link settings exist.
3 Reserved Always FALSE.
4t07 Extended Device Status Indicates the status of the built-in EtherNet/IP port.

b7 | b6| b5| b4

0 1 0 1 | A major fault occurred. o
0 0 1 0 | Atimeout occurred in one or more target con- g
nections. T

0 0 1 1 | Indicates that there are no tag data link settings. ,g
0 1 1 0 | Indicates that one or more connections are per- 8.
forming communications normally. @

0] 1| 1] 1] Other than the above. %
(7]

8 Minor Recoverable Fault TRUE when any of the following errors occurs.
* |P Route Table Setting Error

* DNS Server Connection Failed

» Tag Data Link Setting Error

» Tag Data Link Timeout

* Tag Data Link Connection Timeout

* FTP Server Setting Error

* NTP Client Setting Error

* SNMP Setting Error

* NTP Server Connection Failed

* Tag Name Resolution Error

9 Minor Unrecoverable Fault TRUE when the following error occurs.

* |dentity Error

10 Major Recoverable Fault TRUE when any of the following errors occurs.
* |P Address Duplication Error

e BOOTP Server Connection Error

 Basic Ethernet Setting Error

* |P Address Setting Error

11 Major Unrecoverable Fault TRUE when any of the following errors occurs.
e Communications Controller Failure

¢ MAC Address Error

12to 15 | Reserved Always FALSE.
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I Request Paths (I0ls) to Specify Objects

When you specify an object, specify the request path (IOl) for each service code as given below.

Service code Class ID Instance ID Attribute ID
01 hex Get_Attribute_All 01 hex » Specifying a service for a class: 00 hex | Not required.
OE hex Get_Attribute_Single » Specifying a service for an instance: * Reading a class attribute: 01 or 02
Always 01 hex hex
* Reading an instance attribute: 01 to
07 hex
05 hex Reset Always 01 hex Not required.

8-5-3 NX Configuration Object (Class ID: 74 hex)

This object is used to control the NX Unit such as reading and writing an NX object, restarting the NX
Unit, obtaining an event log and current errors, and clearing. This can only be used for the NX102 CPU
Units.

I Service Codes

Specify the service to execute with the service code.

Service . Supported services | Refer-

Parameter name Description
code Classes |Instances| ence
33 hex Read NX object Reads the NX object of the specified NX Unit. Not sup- Sup- page
ported. ported. 8-51
34 hex Write NX object Writes the NX object of the specified NX Unit. Not sup- Sup- page
ported. ported. 8-52
35 hex Restart NX unit Restarts the specified NX Units. Not sup- Sup- page
ported. ported. 8-54
36 hex Save parameter Saves the parameters of the specified NX Unit. Not sup- Sup- page
ported. ported. 8-55
37 hex Switch parameter write Switches the parameter write mode of the specified NX Not sup- Sup- page
mode Units. ported. ported. 8-56
38 hex Read total power on time | Reads the total power on time of the specified NX Unit. Not sup- Sup- page
ported. ported. 8-57
3A hex Get current error Obtains the current errors of the Controller or specified NX | Not sup- Sup- page
Unit. ported. ported. 8-59
3B hex Get event log Obtains the event log of the Controller or specified NX Not sup- Sup- page
Unit. ported. ported. 8-62
3C hex Clear event log Clears the event log of the Controller or specified NX Unit. | Not sup- Sup- page
ported. ported. 8-66
3D hex Initialize unit operation Initializes the Unit operation settings (NX object) of the Not sup- Sup- page
parameter specified NX Unit. ported. ported. 8-67
3E hex Get current user error Obtains the user-defined errors of the Controller. Not sup- Sup- page
ported. ported. 8-69

I Class ID

Specify 74 hex.

I Instance ID
Specify 01 hex.
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I Read NX Object (Service Code: 33 hex)
Read the NX object of the specified NX Unit.

® Request Data Format

Parameter name Data type Description
Service USINT Read NX object service: 33 hex
Request Path Size USINT Size of Request Path: 02 hex

Request Path

Padded EPATH

Request path: 2074 2401 hex
Class ID: 74 hex
Instance ID: 01 hex

Unit No UINT Unit number
0001 to 0020 hex: NX Unit
0000, 0021 hex or above: Not supported
Index UINT NX object index
Sub index USINT NX object sub index
Control Field USINT Complete access specification

00 hex: Not specified

® Response Data Format

-]
When the processing is successful 3
v
Parameter name Data type Description .§
Reply Service USINT Read NX object service response: B3 hex a
Reserved USINT Reserved: 00 hex g
General Status USINT Code indicating normal: 00 hex §
Size of Additional Status USINT Size of Additional Status: 00 hex
Length UINT Read data size (Byte)
Read data Depends on data Read data
type

When the processing is failed

Parameter name Data type Description
Reply Service USINT Read NX object service response: B3 hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex
Additional Status UINT Additional Status*2

*1  When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)

8-51

(xay v/ :@l sse[D) 108[qO uone.nbyuod XN €-6-8




8 CIP Message Communications

® CIP Error Codes

General
status Error name Cause

code (hex)

02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.

oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.

10 Device state conflict The state of the NX object is not in a state to execute the
required service.

11 Reply data too large Data larger than the maximum response data length was
read.

13 Not enough data Data required for the execution of the required service is
insufficient.

15 Too much data Extra data for the execution of the required service is
included.

1F Vendor specific error The service could not be executed due to internal reasons.

20 Invalid parameter e The Unit number is out of the supported range.
* The object of the index specified for the NX object does

not exist.
* The Index specified for the NX object exists but the Sub
Index does not exist.

I Write NX Object (Service Code: 34 hex)
Write the NX object of the specified NX Unit.

® Request Data Format

Parameter name Data type Description
Service USINT Write NX object service: 34 hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex

Instance ID: 01 hex

Unit No UINT Unit number

0001 to 0020 hex: NX Unit

0000, 0021 hex or above: Not supported

Index UINT NX object index
Sub index USINT NX object sub index
Control Field USINT Complete access specification

00 hex: Not specified

Length UINT Write data size (Byte)
Write Data Depends on data Write data
type
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® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Write NX object service response: B4 hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex

When the processing is failed

Parameter name Data type Description
Reply Service USINT Write NX object service response: B4 hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of additional status: 00 hex or 01 hex"1
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

-]
&
2]
General T
status Error name Cause g
code (hex) e
02 Resource unavailable Resources needed for the object to perform the requested 9
service were unavailable. %
0oC Object state conflict The object cannot perform the requested service in its cur- @
rent mode/state.
OE Attribute not settable The NX object which is not modifiable is specified.
10 Device state conflict » Carried out writing in a state that was not the parameter
write mode.
* The state of the NX object is not in a state to execute the it
required service. &
13 Not enough data Data required for the execution of the required service is §
insufficient. %
15 Too much data Extra data for the execution of the required service is %"
included. 3
1F Vendor specific error The service could not be executed due to internal reasons. %
20 Invalid parameter * The Unit number is out of the supported range. 2
* The sizes of the specified object and Length do not f:
match. g—,’
* The object of the index specified for the NX object does 3’_’
not exist. E
* The Index specified for the NX object exists but the Sub ;
Index does not exist. £
* Write data is out of the range.
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I Restart NX Unit (Service Code: 35 hex)

Restart the specified NX Units.

® Request Data Format

Parameter name

Data type Description

Service

USINT

Restart NX Unit service: 35 hex

Request Path Size

USINT

Size of Request Path: 02 hex

Request Path

Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex
Instance ID: 01 hex

Unit No

UINT

Unit number

0000 hex: All NX Units

0001 to 0020 hex: NX Unit

0021 hex or above: Not supported

® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Restart NX Unit service response: B5 hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
When the processing is failed
Parameter name Data type Description
Reply Service USINT Restart NX Unit service response: B5 hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP*1
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"2
Additional Status UINT Additional Status*3

*1 When request is made to an NX Unit that is not supported the NX Unit restart, error codes are returned. (Gen-
eral status: 1F hex, Additional status: 2601 hex)

*2 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.

*3 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
10 Device state conflict The target unit is not in a state to execute the required ser-
vice.
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General
status Error name Cause
code (hex)
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter ¢ The Unit number is out of the supported range.
* The Unit does not exist.

I Save Parameter (Service Code: 36 hex)

Save the parameters of the specified NX Unit.

The saved parameter is valid after the NX Unit is restarted.

® Request Data Format

Parameter name Data type Description
Service USINT Save parameter service: 36 hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex

Instance ID: 01 hex

Unit No UINT Unit number

0001 to 0020 hex: NX Unit

0000, 0021 hex or above: Not supported

s991A19S 39390 dID S-8

® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Save parameter service response: B6 hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex

When the processing is failed

(xay v/ :@l sse[D) 108[qO uone.nbyuod XN €-6-8

Parameter name Data type Description
Reply Service USINT Save parameter service response: B6 hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.
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8-56

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
19 Store operation failure The parameters could not be saved due to internal rea-
sons.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter * The Unit number is out of the supported range.
* The Unit does not exist.

I Switch Parameter Write Mode (Service Code: 37 hex)

Switch the parameter write mode of the specified NX Units.

® Request Data Format

Parameter name Data type Description
Service USINT Switch parameter write mode service: 37 hex
Request Path Size USINT Size of Request Path: 02 hex

Request Path

Padded EPATH

Request path: 2074 2401 hex
Class ID: 74 hex
Instance ID: 01 hex

Unit No

UINT

Unit number

0000 hex: All NX Units

0001 to 0020 hex: NX Unit

0021 hex or above: Not supported

® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Switch parameter write mode service response:
B7 hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
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When the processing is failed

Parameter name Data type Description
Reply Service USINT Switch parameter write mode service response:
B7 hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
10 Device state conflict This service could not change because the transition to the
parameter write mode is in progress.
-]
13 Not enough data Data required for the execution of the required service is &
insufficient. %
15 Too much data Extra data for the execution of the required service is Q
included. ]
1F Vendor specific error The service could not be executed due to internal reasons. g
20 Invalid parameter e The Unit number is out of the supported range. %
¢ The Unit does not exist. o

I Read Total Power On Time (Service Code: 38 hex)

Read the total power on time of the specified NX Unit.

® Request Data Format

Parameter name Data type Description
Service USINT Read total power on time service: 38 hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex

Instance ID: 01 hex

Unit No UINT Unit number

0001 to 0020 hex: NX Unit

0000, 0021 hex or above: Not supported
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® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Read total power on time service response: B8
hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
Total power on time ULINT Total power on time of NX Units.
When the processing is failed
Parameter name Data type Description
Reply Service USINT Read total power on time service response: B8
hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter * The Unit number is out of the supported range.
* The Unit does not exist.
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I Get Current Error (Service Code: 3A hex)

Obtain the current errors of the Controller or specified NX Unit.

® Request Data Format

Parameter name Data type Description
Service USINT Get current error service: 3A hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex

Instance ID: 01 hex

Unit No UINT Unit number

0000 hex: Controller

0001 to 0020 hex: NX Unit

0021 hex or above: Not supported

Start number of read record UINT Top number of read record

Number of read record UINT Number of read records
Controller (0 to 5)
NX Units (0 to 9)

When the registered number of records is smaller

than the number of read records, an error does :
not occur, and all the registered event codes are %
read. o
K=
e
® Response Data Format o
When the processing is successful %
1]
(7]
Parameter name Data type Description
Reply Service USINT Get current error service response: BA hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
Error update count UINT Total count value of errors
Record size UINT Size of one record (Byte)

Controller error: 0060 hex
NX Unit error: 0032 hex

Number of registered record UINT Number of registered records

Number of readout record UINT Number of readout records

Current error record[0] Array of struct Cur- | Current error array

to rent error record Stores data for the “Number of readout record”

from index O of the current error record. The
remaining elements of the current error record
array are not included in the response data.

Current error record[8]

(xay v/ :@l sse[D) 108[qO uone.nbyuod XN €-6-8

Example: When the “Number of readout record”
is 3 and the response data includes the current
error record array [0-2], the current error record
array [3-8] is not included in the response data.

For details of the specifications of the structure,
refer to Current error record structure.
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When the processing is failed

Parameter name Data type Description
Reply Service USINT Get current error service response: BA hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® Current Error Record Structure

The format of the current error record information differs between the Controller and NX Unit.

Controller
Parameter name Data type Description
Index UDINT Current error index number
This number is assigned when system event logs
and access event logs are registered.
Event occurred time ULINT Error occurred time
Event source UINT Error source
Event priority UINT Error level
Event code UDINT Event code
Code system UINT Code system
Event source details UINT Error source details
Reserved UDINT Reserved
Vendor code UDINT Vendor code
Device type code UDINT Device type code
Product code UDINT Product code of the Unit in which errors occurred
Additional information[0] Array of BYTE Attached information (system information) of
to event.
Additional information[31]
Reserved[0] Array of BYTE Reserved
to
Reserved[23]
NX Unit
Parameter name Data type Description
Index UDINT Current error index number

This number is assigned when system event logs
and access event logs are registered.

Unit number USINT Unit number
0000 hex: Controller
0001 to 0020 hex: NX Unit

Event priority USINT Event level
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Parameter name Data type Description
Event occurred time UDINT Error occurred time
Product code UDINT Product code of the Unit in which errors occurred
Event code UDINT Event code
Additional information[0] Array of BYTE Attached information (system information) of
to event.
Additional information[31]

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter * The Unit number is out of the supported range.
* The specification of the number of readout records is out
of the range.
* The Unit does not exist.

® Method of Use

1

2

4

The following variables are generated and initialized to 0.
Total number of readout records (UINT)

Previous error update count (UINT)

Specify the following parameters and execute Get current error (3A hex).
* Unit No: Unit number subject to error information read

 Start number of read record: 0

* Number of read record: Number of read records

The following parameters are read from the response data.
e Error update count

* Number of registered record

* Number of readout record

 Current error record

When the first response is obtained, the value of Error update count is retained as the previous
error update count.

When the second response onwards is obtained, the previous error update count and the Error
update count are compared. If the value was changed, execute from step 1 again since the cur-
rent error of the Unit was added.

Add the Number of readout record value of the response data to the total number of readout
records.
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5 If the total number of readout records does not satisfy the Number of registered record, it means
that there are records which have not been read. Specify the following parameters and execute
Get current error again.

e Start number of read record: Start number of read record when the previous service was exe-
cuted + Number of readout record of response.

¢ Number of read record: Number of read records

Repeat steps (3) to (5) until the total number of readout records match the Number of registered record.

I Get Event Log (Service Code: 3B hex)
Obtain the event log of the Controller or specified NX Unit.

When the Controller is specified, the event log saved in the Controller is obtained. Event logs of slaves
connected to the Controller such as EtherCAT slaves cannot be obtained.

® Request Data Format

Parameter name Data type Description
Service USINT Get event log service: 3B hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex
Instance ID: 01 hex

Unit No UINT Unit number

0000 hex: Controller

0001 to 0020 hex: NX Unit

0021 hex or above: Not supported

Event log type UINT Event log type

0000 hex: System event log
0001 hex: Access event log
0002 hex: User event log

Start index of read record UDINT Top index number of read record

If the record of the number indicated by the Start
index of read record does not exist in the Unit, the
record will be read from the oldest index. When
the unit exceeds the maximum number of event
log records which can be registered, it occurs
when old records are overwritten by new records.

Number of read record UINT Number of read records
Controller (0 to 5)
NX Units (0 to 9)

When the registered number of records is smaller
than the number of read records, an error does
not occur, and all the registered event logs are
read.
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When the processing is successful

8 CIP Message Communications

Parameter name Data type Description
Reply Service USINT Get event log service response: BB hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
Record size UINT Size of one record (Byte)
Controller event log: 0060 hex
NX Unit event log: 0032 hex
Number of registered record UINT Number of registered records
Latest index of registered record UDINT Index number of the latest registered record
Last index of readout record UDINT Index number of last readout record
Number of readout record UINT Number of readout records
Reserved UINT Reserved

Event log record[0]
to
Event log record[8]

Array of struct
Event Log Record

Event log array

Stores data for the “Number of readout record”
from index O of the event log record. The remain-
ing elements of the event log record array are not
included in the response data.

Example: When the “Number of readout record”
is 3 and the response data includes the event log
record array [0-2], the event log record array [3-8]
is not included in the response data.

For details of the specifications of the structure,
refer to Event log record structure.

When the processing is failed

Parameter name Data type Description
Reply Service USINT Get event log service response: BB hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.
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® Event Log Record Structure

The format of the event log record information differs between the Controller and NX Unit.

Controller system event log and access event log

Parameter name Data type Description

Index UDINT Event log index number
This number is assigned when system event logs
and access event logs are registered.

Event occurred time ULINT Event occurred time

Event source UINT Event source

Event priority UINT Event level

Event code UDINT Event code

Code system UINT Code system

Event source details UINT Event source details

Reserved UDINT Reserved

Vendor code UDINT Vendor code

Device type code UDINT Device type code

Product code UDINT Product code of the Unit in which event occurred

Additional information[0] Array of BYTE Attached information (system information) of

to event.

Additional information[31]

Reserved[0] Array of BYTE Reserved

to

Reserved[23]

Controller user event log
Parameter name Data type Description

Index UDINT Event log index number
This number is assigned when system event logs
and access event logs are registered.

Event occurred time ULINT Event occurred time

Event source UINT Event source

Event priority UINT Event level

Event code UDINT Event code

Event priority details UINT Event level details

Additional information[0] Array of BYTE Attached information (system information) of

to event.

Additional information[39]

Reserved[0] Array of BYTE Reserved

to

Reserved[31]
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NX Unit

Parameter name Data type Description

Index UDINT Current error index number

This number is assigned when system event logs
and access event logs are registered.

Unit number USINT Unit number
0000 hex: Controller
0001 to 0020 hex: NX Unit

Event priority USINT Event level

Event occurred time UDINT Event occurred time

Product code UDINT Product code of the Unit in which event occurred
Event code UDINT Event code

Additional information[0] Array of BYTE Attached information (system information) of

to event.

Additional information[31]

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested o
service were unavailable. &
)
0oC Object state conflict The object cannot perform the requested service in its cur- el
rent mode/state. Q
13 Not enough data Data required for the execution of the required service is 8,_
insufficient. o
15 Too much data Extra data for the execution of the required service is %
included. a
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter * The Unit number is out of the supported range.
» The specification of the number of readout records is out
of the range.
* The Unit does not exist.

® Method of Use

1 The following variables are generated and initialized to 0.
» Total number of readout records (UINT)
» Record index during the previous readout (UDINT)
* Previous latest record index (UDINT)

2 Specify the following parameters and execute Get event log(3B hex).
* Unit No: Unit number subject to event information readout
» Start number of read record: 0

(xay v/ :@l sse[D) 108[qO uone.nbyuod XN €-6-8

¢ Number of read record: Number of read records

3 The following parameters are read from the response data.
* Number of registered record
» Latest index of registered record
* Last index of readout record
* Number of readout record

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 8-65



8 CIP Message Communications

* Event log record

When the first response is obtained, the value of Latest index of registered record value is
retained as the record index during the previous readout.

When the second response onwards is obtained, the record index during the previous readout
and Latest index of registered record value are compared. If the value was changed, execute
from step 1 again since the event log of the Unit was added.

Add the Number of readout record value of the response data to the total number of readout
records.

If the total number of readout records does not satisfy the Number of registered record, it means
that there are records which have not been read. Specify the following parameters and execute
Get event log again.

¢ Start number of read record: Last index of readout record when the previous service was exe-
cuted + 1.

¢ Number of read record: Number of read records

Repeat steps (3) to (5) until the total number of readout records match the Number of registered record.

I Clear Event Log (Service Code: 3C hex)

Clear the event log of the Controller or specified NX Unit.

The event log is immediately cleared after the service is successful. When you executed for the Con-
troller, only the event log saved in the Controller is cleared. Event logs of slaves connected to the Con-
troller such as EtherCAT slaves are not cleared.

® Request Data Format

Parameter name Data type Description
Service USINT Clear event log service: 3C hex
Request Path Size USINT Size of Request Path: 02 hex

Request Path

Padded EPATH

Request path: 2074 2401 hex
Class ID: 74 hex
Instance ID: 01 hex

Unit No UINT Unit number

0000 hex: Controller

0001 to 0020 hex: NX Unit

0021 hex or above: Not supported
Event log type UINT Event log type

0000 hex: System event log
0001 hex: Access event log
0002 hex: User event log™

0003 hex: All types of the system event log,
access event log, user event log.

*1 The User event log is valid only when the Controller is specified for the Unit number.
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® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Clear event log service response: BC hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex

When the processing is failed

Parameter name Data type Description
Reply Service USINT Clear event log service response: BC hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status*2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The messages cannot be sent due to internal reasons.
20 Invalid parameter * The Unit number is out of the supported range.
* The Unit does not exist.

I Initialize Unit Operation Parameter (Service Code: 3D hex)
Initialize the Unit operation settings (NX object) of the specified NX Unit.

The initialized parameters are valid after the NX Unit is restarted.
By executing this service, NX Unit Memory All Cleared (95810000 hex) is registered in the event log.

When the NX Unit is Operational or Safe-Operational, you need to initialize the status beforehand with
the Switch parameter write mode service. If the Initialize unit operation parameter is executed without
carrying out this step, error will result, and Device state conflict (10 hex) will be returned to the General
Status.

This service does not support the NX-series Safety Control Unit. If this service is executed for the NX-
series Safety Control Unit, an error occurs.
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® Request Data Format

Parameter name Data type Description
Service USINT Initialize unit operation parameter service: 3D hex
Request Path Size USINT Size of Request Path: 02 hex

Request Path

Padded EPATH

Request path: 2074 2401 hex
Class ID: 74 hex
Instance ID: 01 hex

Unit No

UINT

Unit number
0001 to 0020 hex: NX Unit
0000 hex, 0021 hex or above: Not supported

® Response Data Format

When the processing is successful

Parameter name Data type Description
Reply Service USINT Initialize unit operation parameter service
response: BD hex
Reserved USINT Reserved: 00 hex
General Status USINT Code indicating normal: 00 hex
Size of Additional Status USINT Size of Additional Status: 00 hex
When the processing is failed
Parameter name Data type Description
Reply Service USINT Initialize unit operation parameter service
response: BD hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
10 Device state conflict The device state is not in a state to execute the required
service.
13 Not enough data Data required for the execution of the required service is
insufficient.
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General
status Error name Cause
code (hex)
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter ¢ The Unit number is out of the supported range.
* The Unit does not exist.

I Get Current User Error (Service Code: 3E hex)

Obtain the user-defined errors of the Controller.

® Request Data Format

Parameter name Data type Description
Service USINT Get current user error service: 3E hex
Request Path Size USINT Size of Request Path: 02 hex
Request Path Padded EPATH Request path: 2074 2401 hex

Class ID: 74 hex
Instance ID: 01 hex

Unit No UINT Unit number ®
0000 hex: Controller 3

0001 hex or above: Not supported g

Start number of read record UINT Top number of read record ‘%
Number of read record UINT Number of read records (0 to 5) ;t(;
3

s

a

When the registered number of records is smaller
than the number of read records, an error does
not occur, and all the registered event logs are

read.
® Response Data Format o
When the processing is successful 4
b
Parameter name Data type Description 5
Reply Service USINT Get current user error service response: BE hex é‘
Reserved USINT Reserved: 00 hex §,
General Status USINT Code indicating normal: 00 hex %
Size of Additional Status USINT Size of Additional Status: 00 hex %
Error update count UINT Abnormal total count value o
Record size UINT Size of one record (Byte):0060 hex %
Number of registered record UINT Number of registered records E
Number of readout record UINT Number of readout records %
x
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Parameter name Data type Description
User error record[0] Array of struct User | User-defined error array
to error record Stores data for the “Number of readout record”

from User error record index 0. The remaining
elements of the User error record array are not
included in the response data.

User error record[8]

Example: When the “Number of readout record”
is 3 and the response data includes the User
error record array [0-2], the User error record
array [3-8] is not included in the response data.

For details of the specifications of the structure,
refer to User error record structure.

When the processing is failed

Parameter name Data type Description
Reply Service USINT Get current user error service response: BE hex
Reserved USINT Reserved: 00 hex
General Status USINT Current error code defined by CIP
Size of Additional Status USINT Size of Additional Status: 00 hex or 01 hex"1
Additional Status UINT Additional Status2

*1 When the General Status of the response code is 1F hex (Vendor specific error), becomes 01 hex.
*2 This is stored only when the Size of Additional Status is 01 hex.

® User Error Record Structure

Parameter name Data type Description

Index UDINT User-defined error index number
This number is assigned when system event
logs, access event logs, user event logs are reg-
istered.

Event occurred time ULINT Error occurred time

Event source UINT Error source

Event priority UINT Error level

Event code UDINT Event code

Event priority details UINT Event priority details

Reserved UINT Reserved

Additional information[0] Array of BYTE Attached information (system information) of

to event.

Additional information[39]

Reserved[0] Array of BYTE Reserved

to

Reserved[31]

8-70 NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



8 CIP Message Communications

® CIP Error Codes

General
status Error name Cause
code (hex)
02 Resource unavailable Resources needed for the object to perform the requested
service were unavailable.
0oC Object state conflict The object cannot perform the requested service in its cur-
rent mode/state.
13 Not enough data Data required for the execution of the required service is
insufficient.
15 Too much data Extra data for the execution of the required service is
included.
1F Vendor specific error The service could not be executed due to internal reasons.
20 Invalid parameter e The Unit number is out of the supported range.
* The Unit does not exist.

® Method of Use

1 The following variables are generated and initialized to 0.
» Total number of readout records (UINT)
* Previous error update count (UINT)

2 Specify the following parameters and execute Get current user error (3E hex).
* Unit No: Unit number subject to error information readout
» Start number of read record: 0
* Number of read record: Number of read records

3 The following parameters are read from the response data.
e Error update count
* Number of registered record

s921A19g 399[q0 dID §-8

¢ Number of readout record
e User error record

When the first response is obtained, the Error update count is retained as the previous error
update count.

When the second response onwards is obtained, the previous error update count and the Error
update count are compared. If the value was changed, execute from step 1 again since the
user-defined error of the Unit was added.

4 Add the Number of readout record value of the response data to the total number of readout
records.

5 If the total number of readout records does not satisfy the Number of registered record, it means
that there are records which have not been read. Specify the following parameter and execute
Get current user error again.

e Start number of read record: Start number of read record when the previous service was exe-
cuted + Number of readout record of response.

(xay v/ :@l sse[D) 108[qO uone.nbyuod XN €-6-8

¢ Number of read record: Number of read records

Repeat steps (3) to (5) until the total number of readout records match the Number of registered record.
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8-5-4 TCPI/IP Interface Object (Class ID: F5 hex)

This object is used to read and write settings such as the IP address, subnet mask, and default gate-
way. For an NX701 CPU Unit and an NX102 CPU Unit, it is necessary to use the route path of the CIP
communications command (the RoutePath in-out variable) to specify the port number (1 or 2) of the
built-in EtherNet/IP port to access.

I Service Codes

Specify the service to execute with the service code.

Service L Supported services
Parameter name Description
code Classes | Instances
01 hex Get_Attribute_All Reads the values of the attributes. Sup- Not sup-
ported. ported.
OE hex Get_Attribute_Single Reads the value of the specified attribute. Sup- Sup-
ported. ported.
10 hex Set_Attribute_Single Writes a value to the specified attribute. The built-in EtherNet/IP port Not sup- Sup-
restarts automatically after the value is written to the attribute. When ported. ported.

the restart process is not completed and the next Set_Attribute_Single
is executed, the general status “0C hex” (Object State Conflict) is
returned.

I Class ID
Specify F5 hex.

I Instance ID

Specify 00 or 01 hex.
00: Specify the class
01: Built-in EtherNet/IP port

] Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Read data
Attribute ID Parameter name Description Attribute Data
type Value
01 hex Revision Revision of the object Read UINT 0001 hex: Unit version 1.01 or earlier
0002 hex: Unit version 1.02 to 1.09
0003 hex: Unit version 1.10
0004 hex: Unit version 1.11 or later
02 hex Max Instance The maximum instance number Read UINT 0001 hex
03 hex Number of Instances The number of object instances Read UINT 0001 hex
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8 CIP Message Communications

The instance attribute ID specifies the attribute of the instance.

Read/write data

Attribute ID Parameter name Description Attribute Data val
type alue
01 hex Interface Configuration Indicates the IP address settings | Read DWORD | Bits 0 to 3: Interface Configura-
Status status of the interface. tion Status:
0 = IP address is not set.
(This includes when BOOTP
is starting.)
1 =IP address is set.
Bits 4 and 5: Reserved (always
FALSE).
Bit 6: AcdStatus:*1
FALSE = IP address colli-
sions have not been
detected.
TRUE = IP address collisions
have been detected.
Bits 7 to 31: Reserved (always
FALSE).
02 hex Configuration Capability | Indicates a Controller Configura- | Read DWORD | Bit 0: BOOTP Client: Always
tions and Setup that can be set to TRUE.
the interface. Bit 1: DNS Client: Always TRUE.
Bit 2: DHCP Client: Always
FALSE.
Bit 3: DHCP-DNS Update: Always
FALSE.
Bit 4: Configuration Settable:
Always TRUE.
Bit 5: Hardware Configurable:
Always FALSE.
Bit 6: Interface Configuration
Change Requires Reset: Always
FALSE.
Bit 7: ACD Capable:*1 Always
TRUE.
Bits 8 to 31: Reserved (always
FALSE).
03 hex Configuration Control Sets the method used to set the | Write DWORD | Bit 0: Static IP address.
IP address when the interface Bit 1: Set by BOOTP.
starts.
04 hex Physical Link Object The path to the link object in the | Read Struct ---
physical layer.
Path size The path size (WORD size). UINT 0002 hex
Path The path to the link object in the EPATH 20 F6 24 01 hex
physical layer (static).
05 hex Interface Configuration The interface settings. Write Struct -
IP Address IP address. UDINT Set value
Network Mask Subnet mask. UDINT Set value
Gateway Address The default gateway. UDINT Set value
Nama Server The primary name server. UDINT Set value
Nama Server2 The secondary name server. UDINT Set value
Domain Name The domain name. STRING | Set value
06 hex Host Name The host name (reserved). Write STRING | Always 0000 hex.

*1  The value is always FALSE for a CPU Unit with unit version 1.01 or earlier.
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8 CIP Message Communications

I Request Paths (I0ls) to Specify Objects

When you specify an object, specify the request path (10I) for each service code as given below.

Service code Class ID Instance ID Attribute ID
01 hex Get_Attribute_All F5 hex » Specifying a service for a class: 00 hex | Not required.
OE hex Get_Attribute_Single » Specifying a service for an instance: 01 | * Reading a class attribute: 01 or 03
10 hex Set_Attribute_Single hex hex
* Reading and writing an instance

attribute: 01 to 06 hex

8-5-5 Ethernet Link Object (Class ID: F6 hex)

This object is used to set and read Ethernet communications and read Ethernet communications status
information. For an NX701 CPU Unit and NX102 CPU Unit, it is necessary to use the route path of the
CIP communications command (the RoutePath in-out variable) to specify the port number (1 or 2) of

the built-in EtherNet/IP port to access.

I Service Codes

Specify the service to execute with the service code.

Service o Supported services
Parameter name Description
code Classes Instances
OE hex Get_Attribute_Single | Reads the value of the specified attribute. Supported. | Supported.
10 hex Set_Attribute_Single | Writes a value to the specified attribute. Supported. | Supported.
4C hex Get_and_Clear Specify Attribute4 or Attribute5 to reset the value of the attribute to 0. | Not sup- Supported.
ported.
I Class ID
Specify F6 hex.
I Instance ID
Specify 00 or 01 hex.
00: Specify the class
01: Built-in EtherNet/IP port
] Attribute ID
The attribute ID specifies the information to read.
® Class Attribute ID
The class attribute ID specifies the attribute of the entire object.
Read data
Attribute ID Parameter name Description Attribute Data
Value
type
01 hex Revision Revision of the object Read UINT 0002 hex: Unit version 1.11 or earlier
0004 hex: Unit version 1.12 or later
02 hex Max Instance The maximum instance number Read UINT 0001 hex
03 hex Number of Instances The number of object instances Read UINT 0001 hex
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The instance attribute ID specifies the attribute of the instance.

8 CIP Message Communications

Read/write data

Attribute ID Parameter name Description Attribute Data
type Value
01 hex Interface Speed Gives the baud rate for the inter- | Read UDINT Reads the current value.
face.
02 hex Interface Flags Gives the status of the interface. | Read DWORD | Referto (1) Interface Flag Details,
below.
03 hex Physical Address Gives the MAC address of the Read ARRAY Reads the current value of the
interface. [0...5] OF | MAC address.
USINT
04 hex Interface Counters The number of packets Read Struct -
sent/received through the inter-
face.
In Octets The number of octets received UDINT Reads the current value.
through the interface.
This includes unnecessary multi-
cast packets and discarded pack-
ets counted by InDiscards.
In Unicast Packets The number of unicast packets UDINT Reads the current value.
received through the interface.
This does not include discarded
packets counted by InDiscards.
In NonUnicast Packets The number of packets besides UDINT Reads the current value.
unicast packets received through
the interface. This includes
unnecessary multicast packets,
but does not include discarded
packets counted by InDiscards.
In Discards The number of discarded incom- UDINT Reads the current value.
ing packets received through the
interface.
In Errors The number of incoming packets UDINT Reads the current value.
that had errors. This is not
included in InDiscards.
In Unknown Protos The number of incoming packets UDINT Reads the current value.
that were of an unknown protocol.
Out Octets The number of octets sent UDINT Reads the current value.
through the interface.
Out Unicast Packets The number of unicast packets UDINT Reads the current value.
sent through the interface.
Out NonUnicast Packets | The number of packets besides UDINT Reads the current value.
unicast packets sent through the
interface.
Out Discards The number of discarded sent UDINT Reads the current value.
packets.
Out Errors The number of sent packets that UDINT Reads the current value.

had errors.
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8 CIP Message Communications

Read/write data
Attribute ID Parameter name Description Attribute Data
type Value
05 hex Media Counters Media counters for the communi- | Read Struct -
cations port.
Alignment Errors Number of frames received that UDINT Reads the current value.
were not octets in length.
FCS Errors Number of frames received that UDINT Reads the current value.
did not pass the FCS check.
Single Collisions Number of frames sent success- UDINT Reads the current value.
fully with only one collision.
Multiple Collisions Number of frames sent success- UDINT Reads the current value.
fully with two or more collisions.
SQE Test Errors Number of times a SQE test error UDINT Reads the current value.
message was generated.
Deferred Transmissions The number of frames for which UDINT Reads the current value.
the first attempt to send was
delayed because the media was
busy.
Late Collisions The number of collisions detected UDINT Reads the current value.
in packets that were sent after
512 bit times.
Excessive Collisions The number of frames that failed UDINT Reads the current value.
to be sent because of excessive
collisions.
MAC Transmit Errors The number of frames that failed UDINT Reads the current value.
to be sent due to an internal MAC
sublayer transmission error.
Carrier Sense Errors The number of times the carrier UDINT Reads the current value.
sense condition was lost or the
number of times an assertion did
not occur when an attempt was
made to send the frame.
Frame Too Long The number of frames received UDINT Reads the current value.
that exceeded the maximum
allowed frame size.
MAC Receive Errors The number of frames that could UDINT Reads the current value.
not be received through the inter-
face due to an internal MAC sub-
layer reception error.
06 hex Interface Control Control settings for the interface. | Write Struct -
Control Bits Auto Nego for Ethernet communi- WORD Refer to (2) Control Bit Details,
cations that specifies full duplex. below.
Forced Interface Speed Gives the set value of the Ether- UINT Reads the set value.
net baud rate.
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Attribute ID

Parameter name

Description

Attribute

Read/write data

Data
type

Value

0C hex ™1

HC Interface Counters

The number of packets
sent/received through the HC
interface.

HCInOctets

The number of octets received
through the interface.This counter
is the 64-bit edition of In Octets.

HClInUnicastPkts

The number of unicast packets
received through the interface.
This counter is the 64-bit edition
of In Ucast Packets.

HClInMulticastPkts

The number of multicast packets
received through the interface.

HCInBroadcastPkts

The number of broadcast packets
received through the interface.

HCOutOctets

The number of octets sent
through the interface.This counter
is the 64-bit edition of Out Octets.

HCOutUnicastPkts

The number of unicast packets
sent through the interface.

HCOutMulticastPkts

The number of multicast packets
sent through the interface.

HCOutBroadcastPkts

The number of broadcast packets
sent through the interface.

Read

Struct

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

0D hex 1

HC Media Counters

Media counters for the comunica-
tions port.

HCStatsAlignmentErrors

Number of frames received that
were not octets in length.This
counter is the 64-bit edition of
Alignment Errors.

HCStatsFCSErrors

Number of frames received that
did not pass the FCS check.This
counter is the 64-bit edition of
FCS Errors.

HCStatsInternalMac
TransmitErrors

The number of frames that failed
to be sent due to an internal MAC
sublayer transmission error.This
counter is the 64-bit edition of
MAC Transmit Errors.

HCStatsFrameTooLongs

The number of frames received
that exceeded the maximum
allowed frame size.This counter is
the 64-bit edition of Frame Too
Long.

HCStatsMacReceiveEr-
rors

The number of frames that could
not be received through the inter-
face due to an internal MAC sub-
layer reception error.This counter
is the 64-bit edition of MAC
Receive Errors.

HCStatsMacSymbolEr-
rors

The number of frames that could
not be received through the inter-
face due to an internal MAC sub-
layer symbol error.

Read

Struct

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

ULINT

Reads the current value.

*1 A CPU Unit with unit version 1.12 or later is required to use this attribute.
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(1) Interface Flag Details

Bit Name Description
0 LinkStatus FALSE: The link is down.
TRUE: The link is up.
1 Half/FullDuplex FALSE: Half duplex
TRUE: Full duplex
2to4 Negotiation Status 00 hex: Auto-negotiation is in progress.

01 hex: Auto-negotiation and speed detection failed.

02 hex: Auto-negotiation failed, but speed detection succeeded.
03 hex: Speed and duplex mode negotiation succeeded.

04 hex: Auto-negotiation was not attempted.

5 Manual Setting Requires Speed Always FALSE: Changes can be applied automatically.
6 Local Hardware Fault Always FALSE
7 to 31 Reserved Always FALSE

(2) Control Bit Details

Bit Name Description
0 Auto-negotiate FALSE: Auto-negotiation is disabled.

TRUE: Auto-negotiation is enabled.

1 ForcedDuplex Mode FALSE: Half duplex

TRUE: Full duplex

* When auto-negotiation is enabled (bit 0 is TRUE), this should always be FALSE.
2to 16 Reserved Always FALSE

I Request Paths (IOls) to Specify Objects

When you specify an object, specify the request path (10I) for each service code as given below.

Service code Class ID Instance ID Attribute ID
OE hex Get_Attribute_Single F6 hex » Specifying a service for a class: 00 hex | * Reading a class attribute: 01 to 03
10 hex Set_Attribute_Single » Specifying a service for an instance: hex
Always 01 hex * Reading and writing an instance
attribute: 01 to 06 hex, OC hex or
0D hex
4C hex Get_and_Clear Specify an attribute to reset its value
to 0: 04 hex, 05 hex, 0C hex or 0D
hex
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8-5-6 Controller Object (Class ID: C4 hex)

This object is used to get the status of the Controller or to change the operating mode of the Controller.

I Service Codes

Specify the service to execute with the service code.

® Instance Attribute ID

None

Service L. Supported services
Parameter name Description
code Classes Instances
OE hex Get_Attribute_Single Reads the value of the specified attribute. Supported. Not supported.
10 hex Set_Attribute_Single Writes a value to the specified attribute. Supported. Not supported.
51 hex Reset_System_Alarm_All | Resets all errors in the CPU Unit. Supported. Not supported.
I Class ID
Specify C4 hex.
I Instance ID
Specify 00 hex.
® Class Attribute ID e
. - . . . 0
The class attribute ID specifies the attribute (value) of the entire object. 3
2
Read/write data e
Attribute ID Parameter name Description Attribute Data "u,"
Value o
type 3
01 hex Revision Revision of the object Read UINT Always 0002 hex. g'
02 hex Max Instance The maximum instance number Read UINT Always 0001 hex @
64 hex PLC Mode This can be used to read and Write UINT Specify this when you want to
modify the Controller operating write to an attribute.
mode. 0000 hex: PROGRAM mode
0004 hex: RUN mode
65 hex PLC Error Status Indicates when there is a Control- | Read UINT 0000 hex: There is no Controller o
ler error. Changes to TRUE when error. g
a fatal or non-fatal error occurs. 0001 hex: There is a Controller o
error. %
66 hex PLC Model Indicates the model of the Con- Read STRING =3
troller. The length is always 2 g
bytes for the size + 20 bytes for g
the name. Unused area is padded 8.
with spaces. e
vy
[2]
(2]
)
O
N
=
[
RS

I Request Paths (IOls) to Specify Objects

When you specify an object, specify the request path (IOl) for each service code as given below.

Service code Class ID Instance ID Attribute ID
OE hex Get_Attribute_Single C4 hex 00 hex Specifies the attribute of the class to
10 hex Set_Attribute_Single read or write: 01 hex, 02 hex, or 64 to
- B 66 hex
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8-6 Read and Write Services for Variables

This section shows services that specify the CIP object in the Request Path and access the CIP mes-
sage server function of the NJ/NX-series Controllers.

8-6-1 Read Services for Variables

Specify service code 4C hex to read the value of the variable that is specified by the request path.

I Service Code: 4C Hex

® Request Data Format

Request Path Data

[ __Variable name specification |
Request Service Data
+0 | Numof Element (L)  JUINT Specify the number of elements to read for an array variable.
+1 (H)
Response Service Data
Data Type USINT Data type of variable to read
AddInfo Length USINT Additional information: Field length in bytes
(Addinfo) Additional information: CRC value of structure
Actual data*

* The actual data is stored in little-endian format.

Data Type Code for data type of variable to read
Refer to 8-7-1 Data Type Codes.

AddInfoLength The size of the AddInfo area is stored only when accessing a structure variable. Set 02
hex for a structure variable. Otherwise, set 00 hex.

Addinfo The CRC code of the structure definition is stored only when accessing a structure vari-
able. In this case, the size of AddInfo will be 2 bytes.

Actual data The actual data is stored in little-endian format. If 0001 hex is specified for an array, the
actual data is stored in the same format as when you access a variable with the data
type of the elements of the array.
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8 CIP Message Communications

il Meaning Add Cause
status status
00 SUCCESS --- The service ended normally.
02 RESOURCE_UNAVAILABLE -—- The internal processing buffer is not avail-
able.
04 PATH_SEGMENT_ERROR - The request path specification is not cor-
rect.
05 PATH_DESTINATION_UNKNOWN - The variable specification is not correct.
0oC OBJECT_STATE_CONFLICT 8010 Downloading, starting up
8011 There is an error in tag memory.
11 REPLY_DATA_TOO_LARGE - The response exceeds the maximum
response length.
13 NOT_ENOUGH_DATA -—- The data length is too short for the specified
service.
15 TOO_MUCH_DATA - The data length is too long for the specified
service.
1F VENDOR_SPECIFIC_ERROR 0102, 2104 | An attempt was made to read an 1/O vari-
able that cannot be read.
0104, 1103 | The specified address and size exceed a
segment boundary.
8001 An internal error occurred.
8007 An inaccessible variable was specified.
8031 An internal error occurred. (A memory allo-
cation error occurred.)
20 INVALID_PARAMETER 8009 A segment type error occurred.
800F There is an inconsistency in data length
information in the request data.
8017 More than one element was specified for a
variable that does not have elements.
8018 Zero elements or data that exceeded the
range of the array was specified for an
array.
8023 An internal error occurred. (An illegal com-
mand format was used.)
8024 An internal error occurred. (An illegal com-
mand length was used.)
8025 An internal error occurred. (An illegal
parameter was used.)
8027 An internal error occurred. (A parameter
error occurred.)
8028 ¢ An attempt was made to write an out-of-

range value for a variable for which a sub-
range is specified.

¢ An attempt was made to write an unde-
fined value to an enumeration variable.
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8 CIP Message Communications

8-6-2 Write Service for Variables

Specify service code 4D hex to write the value of the variable that is specified by the request path.

I Request Data Format for Writing a Variable

Request Path Data

Request Service Data

Data Type USINT Data type of variable to write
AddInfo Length USINT Additional information: Field length in bytes
(AddInfo) Additional information: CRC value of structure
| _Numof Element | (L) | UINT
(H)

Actual data*

Response Service Data
There is no response service data.

* Data to write: Store the data to write in little-endian format.

Data Type Code for data type of variable to write
Refer to 8-7 Variable Data Types.

AddInfoLength Specify the size of the AddInfo area only when accessing a structure variable. Set 02
hex for a structure variable. Otherwise, set 00 hex.

AddInfo The CRC code of the structure definition is specified only when accessing a structure
variable. In this case, the size of AddInfo will be 2 bytes.

NumOfElement Specifying the number of elements in the array. Do not specify 0000 hex (an error will
occur). For variables other than arrays, set 0001 hex.

Actual data Specify the actual data in little-endian format. If 0001 hex is specified for an array,
specify the actual data in the same format as when you access a variable with the
data type of the elements of the array.
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CiP
status

Meaning

Add
status

Cause

00

SUCCESS

The service ended normally.

02

RESOURCE_UNAVAILABLE

The internal processing buffer is not
available.

04

PATH_SEGMENT_ERROR

The request path specification is not cor-
rect.

05

PATH_DESTINATION_UNKNOWN

The link was followed to the end, but the
variable was not found.

0C

OBJECT_STATE_CONFLICT

Downloading, starting up

There is an error in tag memory.

13

NOT_ENOUGH_DATA

The data length was too short for the
specified service.

15

TOO_MUCH_DATA

The data length was too long for the
specified service.

1F

VENDOR_SPECIFIC_ERROR

0102, 2103

An attempt was made to write a constant
or read-only variable.

0104, 1103

The specified address and size exceed
a segment boundary.

8001

An internal error occurred. (An informa-
tion inconsistency was detected in the
interface in the Module.)

8007

An inaccessible variable was specified.

8029

A region that all cannot be accessed at
the same time was specified for Simple-
DataSegment.

8031

An internal error occurred. (A memory
allocation error occurred.)

20

INVALID_PARAMETER

8009

A segment type error occurred.

800F

There is an inconsistency in data length
information in the Request Data.

8017

More than one element was specified for
a variable that does not have elements.

8018

Zero elements or data that exceeded the
range of the array was specified for an
array.

8021

A value other than 0 or 2 was specified
for an AddInfo area.

8022

The data type that is specified in the
request service data does not agree with
the tag information. The AddInfo Length
in the request service data is not 0.

8023

An internal error occurred. (An illegal
command format was used.)

8024

An internal error occurred. (An illegal
command length was used.)

8025

An internal error occurred. (An illegal
parameter was used.)

8027

An internal error occurred. (A parameter
error occurred.)

8028

¢ An attempt was made to write an out-
of-range value for a variable for which
a subrange is specified.

* An attempt was made to write an
undefined value to an enumeration
variable.
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8 CIP Message Communications

8-7 Variable Data Types

This section provides the data types of variables that can be used with CIP message communications.

8-7-1 Data Type Codes

The following codes are given to variable data types.

Data Type Code(Hex) Group*
Boolean (bit) C1 CIP Common
SINT (1-byte signed binary) Cc2 CIP Common
INT (1-word signed binary) C3 CIP Common
DINT (2-word signed binary) C4 CIP Common
LINT (4-word signed binary) C5 CIP Common
USINT (1-byte unsigned binary) C6 CIP Common
UINT (1-word unsigned binary) C7 CIP Common
UDINT (2-word unsigned binary) C8 CIP Common
ULINT (4-word unsigned binary) C9 CIP Common
REAL (2-word floating point) CA CIP Common
LREAL (4-word floating point) CB CIP Common
STRING DO CIP Common
BYTE (1-byte hexadecimal) D1 CIP Common
WORD (1-word hexadecimal) D2 CIP Common
DWORD (2-word hexadecimal) D3 CIP Common
TIME (8-byte data) DB CIP Common
LWORD (4-word hexadecimal) D4 CIP Common
Abbreviated STRUCT A0 CIP Common
STRUCT A2 CIP Common
ARRAY A3 CIP Common
UINT BCD (1-word unsigned BCD) 04 Vendor Specific
UDINT BCD (2-word unsigned BCD) 05 Vendor Specific
ULINT BCD (4-word unsigned BCD) 06 Vendor Specific
ENUM 07 Vendor Specific
DATE_NSEC 08 Vendor Specific
TIME_NSEC 09 Vendor Specific
DATE_AND_TIME_NSEC 0A Vendor Specific
TIME_OF_DAY_NSEC 0B Vendor Specific
Union oC Vendor Specific

* “CIP Common” indicates codes that are defined in the CIP Common Specifications. “Vendor Specific” indicates
codes that are assigned by OMRON.
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8-7-2 Common Format

The basic format on the data line is shown below.

Data Format

USINT Data Type Refer to Data Type Codes on page 8-84 for specific values.
USINT AddlInfo Length Additional information: Field length in bytes
(AddInfo) Additional information: CRC value of structure or other
UINT  NumofElement ____ (L) __ nformation
! (H) ! This field exists only in the parameters for the variable write
[ Actual data | service.

8-7-3 Elementary Data Types

I Fixed-length Byte Data
Applicable data types: BYTE, USINT, and SINT

Data Format

USINT Data Type
USINT 00h -
UINT ‘Numof Elem L_ 01 hex p;
! H 00 hex 3
USINT Data 2
USINT 0 (padding) 00 hex o
g
I Fixed-length 2-byte Data e

Applicable data types: INT, UINT, UINT BCD, and WORD
Data Format

USINT Data Type
USINT 00h ¥
UINT ‘NumofElem (L) 01 hex -
] H 00 hex S
Data (L) g
(H) g
3
L

J Fixed-length 4-byte Data
Applicable data types: DINT, UDINT, UDINT BCD, REAL, and DWORD

Data Format

USINT Data Type
USINT 00h
UINT ‘NumofElem (L) 01 hex
' (H | 00 hex
Data (LL)
(LH)
(HL)
(HH)
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I Fixed-length 8-byte Data
Applicable data types: LINT, ULINT, ULINT BCD, LREAL, and LWORD

Data Format

USINT Data Type

USINT 00 hex

UINT ‘Numof Elem L 01 hex
' H) 00 hex

(Most-significant byte)

I Boolean Data

Data Format

USINT Data Type C1 hex
USINT 00 hex
UINT LNQ“]P[E'?[“,,,,,,,,,,ﬂ—),,,: 01 hex
' H) 00 hex
USINT Status 01 hex: TRUE, 00 hex : FALSE
USINT Forced set/reset information* 01 hex: Forced, 00 hex: Not forced

* Specify 0 when writing data.
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8-7-4 Derived Data Types

Arrays and structures are handled as derived data types.

I Accessing One Member
The data format for accessing one element of an array or one member of a structure is the same as
the data format for the corresponding elementary data type.

Example: If you specify Var[5] to access a variable defined with UINT Var[10], use the same data
format as for UINT data.

I Accessing More Than One Element at the Same Time

® Arrays
* Accessing an Entire Array

If you access an array variable without specifying an element, the entire array is accessed. The
following data format is used.

Data Format

USINT Data Type Data type of array elements (A1 hex is not used.)
USINT 00 hex
UINT '‘NumofElem L. Gives the number of elements in the array. i
| H) y
Data The actual data for the elements of the array are =
: given in order in the same format as when the g
Data elements are accessed individually.* g,
* For STRING data, the output format differs from the format when accessing individual elements in the following g‘
1]
(7]

ways.
* There are no fields for the text string lengths. Only the text strings (including NULL) are given.

* The transferred data length is not the combined lengths of the text strings, but the memory size
that is allocated to the STRING variable.

* Upper and lower bytes are reversed.

Example: The outputs will be as follows for a STRING array named s that has two elements (with the
data quantity around elements is set to 4 bytes) when s[0] is “ab” and s[1] is “d”.

Individual [0]: DO 00 03 00 61 62 63 (hex)
Entire array: DO 00 62 61 ?? 00 00 64 ?? ?? (hex) (??: Invalid data.)

sadA] ejeq peAueq p-/-8
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8-88

* Handling Multi-dimensional Array

Elements for a multi-dimensional array are given in order from the deepest elements. For exam-
ple, the data is read in the following format when Var is specified for a variable defined with UINT
Var[2][2].

Data Format

USINT C7 hex Data type code for UINT
USINT 00 hex
UINT | Value of Var[Ojfo] _ _____ O
(H)
UINT | Value of Varfoj1] ______(L)__ |
(H)
UINT | Value of Var[1jfo] ______ L)__|
(H)
UINT Value of Var[1j/1] ______(L)__ |
(H)

The following data format is used for a BOOL array (using BOOL b[2][3] as an example).

Data Format

USINT C1 hex (data type code for BOOL)

USINT 00 hex

(WORD) | rsv_ | | rsv__ ] b(12] | b1l | | b{1J{o] | _bloJ2] | blo][1]_ | _b[OJ[O] _
rsv rsv rsv rsv rsv rsv rsv rsv

Exceptions When Specifying the Num of Element Field

The following data format is used if a specification is made in the Num of Element field for a BOOL
array. (Refer to 8-4-5 Specifying Variable Names in Request Paths for information on the Num of
Element field.) The status (TRUE/FALSE) is given in order for each element of the BOOL variable.

Data Format

USINT Data Type C1 hex

USINT 00 hex

UINT ‘NumofElem (L) _! Gives the number of elements in the array.
1 (H) 1

USINT Status 01 hex: TRUE, 00 hex: FALSE

USINT Status

® Structure Variables

¢ Accessing an Entire Structure

If a structure variable is specified, it is treated as an access request for all of the members of the
structure.

Data Format

USINT Data Type A0 Hex (Abbreviated STRUCT)
USINT 02 hex
UINT CRC (L) CRC value for the structure definition
(H)
UINT ‘NumofElem (S 01 hex
i H 00 hex
Data
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9 Socket Service

9-1

Basic Knowledge on Socket
Communications

9-1-1

Sockets

A socket is an interface that allows you to directly use TCP or UDP functions from the user program. In
a host computer (e.g., personal computer), sockets are provided in the form of a C language interface
library. If you load the library, you can program communications via TCP and UDP in the user program.
In a UNIX computer, a socket interface is provided in the format of system calls. For the built-in Ether-
Net/IP port, you execute instructions in the user program to use sockets. You can use these communi-
cations services to send and receive any data to and from remote nodes, i.e., between host computers
and Controllers or between Controllers. The built-in EtherNet/IP port provides a UDP socket service
and a TCP socket service.

9-1-2 Port Numbers for Socket Services

Ports 0 to 1023 used for TCP/IP are reserved as well-known ports . In addition, ports 1024 to 49151 are
reserved as registered ports by the protocols that are used. Therefore, we recommend that you use
port numbers 49152 to 65535 for applications other than the protocols that are registered with the
socket service.

You cannot specify port number 0 for the built-in EtherNet/IP port. Also, make sure that the following
ports, which are used by the built-in EtherNet/IP port, are not used for other purposes.

Application UDP TCP
FTP server --- 20, 21*
DNS 53
BOOTP client 68
HTTP server - 80
NTP server 1231
SNMP Agent 161™1
SNMP trap 162"
FINS/UDP 9600
FINS/TCP 9600
Used by system. 2222, 2223, and 2224 9610
CIP messages 44818 44818
TCP/UDP message service "2 64000*1 640001

*1 These are the default port numbers. You can change the port numbers in the settings.
*2 This can only be used on the NX102 CPU Unit.
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9 Socket Service

9-2 Basic Knowledge on Protocols

9-2-1 Differences between TCP and UDP

The TCP and UDP functions used on socket services differ as shown below.

I TCP Communications

The following operations are performed each time data is sent to ensure that it reaches the destination
node. The destination node returns an acknowledgement (ACK) when data is received normally. The
sending node sends the next data after ACK is returned. It resends the same data if ACK is not
received within a certain length of time.

Send data

|

v

Send Receive
request Acknowledgement (ACK) request

A

— | 2
(I '
Resend data

Sending node If ACK is not returned Destination node

In TCP, the remote IP address and the remote TCP port number are specified when a request is made
to open a socket. The variables that store the data to send are specified when the send request is
made.

I UDP Communications

Data is simply sent to the destination node and no acknowledgement or resends are performed like
they are for TCP. To increase the reliability of communications, the user application must perform data
resend processing.

$]020}0.1d uo abpajmouy oiseqg z-6

Send data
— >
N -
Send < Receive
request Acknowledgement (ACK) request

(When ACK processing is performed by user application)

Sending node Destination node

In UDP, the remote IP address and the remote UDP port number are not specified when a request is
made to open a socket. The variables that store the remote IP address, the remote UDP port number,
and the data to send are specified when the send request is made. (The received data is stored in the
response data to specify which UDP port was used from which IP address.) Furthermore, once a
socket is open in UDP, communications with other remote nodes is possible even if the socket is not
closed.

ddn pue 431 usamiaq saouaidlla L-¢-6
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9 Socket Service

I TCP Communications Procedure

You execute socket communications instructions in sequence to perform TCP communications for the
built-in EtherNet/IP port.

Client

Socket

SktTCPConnect Instruction
» Execution of the Socket Function
Connect()
The connection is established by
the normal completion of the
SktTCPConnect instruction.

SktSetOption Instruction

Execution of the Socket Function
setsoketopt()

The option for TCP socket is set
by the normal completion of the

SktTCPSend Instruction
» Execution of the Socket Function
Send()
The data is stored in the send
buffer by the normal completion of
the SktTCPSend instruction.

U

,7
Connect

Instruction
completed,

Send

Instruction
completed.

SktClose Instruction

» Execution of the Socket Function
Close()
The acknowledgment (ACK) of
FIN from the remote node is
received by the normal comple-
tion of the SktClose instruction.
However, RST (not FIN) is sent if

the Linger Option is specified.

Instruction
completed,

Server

Socket
Bind

Listen

Accept

Instruction
completed.

SktTCPAccept Instruction

» Execution of Socket Functions
Socket(), Bind(), Listen(), and
Accept()

» Timeout monitoring until Connect is
completed
The connection is established by the
normal completion of the SktTCPAc-
cept instruction.

+SktSetOption Instruction

Execution of the Socket Function
setsoketopt()

The option for TCP socket is set

by the normal completion of the

SktTCPRecyv Instruction
» Execution of Socket Function Recv()
» Timeout monitoring until data is
received from the remote node
Writing the received data to the variable
is completed by the normal completion
of the SktTCPRcyv instruction.

<:| Socket interface

————— »  Packets sent by the TCP/IP layer

—»  Packets sent by higher layers

Note Set the socket option as required. Refer to the NJ/NX-series Instructions Reference Manual
(Cat. No. W502) for the socket option.

9-4
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9 Socket Service

9-2-2 Fragmenting of Send Data

The receive buffer for the built-in EtherNet/IP port is a maximum of 9,000 bytes per socket handle. If
any data that is larger than 9,000 bytes is received, any data over 9,000 bytes is discarded.

Up to 2,000 bytes can be received for a single request. In this case, the data is sent in fragments as
described below.

J Using TCP

The conditions shown in the following figure occur when data is sent in fragments in TCP communica-
tions.

(1) A send request is sent from the user program at the sending node. It specifies a vari-
able with a data length of 2,000 bytes.

(2) The built-in EtherNet/IP port separates the send data into 1,024 bytes in data A and
976 bytes in data B.

(3) Data A and data B are sent in sequence by the sending node.
(4) After data A is received, the remaining data B is received.

Sending node (Controller) Receiving node (host computer)

User program Built-in Receiving node User program
EtherNetIP port Ethernet line

(4) Receive request

(1) Send request (2) Fragmenting (3)
Data A and
2,000 bytes 1,024 bytes :::ft‘ iE:l are 2,000 bytes
[ originaidata H—»| Dataa oo L paaA |t »| DataA | |
g [ »| Data ata ata
—
1,024 bytes

(5) Receives remaining 976 bytes.

2,000 bytes
/—/%
| Data B >_—’|DataB | |
R/_/ R/_/
976 bytes 976 bytes

(6) Receive request
(request for 2,000 bytes)

Data in TCP communications is delivered to the user program in a fragmented form, as shown
above. The number of bytes of data that is received must be checked to confirm all data was
received before the next receive request is made. (You can use the RecvDataSize output variable of
the socket receive request instruction to check the received data.)
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9 Socket Service

@ Additional Information

If TCP is used to send data to a different segment, the data is separated into 536-byte frag-
ments.

J Using uDP

The conditions shown in the following figure occur when data is sent in fragments in UDP communica-
tions.

(1) A send request is sent from the user program at the sending node. It specifies a vari-
able with a data length of 2,000 bytes.

(2) The built-in EtherNet/IP port separates the send data into 1,472 bytes in data A and
528 bytes in data B.

(3) Data A and data B are sent in sequence by the sending node.

(4) Data A and data B are joined to restore the original send data, and the data is passed
to the user program.

Sending node (Controller) Receiving node (host computer)
User program Built-in Receiving node User program
EtherNet/IP port Ethernet line
1) Send request 2) Fragmentin (3)
) a @ g g Data A and
2,000 bytes 1,472 byt data B are
’ Y ’ ytes separated
— | | | and sent.
| Original data_ | »| DataA |
(4) Receive request
2,000 bytes
/—/%
—»|Data B Yy DataA |DataB || |
H_/
528 bytes

Because UDP communications are performed in datagram units as shown above, send data is
returned to the original data format before it is passed to the user program.
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9-2-3 Data Reception Processing

This section describes data reception processing for TCP and UDP.

® TCP Receive Processing

With TCP communications, the receive data that is stored in the receive buffer can be separated
and received. (The receive buffer holds up to 9,000 bytes.) This can be used to receive data that
exceeds the size that can be received with one data request (2,000 bytes), i.e., more than one
receive request is used to receive all of the data. Also, all of the receive data can be received if there
is less data in the receive buffer than the size of the variable that was specified in the receive
request.

Example: Receiving 3,000 Bytes of Receive Data in Two Sections
1. The data that was sent from the sending node in two sends is stored in the receive buffer.

2. Two receive requests are used to receive all of the send data.

Sending node (host computer) Receiving node (Controller)

User program Built-in EtherNet/IP por‘t User program

) (1) Data received to
Ethernet fine receive buffer. (2) The data is received in

two sections.

1st receive request
(Request for 1,000 bytes)

request

1st send

2,000 bytes Data B

2nd send
request

2nd receive request
(request for 2,000 bytes)

Data B } 2,000 bytes

$]090}04d U0 abpajmouy| oiseg z-6
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® UDP Receive Processing

With UDP communications, the receive data that is stored in the receive buffer cannot be separated
and received. (The receive buffer holds up to 9,000 bytes.) Therefore, the data that is sent for each
send request must be received with one receive request. Because of this, attention must be given to
the following at the receiving node when data is received.

* When the Size of the Variable Specified in the Receive Request Is Smaller Than the Data Size
Sent with the Send Request
The received data that exceeds the size of the variable that is specified in the receive request is
discarded. All of the receive data is received if there is less data in the receive buffer than the size
of the variable that was specified in the receive request.

Example 1: Receive Request for 1,000 Bytes when 2,000 Bytes of Data Was Received
1. The data that was sent from the sending node in two sends is stored in the receive buffer.

2. If a receive request is made for 1,000 bytes for the first send data, the remaining 1,000 bytes is
discarded.

3. If the next receive request is for 2,000 bytes, all of the send data for the second send is received.

Sending node (host computer) Receiving node (Controller)

User program Built-in EtherNet/IP port User program

(1) Data received to
receive buffer.

Ethernet line

(2) 1st receive
request (request
for 1,000 bytes)
1st send

request Data A (upper bytes Data A (upper bytes) } 1,000 bytes

DataA |——F+———+FPf------------
Data A (lower bytes)

2,000 bytes

The remaining
data is discarded.

2,000 bytes Data B

2nd send
request

: Data A (lower bytes) } 1,000 bytes

(3) 2nd receive
request (request
for 2,000 bytes)

Data B } 2,000 bytes
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9 Socket Service

* When There Is Only One Receive Request for Data Sent for Multiple Send Requests
You cannot use just one receive request to receive the data that was sent for multiple send
requests, regardless of the size of the data.

Example 2: Receive Request for 1,000 Bytes when 200 Bytes of Data Was Sent for Two Send
Requests

1. The data that was sent from the sending node in two sends is stored in the receive buffer.

2. Even if a receive request is made for 2,000 bytes of data, only the 100 bytes that was sent for the
first send request is received.

Sending node (host computer) Receiving node (Controller)

User program Built-in EtherNet/IP port User program

(1) Data received to
receive buffer.

Ethernet line

(2) 1st receive request
(request for 1,000

bytes
1st send yies)
request
100 bytes Data A » Data A
~—
100 bytes Data B 100 bytes
2nd send
request You can receive the rest

of the data with another
receive request.
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9 Socket Service

9-2-4 Broadcasting

9-10

You can set the destination IP address to a broadcast address for a UDP socket to broadcast data to
the host and all nodes on the same network as the EtherNet/IP port. If there is a router on the network,
packets are not sent beyond the router. You can broadcast up to 1,472 bytes of data. Data larger than
1,472 bytes cannot be broadcast.

You can specify either of the two following types of broadcast addresses.

* Local Broadcast
If no destination IP address is specified, the following IP address is specified automatically.
Network segment: The network segment of the local IP address is set.
Host segment: All bits are set to 1.

¢ Global Broadcast
Specify this type when the IP address of the local node or the subnet to which the local node belongs
is unknown. As shown below, every bit of the 32-bit address is set to 1.

255.255.255.255

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



9 Socket Service

9-3 Overview of Built-in EtherNet/IP Port
Socket Services

9-3-1 Overview

Socket services on the built-in EtherNet/IP port are used to exchange data between Controllers and
general-purpose applications that do not support CIP message communications. The Controller
requests the socket service from the user program.

General purpose (non-CIP communications) application

Intranet . At the host, system calls of sockets, e.g.,
from a C language interface library, can

be used to directly use TCP/IP or UDP/IP
to access Controller data.
Ethernet

I,

T
/I Built-in EtherNet/IP port

Data

At the Controller, socket instructions can
0 be executed in the user program to
0 directly use UDP or TCP to exchange
data with the host computer.

I Overview of Socket Services with Socket Service Instructions

You can use socket service instructions to use the socket services. The maximum total number of UDP
and TCP sockets that you can use is given in the following table.

Number of sockets

UDP/TCP NX-series CPU Unit : : NJ-series CPL.j Unlt-
NX102 Other than NX102 Unit version 1.00 to | Unit version 1.03 or
1.02 later

S9IAIBG 19908 HOd dI}eNI2U}T U-|ing JO MBIAIBAQ €-6

UDP socket service | Total of 60 sockets Total of 30 sockets Total of 16 sockets Total of 30 sockets

TCP socket service

9-3-2 Procedure

1 Make the settings that are required for socket services.

Refer to 9-4 Settings Required for the Socket Services.
l

MOINIBAQ L-€-6

2 Execute the socket service instructions from the user program.

Refer to 9-5 Socket Service Instructions.
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9 Socket Service

9-4 Settings Required for the Socket
Services

Make the following settings in the Unit Setup to use the socket services.

Sysmac Studio

Unit Settings Tab Setting Setting conditions
Page
Setting Local IP Address Required
Subnet Mask Required

TCP/IP Keep Alive | Optional
(Change when the default setting of 5 minutes is unacceptable.)

Linger Option Optional

@ Additional Information

Make this setting in the TCP/IP Dialog Box. Refer to 5-1 TCP/IP Settings Display for information
on the TCP/IP Dialog Box.
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9-5 Socket Service Instructions

You can use the following socket service instructions for socket services use. Refer to the NJ/NX-series
Instructions Reference Manual (Cat. No. W502) for information on the socket service instructions.

UDP/TCP Instruction Socket service

UDP sockets SktUDPCreate Create UDP Socket instruction
SktUDPRcv UDP Socket Receive instruction
SktUDPSend UDP Socket Send instruction

TCP sockets SktTCPAccept Accept TCP Socket instruction
SktTCPConnect Connect TCP Socket instruction
SktTCPRcv TCP Socket Receive instruction
SktTCPSend TCP Socket Send instruction
SktGetTCPStatus Read TCP Socket Status instruction

Services for both SktClose Close TCP/UDP Socket instruction

;JoDch)e?[Qd TCP SktClearBuf Clear TCP/UDP Socket Receive Buffer instruction
SktSetOption Set TCP Socket Option instruction

El Precautions for Correct Use

You can execute a maximum of 32 (64 for NX102) socket service instructions at the same time.

Use exclusive control in the user program so that no more than 32 (64 for NX102) socket service
instructions are executed at the same time.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 9-13
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9 Socket Service

9-6 Details on Using the Socket Services

9-6-1 Using the Socket Services

The built-in EtherNet/IP port has the total number of sockets for TCP and UDP that is given in the fol-

lowing table.

Number of sockets

UDP/TCP

NX-series CPU Unit

NJ-series CPU Unit

NX102

Other than NX102

Unit version 1.00 to
1.02

Unit version 1.03 or
later

UDP socket service | Total of 60 sockets

TCP socket service

Total of 30 sockets

Total of 16 sockets

Total of 30 sockets

To use these sockets for communications, special ST instructions for sockets are executed to execute

the following processes.

Open processing: This process places the socket in a usable state. This is the first process that is exe-
cuted when using socket services. With TCP, open processing is performed until a
connection is established.

Close processing: This process ends the use of the socket. With TCP, it closes the connection.
Send processing: This process sends data from the socket.

Receive processing: This process receives data from the socket.

Clear processing: This process clears data in the receive buffer received from the remote node.
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9 Socket Service

9-6-2 Procedure to Use Socket Services

You execute special instructions for sockets in sequence to use the socket services according to the
procedure shown below. Use the values of the output variables for each instruction to confirm that each
instruction is completed normally.

jTcp

Opening a Connection Accepting a Connection
Execute SktTCPConnect instruction. Execute SktTCPAccept instruction.

Error End
Output variable: Error = TRUE

Check error details based on
the error code and take
suitable actions.

Output variable: ErrorlD

Instruction end normally?

Normal End
Output variable: Done = TRUE

Send Processing
Execute SktTCPSend instruction.

Error End
Output variable: Error = TRUE

Check error details based on
the error code and take
suitable actions.

Output variable: ErrorlD

»

Instruction end normally?

Normal End
Output variable: Done = TRUE

A

Checking TCP Status

Execute SktGetTCPSatus
instruction.

Output variable BufferDataByte
< Number of send bytes

All data received?

Output variable BufferDataByte
> Number of send bytes

S991AI9G }9)208 a8y} Buis uo sje}aq 9-6

Receive Processing
Execute SktTCPRcv instruction.

Error End
Output variable: Error = TRUE

Check error details based on
»| the error code and take
suitable actions.

Output variable: ErrorlD

Instruction end normally?

Normal End
Output variable: Done = TRUE

Close Processing
Execute SktClose instruction.

Error End
Output variable: Error = TRUE

Check error details based on
»( the error code and take
suitable actions.

Output variable: ErrorlD

Instruction end normally?

Normal End
Output variable: Done = TRUE

SB0IAISS 18Y00S 8SM 0] 8INPadold Z-9-6

End socket communications.
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9 Socket Service

juop

Open Processing
Execute SktUDPCreate instruction.

Error End

Output variable: Error = TRUE

Instruction end normally?

Normal End

Check error details based on
the error code and take
suitable actions.

Output variable: ErrorlD

Output variable: Done = TRUE

Send Processing
Execute SktUDPSend instruction.

Error End
Output variable: Error = TRUE

»
>

Instruction end normally?

Normal End
Output variable: Done = TRUE

Receive Processing
Execute SktUDPRcv instruction.

Error End

Check error details based on
the error code and take
suitable actions.

Qutput variable: ErrorlD

Output variable: Error = TRUE

»
»

Instruction end normally?

Normal End

Check error details based on
the error code and take
suitable actions.

Output variable: ErrorlD

Output variable: Done = TRUE

Close Processing
Execute SktClose instruction.

Error End

Qutput variable: Error = TRUE

»
>

Instruction end normally?

Normal End

Check error details based on
the error code and take
suitable actions.

Output variable: ErrorlD

Output variable: Done = TRUE

End socket communications.
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9-6-3 Timing Chart for Output Variables Used in Communications

I Output Variable Operation and Timing

You can monitor the values of the output variables to determine the status throughout instruction execu-
tion. The following timing chart shows the operation of the output variables.

Execute

Busy

Done

Error

ErrorlD

) (4) (6) ®)

changes to FALSE.
— + Changes to FALSE

(Executing) : :
Changes to FALSE
: : because Execute : ;

H . : because Execute
changes to FALSE.

fa
/@ ,—*-\ (7)

O N OORAW N

X 00000 W% oxizas X

When Execute changes to TRUE, the instruction is executed and Busy changes to TRUE.

After the results of the instruction execution of the instruction are stored in the output variables,
Done changes to TRUE and Busy changes to FALSE.

When Execute changes to FALSE, Done returns to FALSE.
When Execute changes to TRUE again, Busy changes to TRUE.
Execute is ignored if it changes to TRUE during instruction executed (i.e., when Busy is TRUE).

If an error occurs, several retries are attempted internally. The error code in the ErroriD is not
updated during the retries.

When a communications error occurs, Error changes to TRUE and the ErrorID is stored. Also,
Busy and Done change to FALSE.

When Execute changes to FALSE, Error changes to FALSE.
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9 Socket Service

m Precautions for Correct Use

If Execute changes back to FALSE before Done changes to TRUE, Done stays TRUE for only
one task period. (Example 1)
If you want to see if Done is TRUE at any time, make sure to keep Execute TRUE until you con-

firm that Done is TRUE. If Execute is TRUE until Done changes to TRUE, Done stays TRUE
until Execute changes to FALSE. (Example 2)

Example 1 Example 2
Execute Execute |_ When Execute
Change_s to i |changesto
Busy FALSE |_n next Busy FALSE, Done
(Exeouting) task period. (Executing) : — |returns to FALSE.
Done Done
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9-6-4 UDP Sample Programming

9 Socket Service

In this sample, the UDP socket service is used for data communications between the NJ/NX-series

Controller and a remote node.

IP address: 192.168.250.1
UDP port number: 6000

N\

IP address: 192.168.250.2

UDP port number: 6001

\

Data sent.
_— N1 Remote node
L—|_| Data received.
— e Ve
[
Built-in EtherNet/IP Port /

Ethernet line
The processing procedure is as follows:

1 The SktUDPCreate instruction is executed to request creation of a UDP socket.

RcvSocketDat]].

2
3
4

The SktClose instruction is executed to close the socket.

Execute the SktUDPSend instruction to request sending. The data in SendSocketDat[] is sent.

The SktUDPRecyv instruction is executed to request reception. The receive data is stored in

ST

VI::;rl?laels. Variable Data type Initial value Comment

Trigger BOOL False Execution condi-
tion
DoSendAndRcv BOOL False Processing
Stage INT 0 Status change
RcvSocketDat ARRAYI[0..1999] OF | [2000(16#0)] Receive data
BYTE
WkSocket _sSOCKET (Handle:=0, Socket
SrcAdr:=(PortNo:=0, IpAdr:="),
DstAdr:=(PortNo:=0, IpAdr:="))
SendSocketDat ARRAY[0..1999] OF | [2000(16#0)] Send data
BYTE

SktUDPCreate_instance | SktUDPCreate
SktUDPSend_instance SktUDPSend
SktUDPRcv_instance SktUDPRcv
SktClose_instance SktClose

Ext.ernal Variable Data type Constant Comment

Variables
_EIP_EtnOnlineSta* BOOL Online

*1  For an NX701 CPU Unit or an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online)

S991AI9G }9)208 a8y} Buis uo sje}aq 9-6
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or _EIP2_EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used.
For an NX1P2 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online).

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 9-19
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/I Start sequence when Trigger changes to TRUE.

IF((Trigger=TRUE) AND(DoSendAndRcv=FALSE) AND (_EIP_EtnOnlineSta=TRUE))THEN

DoSendAndRcv :=TRUE;

Stage =INT#1;
SktUDPCreate_instance(Execute:=FALSE);
SktUDPSend_instance(

Execute :=FALSE,
SendDat :=SendSocketDat[0]);
SktUDPRcv_instance(
Execute :=FALSE,
RcvDat :=RcvSocketDat[0]);
SktClose_instance(Execute:=FALSE);
END_IF;

IF (DoSendAndRcv=TRUE) THEN
CASE Stage OF
1: /l Request creating socket.
SktUDPCreate_instance(
Execute :=TRUE,
SrcUdpPort:=UINT#6000,
Socket =>WkSocket);

/I Initialize instance.
/I Initialize instance.

/l Dummy
/I Initialize instance.

/l Dummy
/I Initialize instance.

/I Local UDP port number
/I Socket

IF (SktUDPCreate_instance.Done=TRUE) THEN

/I Normal end

/I Error end

Stage =INT#2;
ELSIF (SktUDPCreate_instance.Error=TRUE) THEN
Stage =INT#10;
END_IF;
2: I/l Send request

WkSocket.DstAdr.PortNo :=UINT#6001;
WkSocket.DstAdr.lpAdr:='192.168.250.2";
SktUDPSend_instance(

Execute :=TRUE,

Socket :=WkSocket,
SendDat :=SendSocketDat[0],
Size :=UINT#2000);

IF (SktUDPSend_instance.Done=TRUE) THEN

/I Socket

/l Send data

/l Send data size

/I Normal end

/I Error end

Stage =INT#3;

ELSIF (SktUDPSend_instance.Error=TRUE) THEN
Stage =INT#20;

END_IF;
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9 Socket Service

3: /I Request receiving data.
SktUDPRecv_instance(
Execute :=TRUE,

Socket :=WkSocket, /I Socket

TimeOut :=UINT#O, /I Timeout value
Size :=UINT#2000, /I Receive data size
RcvDat :=RcvSocketDat[0]); /I Receive data

IF (SktUDPRcv_instance.Done=TRUE) THEN

Stage =INT#4; /I Normal end
ELSIF (SktUDPRcv_instance.Error=TRUE) THEN
Stage =INT#30; // Error end
END_IF;
4 /I Request closing data.

SktClose_instance(
Execute :=TRUE,
Socket :=WkSocket); /I Socket

IF (SktClose_instance.Done=TRUE) THEN

Stage =INTH#O; /I Normal end
ELSIF (SktClose_instance.Error=TRUE) THEN
Stage =INT#40; // Error end
END_IF;
0: / Normal end
DoSendAndRcv:=FALSE;
Trigger :=FALSE;
ELSE /I Interrupted by error.
DoSendAndRcv:=FALSE;
Trigger :=FALSE;
END_CASE;

END_IF;

® Remote Node Programming

In this example, programming is also required in the remote node. The order of sending and receiv-
ing is reversed in comparison with the above procedure.

1 The SktUDPCreate instruction is used to request creating a UDP socket.

The SktUDPRcyv instruction is executed to request reception. The receive data is stored in
RcvSocketDat]].

3 Execute the SktUDPSend instruction to request sending. The data in SendSocketDat[] is sent.

The SktClose instruction is executed to close the socket.
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9 Socket Service

9-22

ST
\;::;rglaeL Variable Data type Initial value Comment
Trigger BOOL False Execution condition
DoSendAndRcv BOOL False Processing
Stage INT 0 Status change
RcvSocketDat ARRAY[0..1999] OF | [2000(16#0)] Receive data
BYTE
WkSocket _sSOCKET (Handle:=0, Socket
SrcAdr:=(PortNo:=0, IpAdr:="),
DstAdr:=(PortNo:=0, IpAdr:="))
SendSocketDat ARRAY[0..1999] OF | [2000(16#0)] Send data
BYTE
SktUDPCreate_instance | SktUDPCreate
SktUDPSend_instance SktUDPSend
SktUDPRcv_instance SktUDPRcv
SktClose_instance SktClose
Ext.ernal Variable Data type Constant Comment
Variables
_EIP_EtnOnlineSta™ BOOL Online

*1  For an NX701 CPU Unit or an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online)
or _EIP2_EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used.
For an NX1P2 CPU Unit, replace the variable with _EIP1_EitnOnlineSta (Port1 Online).

/I Start sequence when Trigger changes to TRUE.

IF((Trigger=TRUE) AND (DoSendAndRcv=FALSE) AND (_EIP_EtnOnlineSta=TRUE))THEN

DoSendAndRcv :=TRUE;
Stage =INT#1;
SktUDPCreate_instance(Execute:=FALSE);
SktUDPSend_instance(
Execute :=FALSE,
SendDat:=SendSocketDat[0]);
SktUDPRcv_instance(

Execute :=FALSE,
RcvDat :=RcvSocketDat[0]);
SktClose_instance(Execute:=FALSE);
END_IF;

IF (DoSendAndRcv=TRUE) THEN
CASE Stage OF
1: /I Request creating socket.
SktUDPCreate_instance(
Execute :=TRUE,
SrcUdpPort:=UINT#6001,
Socket =>WkSocket);

IF (SktUDPCreate_instance.Done=TRUE) THEN
Stage =INT#2;
Stage =INT#10;

END_IF;

/I Initialize instance.
/I Initialize instance.

/[ Dummy
/I Initialize instance.

// Dummy
/I Initialize instance.

/I Local UDP port number
/I Socket

// Normal end
ELSIF (SktUDPCreate_instance.Error=TRUE) THEN
/I Error end
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2: /I Request receiving data.
SktUDPRecv_instance(
Execute :=TRUE,

Socket :=WkSocket, /I Socket

TimeOut :=UINT#O, /I Timeout value
Size :=UINT#2000, /I Receive data size
RcvDat :=RcvSocketDat[0]); /I Receive data

IF (SktUDPRcv_instance.Done=TRUE) THEN

Stage =INTH3; /I Normal end
ELSIF (SktUDPRcv_instance.Error=TRUE) THEN
Stage =INT#20; // Error end
END_IF;
3: /I Send request

WkSocket.DstAdr.PortNo:=UINT#6000;
WkSocket.DstAdr.IpAdr :='192.168.250.1";
SktUDPSend_instance(

Execute :=TRUE,

Socket :=WkSocket, /I Socket
SendDat :=SendSocketDat[0], /l Send data
Size :=UINT#2000); /I Send data size

IF (SktUDPSend_instance.Done=TRUE) THEN

Stage =INT#4; /I Normal end
ELSIF (SktUDPSend_instance.Error=TRUE) THEN
Stage =INT#30; // Error end
END _IF;
4 /I Request closing data.

SktClose_instance(
Execute :=TRUE,
Socket :=WkSocket); /I Socket

S991AI9G }9)208 a8y} Buis uo sje}aq 9-6

IF (SktClose_instance.Done=TRUE) THEN

Stage =INT#O; /l Normal end
ELSIF (SktClose_instance.Error=TRUE) THEN g
Stage :=INT#40; // Error end z
END_IF; g
®
0: /I Normal end §
DoSendAndRcv:=FALSE; g?
Trigger :=FALSE; 3
ELSE / Interrupted by error. 3
DoSendAndRcv:=FALSE; @
Trigger :=FALSE;
END_CASE;

END_IF;
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9-6-5 TCP Sample Programming
In this sample, the TCP socket service is used for data communications between the NJ/NX-series
Controller and a remote node.

IP address: 192.168.250.1
TCP port number: Automatically assigned.

\

IP address: 192.168.250.2
TCP port number: 6000

\

Data sent.
0 H— Remote node
L—|_| Data received.
—a eV
[
Built-in EtherNet/IP Port /

Ethernet line
The processing procedure is as follows:

1 The SktTCPConnect instruction is executed to request connecting to the TCP port on the
remote node.

The SktClearBuf instruction is executed to clear the receive buffer for a TCP socket.
The SktGetTCPStatus instruction is executed to read the status of a TCP socket.

The SktTCPSend instruction is executed to request sending data. The data in SendSocketDat[]
is sent.

The SktTCPRecyv instruction is executed to request receiving data. The receive data is stored in
RcvSocketDat]].

O O AWN

The SktClose instruction is executed to close the socket.

ST
\:::;r;laels Variable Data type Initial value Comment
Trigger BOOL False Execution condition
DoTCP BOOL False Processing
Stage INT 0 Status change
RcvSocketDat ARRAY[0..1999] OF | [2000(16#0)] Receive data
BYTE
WkSocket _sSOCKET (Handle:=0,SrcAdr:=(PortNo:=0, | Socket
IpAdr:="), DstAdr:=(PortNo:=0,
IpAdr:="))
SendSocketDat ARRAY[0..1999] OF | [2000(16#0)] Send data
BYTE
SktTCPConnect_ SktTCPConnect
instance
SktClearBuf_instance SktClearBuf
SktGetTCPStatus_ SktGetTCPStatus
instance
SktTCPSend_instance | SktTCPSend
SktTCPRcv_instance SktTCPRcv
SktClose_instance SktClose
Ext_ernal Variable Data type Constant Comment
Variables
_EIP_EtnOnlineSta "1 | BOOL Online

9-24
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*1  For an NX701 CPU Unit or an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online)
or _EIP2_EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used.
For an NX1P2 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online).

I/ Start sequence when Trigger changes to TRUE.
IF ((Trigger=TRUE) AND (DoTCP=FALSE) AND (_EIP_EtnOnlineSta=TRUE)) THEN

DoTCP :=TRUE;
Stage =INT#1;
SktTCPConnect_instance(Execute:=FALSE); /I Initialize instance.
SktClearBuf_instance(Execute:=FALSE); /I Initialize instance.
SktGetTCPStatus_instance(Execute:=FALSE); /I Initialize instance.
SktTCPSend_instance( /I Initialize instance.
Execute :=FALSE,
SendDat :=SendSocketDat[0]); /[l Dummy
SktTCPRcv_instance( // Initialize instance.
Execute :=FALSE,
RcvDat :=RcvSocketDat[0]); /[ Dummy
SktClose_instance(Execute:=FALSE); /I Initialize instance.
END_IF;

IF (DoTCP=TRUE) THEN
CASE Stage OF
1: /I Request a connection.
SktTCPConnect_instance(
Execute :=TRUE,

SrcTepPort :=UINT#O, /I Local TCP port number: Automatically assigned.
DstAdr :='192.168.250.2', / Remote IP address

DstTcpPort :=UINT#6000, /I Destination TCP port number

Socket =>WkSocket); Il Socket

IF (SktTCPConnect_instance.Done=TRUE) THEN

S991AI9G }9)208 a8y} Buis uo sje}aq 9-6

Stage =INT#2; /I Normal end
ELSIF (SktTCPConnect_instance.Error=TRUE) THEN
Stage =INT#10; /I Error end
END _IF;
2: /I Clear receive buffer.

SktClearBuf_instance(
Execute :=TRUE,
Socket :=WkSocket); /I Socket

IF (SktClearBuf_instance.Done=TRUE) THEN

Bulwweiboid s|dwes 401 G-9-6

Stage =INTH3; /I Normal end
ELSIF (SktClearBuf_instance.Error=TRUE) THEN

Stage =INT#20; // Error end
END_IF;
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3: /I Request reading status.
SktGetTCPStatus_instance(
Execute :=TRUE,
Socket :=WkSocket); I/l Socket

IF (SktGetTCPStatus_instance.Done=TRUE) THEN

Stage =INT#4; /I Normal end
ELSIF (SktGetTCPStatus_instance.Error=TRUE) THEN
Stage =INT#30; /[ Error end
END_IF;
4: /l Send request

SktTCPSend_instance(
Execute :=TRUE,

Socket :=WkSocket, /I Socket
SendDat :=SendSocketDat[0], /I Send data
Size :=UINT#2000); /I Send data size

IF (SktTCPSend_instance.Done=TRUE) THEN

Stage =INT#5; /I Normal end
ELSIF (SktTCPSend_instance.Error=TRUE) THEN
Stage :=INT#40; /I Error end
END_IF;
5: /I Request receiving data.

SktTCPRcv_instance(
Execute :=TRUE,

Socket :=WkSocket, /I Socket

TimeOut :=UINT#O, /I Timeout value
Size :=UINT#2000, /I Receive data size
RcvDat :=RcvSocketDat[0]); // Receive data

IF (SktTCPRcv_instance.Done=TRUE) THEN

Stage =INT#6; /I Normal end
ELSIF (SktTCPRcv_instance.Error=TRUE) THEN
Stage =INT#50; /l Error end
END_IF;
6: /I Request closing data.

SktClose_instance(
Execute :=TRUE,
Socket :=WkSocket); /I Socket

IF (SktClose_instance.Done=TRUE) THEN

Stage =INT#HO; // Normal end
ELSIF (SktClose_instance.Error=TRUE) THEN

Stage =INT#60; /I Error end
END_IF;
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0: /l Normal end
DoTCP :=FALSE;
Trigger :=FALSE;

ELSE /I Interrupted by error.
DoTCP :=FALSE;
Trigger :=FALSE;

END_CASE;

END_IF;

® Remote Node Programming

In this example, programming is also required in the remote node. The order of sending and receiv-
ing is reversed in comparison with the above procedure.

1 The SktTCPAccept instruction is executed to request accepting a TCP socket.

The SktTCPRecv instruction is executed to request receiving data. The receive data is stored in
RcvSocketDat]].

3 The SktTCPSend instruction is executed to request sending data. The data in SendSocketDat[]
is sent.

The SktClose instruction is executed to close the socket.

o
&
o]
1]
8
7
ST g
c
)
=]
Int.e rnal Variable Data type Initial value Comment Q@
Variables =
Trigger BOOL False Execution condi- a
tion 8
DoTCP BOOL False Processing E
Stage INT 0 Status change 4
RcvSocketDat ARRAY[0..1999] OF | [2000(16#0)] Receive data g
BYTE ®
WkSocket _sSOCKET (Handle:=0, Socket
SrcAdr:=(PortNo:=0,IpAdr:="),
DstAdr:=(PortNo:=0,IpAdr:="))
SendSocketDat ARRAY[0..1999] OF | [2000(16#0)] Send data
BYTE

SktTCPAccept_instance | SktTCPAccept ©
SktTCPSend_instance SktTCPSend g
SktTCPRcv_instance SktTCPRcv 8
SktClose_instance SktClose o
®
External 3
x-erna Variable Data type Constant Comment o
Variables o
_EIP_EtnOnlineSta "1 BOOL Online 8‘
Q
*1  For an NX701 CPU Unit or an NX102 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online) g
or _EIP2 _EtnOnlineSta (Port2 Online), depending on the built-in EtherNet/IP port which is used. 2

For an NX1P2 CPU Unit, replace the variable with _EIP1_EtnOnlineSta (Port1 Online).
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9-28

/I Start sequence when Trigger changes to TRUE.

IF ((Trigger=TRUE) AND (DoTCP=FALSE) AND (_EIP_EtnOnlineSta=TRUE)) THEN

DoTCP :=TRUE;

Stage =INTH1,
SktTCPAccept_instance(Execute:=FALSE);
SktTCPSend_instance(

Execute :=FALSE,

SendDat :=SendSocketDat[0]);
SktTCPRcv_instance(

Execute :=FALSE,

RcvDat :=RcvSocketDat[0]);

SktClose_instance(Execute:=FALSE);
END_IF;

IF (DoTCP=TRUE) THEN
CASE Stage OF

/I Initialize instance.
/I Initialize instance.

/ Dummy
// Initialize instance.

// Dummy
/ Initialize instance.

/I Local TCP port number
/I Timeout value
/I Socket

1: /I Request accepting a socket connection.
SktTCPAccept_instance(
Execute :=TRUE,
SrcTepPort:=UINT#6000,
TimeOut :=UINT#O,
Socket =>WkSocket);

IF (SktTCPAccept_instance.Done=TRUE) THEN

/I Normal end

/! Error end

/I Socket
/I Timeout value
/I Receive data size

Stage =INT#2;
ELSIF (SktTCPAccept_instance.Error=TRUE) THEN
Stage =INT#10;
END_IF;
2: /I Request reception.
SktTCPRcv_instance(
Execute :=TRUE,
Socket :=WkSocket,
TimeOut :=UINT#O,
Size :=UINT#2000,
RcvDat :=RcvSocketDat[0]);

IF (SktTCPRcv_instance.Done=TRUE) THEN

/I Receive data

/I Normal end

/! Error end

Stage =INT#H3;

ELSIF (SktTCPRcv_instance.Error=TRUE) THEN
Stage =INT#20;

END_IF;
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3: /I Send request
SendSocketDat:=RcvSocketDat;
SktTCPSend_instance(

Execute :=TRUE,

Socket :=WkSocket, /I Socket
SendDat :=SendSocketDat[0], // Send data
Size :=UINT#2000); // Send data size

IF (SktTCPSend_instance.Done=TRUE) THEN

Stage =INT#4; /I Normal end
ELSIF (SktTCPSend_instance.Error=TRUE) THEN
Stage =INT#30; // Error end
END_IF;
4 /I Request closing data.

SktClose_instance(
Execute :=TRUE,
Socket :=WkSocket); /I Socket

IF (SktClose_instance.Done=TRUE) THEN

Stage =INT#O; /l Normal end ©
ELSIF (SktClose_instance.Error=TRUE) THEN g
Stage :=INT#40; /l Error end &
END_IF; @

S

c

0: // Normal end 2
«Q

DoTCP :=FALSE; =
Trigger :=FALSE; §
ELSE /I Interrupted by error. %
DoTCP :=FALSE; ;@'
Trigger :=FALSE; s
END_CASE; 2

END_IF;
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9-7

Precautions in Using Socket
Services

9-7-1

9-7-2

9-7-3

9-30

Precautions for UDP and TCP Socket Services

Communications processing are sometimes delayed when multiple functions of the built-in Ether-
Net/IP port are used simultaneously or due to the contents of the user program.

Communications efficiency is sometimes reduced by high communications traffic on the network line.

The close processing for a close request instruction discards all of the buffered send and receive
data for the socket. For example, send data from a send request instruction immediately before the
close processing is sometimes not sent.

After a socket is open, the built-in EtherNet/IP port provides a receive buffer of 9,000 bytes per TCP
socket and 9,000 bytes per UDP socket to enable data to be received at any time. If the receive buf-
fer is full, data received by that socket is discarded. Make sure that the user application always exe-
cutes receive requests to prevent the internal buffer from becoming full.

Precautions for UDP Socket Services

The destination IP address can be set to a broadcast address for a UDP socket to broadcast data to
all nodes on the network. However, in this case, the maximum length of send data is 1,472 bytes.
Data lengths broken into multiple fragments (1,473 bytes or more in UDP) cannot be sent.

For UDP socket, controls to confirm the reliability of communications, such as the confirmation of
send data, are not performed. To improve the reliability of communications when you use UDP sock-
ets, make sure the user program confirms that data is sent and resends data when necessary.

Precautions for TCP Socket Services

If the TCP socket is closed on the remote node without warning during communications (i.e., if the
connection is closed), the socket at the local node must also be closed. You can use the Read TCP
Socket Status instruction (SktGetTCPstatus) to see if the connection is closed. Immediately close the
socket at the local node if the TCP socket at the remote node is closed.

If the remote node’s TCP socket closes without warning, the data to send may remain in the buffer at
the local node. The remaining data is discarded in the local node’s TCP close processing. The steps
that are required in applications to avoid this include sending data from the sending node that permits
closing and closing the socket only after checking the remote node.

While open processing is performed for a TCP socket, a port that was closed first cannot be opened
again for 60 seconds from the time the close processing is performed for the remote socket. How-
ever, this is not true if you specified 0 (automatic assignment by the Unit) as the port for the SktTCP-
Connect instruction.

You can use Connect from another socket to open a connection to a socket that was opened with
Accept. A connection is not opened if you try to use Connect from another socket to open a connec-
tion to a socket that was opened with Connect. Also, a connection is not opened if you attempt to use
Accept from another socket to open a socket that was opened with Accept. Furthermore, you cannot
use Connect from more than one other node to establish multiple connections with a single TCP
socket that was opened with Accept on the built-in EtherNet/IP port.

You can use the keep-alive function for TCP sockets at the built-in EtherNet/IP port. The keep alive
function checks whether a connection is normally established when no data is sent or received for a
certain period on the communications line where the connection was established. The built-in Ether-
Net/IP port responds to checks from other nodes even if keep alive is not specified.
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* For TCP sockets, the send data is resent up to 12 times if an acknowledgment (ACK) from the
remote node is not received. The resend interval increases to between one second and 64 seconds
for each resend.

* For TCP sockets, a connection request (SYN) is sent by performing an open connection. SYN is
resent up to four time if an acknowledgment (SYN + ACK) from the remote node is not received. An
error will occur if SYN + ACK is not received even 75 seconds elapsed since the open processing is
performed.
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9-8 TCP/UDP Message Service

9-8-1 Outline of TCP/UDP Message Service

TCP/UDP socket communication to enable simple access to the CIP object of the Controller from sys-
tems which do not support EtherNet/IP is possible. This enables change of settings and I/O control of
the units connected to the Controller and NX bus. The service can be executed simultaneously with the
tag data link communications.

This service can only be used on the NX102 CPU Unit.

9-8-2 Specifications of TCP/UDP Message Service

Item Specifications

Maximum number of clients which | 32 (UDP and TCP respectively)
can be connected simultaneously

Maximum message size Request: 492 bytes
Response: 496 bytes

Maximum NX data output size Maximum size of NX output data which can be written with the TCP/UDP
message service

488 bytes

Maximum NX data input size Maximum size of NX input data which can be read with the TCP/UDP mes-
sage service

496 bytes

Port number Port number used in the TCP/UDP message service

Default value: 64000 (decimal number)

9-8-3 Settings Required for TCP/UDP Message Service

When you use the TCP/UDP message service, you need to set the following unit settings.
This setting can be set to the Sysmac Studio version 1.23 or higher.

ST TG Setting condi-
Unit Settings Tab Setting tigns Setting range Default
Page
TCP/UDP mes- Use/Do not use TCP/UDP | Optional Use/Do not use Do not use
sage service message service
Port 1-Port No. Optional 1024-65535*1 64000
Port 2-Port No. Optional 1024-65535*1 64000

*1 When you use the TCP socket, the following ports are used by the system and cannot be set by the user: 20,
23, 25, 80, 110, 9610, and 44818.
When you use the UDP socket, the following ports are used by the system and cannot be set by the user: 25,
53, 68, 110, 2222, 2223, 2224, 9600, and 44818.
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® Request Command

9 Socket Service

9-8-4 Command Format Specifications

. Example of
Parameter Offset Size Description VendorID
name address (bytes) 1
readout
Sequence 0 2 The user specifies any number. The number specified | 1000
No. here is stored in the sequence No. of the response
command corresponding to the request command.
Reserved 1 | 2 2 Reserved. Specify 0. 0000
Data Size 4 2 Specify the command size after Reserved 2 parameter. | 0800
Reserved 2 | 6 1 Reserved. Specify 0. 00
Service 7 1 CIP service OE
code
Class ID 8 CIP object class ID 0100
Instance ID | 10 CIP object instance ID 0100
Attribute ID | 12 2 CIP object attribute ID. Specify if attribute ID specifica- | 0100
tion is required in the specified CIP service. This can
be omitted if specification is not required.
Data 12*2 Maximum Specify request data. -
492"3
*1 This shows in hexadecimal and little-endian.
*2 14 when attribute ID is specified.
*3 488 when attribute ID is specified.
® Respond Command
. Example of
Parameter Offset Size Description VendorlD
name address (bytes) *
readout™
Sequence 0 2 The number specified here is stored in the sequence 1000
No. No. of the response command corresponding to the
request command.
Data Size 2 2 The command size after Reserved parameter is stored. | 0600
Reserved Reserved. 0 is stored. 00
Service 1 The executed service code+most significant bit 1 are 8E
code stored.
General 6 1 00 is stored when the service ends normally, and val- 00
status ues other than 00 when the service ends in error.
The status code stored when error occurs conforms to
the CIP General Status Code.
Additional 7 1 00 is stored when the service ends normally. 00
status size If the service ends in error, the Additional status size
(word size) stored in the Data area will be stored.
Data 8 Maximum The response data is stored when the service ends 2F00
496 normally.
If the service ends in error, the Additional status will be
stored for the word size stored in the Additional status
size.
*1 This shows in hexadecimal and little-endian.
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10 Modbus TCP Master Function

10-1 Overview of Modbus TCP Master
Function

The Modbus TCP is a protocol for using the message of the Modbus protocol on Ethernet. The Modbus
TCP Master function sends Modbus commands to the Modbus TCP slave and receives responses from
the Modbus TCP slave.

Modbus TCP Master

Built-in EtherNet/IP port T

T~ CPU Unit

Ethernet

]

Sending Modbus command

Sending Modbus command response

|

Modbus TCP slave

—T—S Omron RFID, etc.
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)

] n N

10-2 Modbus TCP Master Function Details
The Modbus TCP Master Function can be used by executing Modbus TCP instructions in the user pro- ;g

gram. g%

”n =

10-2-1 Modbus TCP Instruction Type

The Modbus TCP instruction type and function are as follows.

Instruction Function
ModbusTCPCmd Sends general commands to the Modbus TCP slave and receives responses.
ModbusTCPRead Sends read commands to the Modbus TCP slave and receives responses.
ModbusTCPWrite Sends write commands to the Modbus TCP slave and receives responses.

For details on Modbus TCP instructions, refer to the NJ/NX-series Instructions Reference Manual (Cat.
No. W502).

adA] uononysu| do1 SNgpoN L-z2-01

10-2-2 Modbus TCP Instruction Function

This section describes Modbus TCP instruction functions.

® ModbusTCPCmd Instruction

The ModbusTCPCmd instruction sends Modbus commands of the specified protocol data unit
(PDU) to the specified Modbus TCP slave and receives responses.

® ModbusTCPRead Instruction

The ModbusTCPRead instruction sends read commands to the specified Modbus TCP slave and
receives responses. The following four Modbus commands can be sent by the ModbusTCPRead
instruction.

e Output read

* Input read

* Retained register read
* Input register read

® ModbusTCPWrite Instruction

The ModbusTCPWrite instruction sends write commands to the specified Modbus TCP slave and
receives responses. The following four Modbus commands can be sent by the ModbusTCPWrite
instruction.

* One output write

* One retained register write

* Multiple output write

* Multiple retained register write
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10-3 Modbus TCP Master Function
Procedure

When you use the Modbus TCP Master Function, you need to also use the following instructions other
than the Modbus TCP instruction.

Instruction

Description

SktTCPConnect

Establishes the TCP/IP connection with the Modbus TCP slave before the exe-
cution of the Modbus TCP instruction. The default connection port is 502.

SktClose

Disconnects the TCP/IP connection with the Modbus TCP slave after the execu-
tion of the Modbus TCP instruction.

SktSetOption

The application of the TCP-NODELAY option in the TCP/IP settings with the
Modbus standard is recommended. Set it before the execution of the Modbus
TCP instruction after the TCP/IP connection is established with the Modbus TCP
slave.

SktClearBuf

The receive buffer is not cleared during the execution of the Modbus TCP
instruction. This instruction is executed if the receive buffer needs to be cleared
during use of the Modbus TCP instruction. For example, execute this instruction
when the previous Modbus TCP command response may be stored in the
receive buffer.

10-4
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)

&

® Procedure n=
Use the Modbus TCP Master Function as follows. Check the value of the output variables of each §§
instruction to confirm whether the instruction ended normally. S 2
J0

Executfe SktT(_)PConnect § ;

instruction. 2o

cl

3g

Error end
Output variable ErrorlD=TRUE| Check error details based on the error code which
Instruction end normally? »{ is output to the ErrorlD output variable and take
suitable actions.

Normal end
Output variable
Done=TRUE

Execute SktSetOption instruction

Error end
Output variable ErrorlD=TRUE | Check error details based on the error code which
Instruction end normally? »{ is output to the ErrorlD output variable and take
suitable actions.

Normal end
Output variable
Done=TRUE

Execute Modbus TCP instruction

Error end
Output variable ErrorID=TRUE| Check error details based on the error code which
Instruction end normally? »{ is output to the ErrorID output variable and take
suitable actions.

Normal end
Output variable
Done=TRUE

Execute SktClose instruction

Error end
Output variable ErrorlD=TRUE| Check error details based on the error code which
Instruction end normally? P is output to the ErrorlD output variable and take
suitable actions.

Normal end
Output variable
Done=TRUE
End Modbus TCP Master
Function.

If the response from the other equipment is slow, when the Modbus TCP instruction ends before the
response is returned, there may be data remaining in the receive buffer. In such cases, execute the
Modbus TCP instruction after the receive buffer is cleared with the SktClearBuf instruction or
SktTCPConnect instruction.

Refer to the Modbus TCP instructions in the NJ/NX-series Instructions Reference Manual (Cat. No.
W502) for sample programming.
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11 FTP Server

11-1 Overview and Specifications

11-1-1 Overview

The built-in EtherNet/IP port contains an FTP (file transfer protocol) server. You can therefore send FTP
commands from an FTP client software application on a computer on an Ethernet network to upload
and download large files on the SD Memory Card.

FTP client

. Specify the file and upload or download it by
Intranet using FTP commands such as get and put.

|_L'j Download T
|

. |
Large file Upload

Ethernet

]

|

|
—
=

To file on SD Memory
Card in CPU Unit

Built-in
EtherNet/IP port

11-1-2 Specifications

Item Specification

Executable commands | open: Connects the specified host FTP server.

user: Specifies the user name for the remote FTP server.

Is: Displays file names in the remote host.

mis: Displays file names in the remote host.

dir: Displays file names and details in the remote host.

mdir: Displays file names and details in the remote host.

rename: Changes a file name.

mkdir: Creates a new directory in the working directory in the remote host.
rmdir: Deletes a directory from the working directory in the remote host.
cd: Changes the work directory in the remote host to the specified directory.
pwd: Displays the work directory on the remote host.

type: Specifies the data type of transferred files.

get: Transfers the specified remote file to the local host.

mget: Transfers the specified multiple remote files to the local host.

put: Transfers the specified local file to the remote host.

mput: Transfers the specified multiple local files to the remote host.
delete: Deletes the specified file from the remote host.

mdelete: Deletes the specified multiple files from the remote host.

append: Uses the currently specified file data type and appends a local file to the
remote host.

close: Disconnects the FTP server.
bye: Closes the FTP client.
quit: Closes the FTP client.

Protection Login name (up to 12 characters)
Password consists of 8 to 32 characters
Protocol used FTP (port number: 20/TCP, 21/TCP)

Number of connections | 6
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11-2 FTP Server Function Details

11-2-1 Supported Files

The file system in the Controller that can be accessed by the built-in EtherNet/IP port includes files in
any SD Memory Card mounted in the CPU Unit. The directory tree is shown below.

s|ie}ag@ uonoung JdA18S d14 2-L1L

[ root

—— MEMCARD1: SD

— usr

— bin } Used by system

L— dev

A connection is initially made to the root directory.

% Additional Information

* The date of the MEMCARD1 directory displayed for Is, dir, or mkdir commands in the root
directory is the date of the file system volume label.

* The login date is displayed for MEMCARD1 if a volume label has not been created.

so|i4 pspoddng L-z-1L

11-2-2 Connecting to the FTP Server

Input the FTP login name and password to login to the built-in EtherNet/IP port from an FTP client appli-
cation. Use the Built-in EtherNet/IP Port Settings in the Sysmac Studio to set the FTP login name and
password.

% Additional Information

When a general-purpose FTP application is used, you can use a graphical user interface similar
to Explorer to transfer and read files.

® Login Name and Password Setting

The FTP login name and password are not set by default. Use the Built-in EtherNet/IP Port Settings
to set any login name and password.

® Login Messages

Status Message
Normal connection 220 xxx.xx.xx.xx FTP server ready.
xxXX.Xx.xx.xx: CPU Unit model (example: NJ501-1300)

Connected to maximum num- | 530 FTP server busy, Goodbye.
ber of connections (6)
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FTP Server

® Restrictions on Login Name and Password Setting
The following restrictions apply to login names and passwords.
¢ Only single-byte alphanumeric characters can be used in the login name and password. The login
name and password are case sensitive.
* Alogin name consists of up to 12 characters.
¢ Apassword consists of 8 to 32 characters.
* Always set a password when you set a new login name. The login name will not be valid unless a
password is set for it.
¢ The login name is invalid if the login name is not set or characters other than single-byte alphanu-
meric characters are used.
® FTP File Transfer Mode
FTP has two file transfer modes: ASCIl mode and binary mode. Before you start to transfer files, use
the type command (specifies the data type of transferred files) to select the required mode.
* To transfer a file in binary format: Select binary mode.
* To transfer a file in ASCII format: Select ASCIl mode.
® Multiple Accesses to the Same File
Files accessed with the FTP server may be simultaneously accessed from multiple sources with
communications commands from other FTP servers or programming instructions. Exclusive control
is required to prevent multiple accesses. This is to prevent reading and writing the same file at the
same time. The CPU Unit automatically performs exclusive control as shown below only when the
following combinations of instructions are used. In other cases, use file operation instructions
(Change File Name, Copy File, etc.) or communications commands and perform exclusive control.
¢ Exclusive Control When Accessing the Same File on the SD Memory Card
First access
" File Operations from
1
Instructions the Sysmac Studio FTP server
Reading Writing Reading Writing Reading Writing
= Exclusive control is per- | Exclusive Perform Exclusive | Perform
3 . formed automatically, control is exclusive control is exclusive
o Reading
© and an error occurs for | not control. not control.
5 :pstruc- the instruction that is required. required.
% | tions
G executed later. Perform Perform
Writing exclusive exclusive
control. control.
Exclusive | Perform - - Exclusive
File Readin control is exclusive control is
operations 9 not control. not
from the required. required.
Sysn.1ac Perform exclusive con- | --- - Perform
Studio Writing trol. exclusive
control.
Exclusive | Perform Exclusive | Perform - -—
. control is exclusive control is exclusive
Reading
FTP server not control. not control.
required. required.
Writing Perform exclusive control. -
*1  The instructions include the SD Memory Card operation instructions and the FTP client communications

instructions.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



11 FTP Server

® Restrictions on Connection to FTP Server

If you repeat connection to and disconnection from the FTP server frequently in a short period of
time, your access may be restricted temporarily to protect the system. If you cannot connect to the
FTP server, wait for 10 minutes and try again.

s|iejo@ uonduN 18IS d14 Z-11
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FTP Server

11-3 Using the FTP Server Function

11-3-1 Procedure

NO O A

9

Make the basic settings.
Refer to 1-5 EtherNet/IP Communications Procedures for basic operations.

Set up the FTP server on the Sysmac Studio. (Refer to 5-3 FTP Display.)

Select Built-in EtherNet/IP Port Settings under Configuration - Controller Setup on the Sys-
mac Studio. Make the following settings on the FTP Settings Display.

e FTP server
* Port number
* Login name
* Password

Place the CPU Unit online and transfer the settings to the Controller.
Insert the SD Memory Card into the CPU Unit.
Connect to the built-in EtherNet/IP port from an FTP client.

Input the FTP login name and password that you set in the Built-in EtherNet/IP Port Settings to
log in to the built-in EtherNet/IP port.

Note Once logged in, the ftp commands can be used, such as cd (Change Directory), and get (Obtain
File).

After you are logged in, you can use the ftp commands, such as cd (Change Directory) and get
(Obtain File) for the MEMCARD1 directory in the SD Memory Card in the Controller.

Close the connection.

11-3-2 List of Settings Required for the FTP Server Function

11-6

Make the following settings for the unit setup when the FTP server function is used.

Built-in EtherNet/IP Port Settings

Tab Page on Sysmac Studio Setting Setting conditions Reference
FTP FTP server Required page 5-9
Port No. Optional”

Note Required when changing the
default value of 21.

Login name Required”

Password Required”

* Settings are not required if the FTP server is not used.

@ Additional Information

Make the settings in the FTP Settings Dialog Box if the FTP server is used. Refer to 5-3 FTP Dis-
play for information on the FTP Settings Dialog Box.
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11-4 FTP Server Application Example

An example application of the FTP server when the login name is “user1” and the password is “pass-
word” is shown below.

% Additional Information

When a general-purpose FTP application is used, you can use a graphical user interface similar
to Explorer to transfer and read files.

ajdwex3g uoneoiddy Jaaias 414 -1

® Step

1 Make sure that an SD Memory Card is inserted in the CPU Unit and turn ON the power supply
to the Controller.

2 Connect to the FTP server from a computer on the Ethernet by entering the text that is under-
lined in the following diagram.
IP address of built-in EtherNet/IP port

1 N
C:\>ftp 192.168.250.1
Connected to 192.168.250.1. } Results

220 NJ501-1500 FTP server ready.

User (192.168.250.1: (none)) : user1 Login name
331 Password required for user1.
Password: Password
230 User user1 logged in. (hidden)
ftp>
ftp> bye
221-

Data traffic for this session was 0 bytes in 0 files.

Total traffic for this session was 204 bytes in O transfers.
221 Thank you for using the FTP service on 192.168.250.1.

C\>
- J
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3 Enter FTP commands (underlined in the following diagram) to read and write files. The following
directory tree is used in this example.

/ (root directory)
MEMCARD1
ABC (subdirectory)

DEF.BIN(file)

/ I
ftp>ls 3 File names read.
200 PORT command successful.
150 Opening ASCII mode data connection for ‘file list’
usr
bin } Results
MEMCARD1
dev
226 Transfer complete.
ftp:** bytes received in 0 seconds(**bytes/s) ) Change to
ftp>cd MEMCARD1 MEMCARD1 directory
250 CWD command successful. } Results
ftp>get ABC/DEF.BIN Get DEF.BIN from ABC
200 PORT command successful. directory

150 opening ASCII mode data connection for ‘ABC/DEF.BIN’(**bytes).
226 Transfer complete
**bytes received in *.*** seconds(**bytes/s)

Results
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11-5 Using FTP Commands

I 3
c
This section describes the FTP commands which the host computer (FTP client) can send to the FTP a
server of the built-in EtherNet/IP port. The descriptions should also apply to most workstations, but a
slight differences may arise. Refer to your workstation’s operation manuals for details. 5
11-5-1 Table of Commands 2
The FTP commands which can be sent to the built-in EtherNet/ IP port are listed in the following table.
Command Description
open Connects the specified host FTP server.
user Specifies the user name for the remote FTP server. =
Is Displays file names in the remote host. A
mis Displays file names in the remote host. g
dir Displays file names and details in the remote host. 3
mdir Displays file names and details in the remote host. §
rename Changes a file name. 3
mkdir Creates a new directory in the working directory in the remote host. é
rmdir Deletes a directory from the working directory in the remote host.
cd Changes the work directory in the remote host to the specified directory.
pwd Displays the work directory on the remote host.
type Specifies the data type of transferred files.
get Transfers the specified remote file to the local host.
mget Transfers the specified multiple remote files to the local host.
put Transfers the specified local file to the remote host.
mput Transfers the specified multiple local files to the remote host.
delete Deletes the specified file from the remote host.
mdelete Deletes the specified multiple files from the remote host.
append Uses the file data type that is specified by the type command to append the local file to
the remote host.
close Disconnects the FTP server.
bye Closes the FTP client.
quit Closes the FTP client.

Note 1 “Remote host” refers to the built-in EtherNet/IP port.
2 A‘“remote file” is a file on the SD Memory Card in the CPU Unit.
3 “Local host” refers to the host computer (FTP client).
4 “Local file” refers to a file on the host computer (FTP client).
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11-5-2 Using the Commands

I open

® Format

open [/IP_address or host_ name_of FTP_server]

® Function

Connects the FTP server. Normally when the FTP client is booted, the FTP server IP address is
specified to execute this command automatically.

I user

® Format

user [user_name]

® Function

¢ Specifies the user name. Specify the FTP login name set in the built-in EtherNet/IP port system
setup.

* The user name is automatically requested immediately after connection to the FTP server.

Ils

® Format

Is [-]] [remote_file_name [local_file _namel]]

® Function

» Displays the names of files on the remote host (on the SD Memory Card).

¢ Set the switch [-I] to display not only the file names but the creation dates and sizes as well. If the
switch is not set, only the file names are displayed.

» Specify a file on the SD Memory Card for the remote file name.
 If a local file name is specified, the file information is stored in the specified file.

I mlis

® Format

mls remote_file_name local_file_name

® Function

¢ Displays a list of the names of files on the remote host (on the SD Memory Card).

» Specify the directory or file name on the SD Memory Card you wish to list for remote file name.
Input an asterisk (*) to display a list of the current working directory.

 If alocal file name is specified, the file information is stored in the specified file. Input a hyphen (-)
to display a list of the remote host but not store the list of file names.
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j dir X
&

® Format &
dir [remote_file_name [local_file_name]] a

3

® Function §

* Displays the names, creation dates, and sizes of files on the remote host (on the SD Memory 3
Card). a

(7]

* It displays the same information as command [lIs -I].
* Specify a file on the SD Memory Card for the remote file name.
* If a local file name is specified, the file information is stored in the specified file.

I mdir

® Format

mdir remote_file_name local_file_name

® Function
* Displays the names of files, subdirectories, creation dates, and sizes on the remote host (on the
SD Memory Card).
» Specify the directory or file name on the SD Memory Card to list as the remote file name. Input a
hyphen (-) to display a list of the current working directory.
* If a local file name is specified, the file information is stored in the specified file. Input a hyphen (-)
to display a list of the remote host and not store the list of file names.

Spuewwo) ay} 6U!Sﬂ -Gl

I rename

® Format

rename current_file_name new_file_name

® Function

* Changes the specified current file name to the specified new file name.

* If the new file name is already used on the remote host (on the SD Memory Card), the existing file
is overwritten by the file for which the name was changed.

* rename can be used only to change the file name. It cannot be used to move the file to a different
directory.

| mkdir

® Format

mkdir directory_name

® Function
* Creates a directory of the specified name at the remote host (on the SD Memory Card).
* An error will occur if a file or directory of the same name already exists in the working directory.
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I rmdir

® Format

rmdir directory_name

® Function

¢ Deletes the directory with the specified name from the remote host (from the SD Memory Card).
¢ The directory must be empty to delete it.
¢ An error will occur if the specified directory does not exist or is not empty.

I pwd

® Format

pwd

® Function

* Displays the work directory on the remote host.

I append

® Format

append local_file_name [remote_file_name]

® Function

Uses the file data type that is specified by the type command to append the local file to the remote
host (on the SD Memory Card).

ch

® Format

cd [directory_name]

® Function

¢ Changes the remote host work directory to the specified remote directory.
¢ Files on the SD Memory Card are stored in the MEMCARD1 directory under the root directory (/).

* The root directory (/) is the directory that is used when you log onto the built-in EtherNet/IP port.
The MEMCARD1 directory does not exist if an SD Memory Card is not inserted in the CPU Unit or
if the SD Memory Card power indicator on the CPU Unit is not lit.

I type

® Format

type data_type

® Function
» Specifies the file data type.
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* The following data types are supported:
ascii: Files are transferred as ASCII data.

binary (image): Files are transferred as binary data. The CPU Unit handles binary files. Use the 2

type command to specify binary transfers before you upload or download files. File contents can- c

not be guaranteed if transferred as ASCII data. §

* The default file type is ASCII. T

o

o

 get 3

ge ;
® Format

get file_name [receive_file_name]

® Function

* Transfers the specified remote file from the SD Memory Card to the local host. ﬁ

* Areceive file name can be used to specify the name of the file in the local host. z

%

I mget 2
S

® Format §

&

mget file_name

® Function

* You can include wildcards (*) in the file name to transfer multiple remote files from the SD Memory
Card to the local host.

I put

® Format

put file_name [destination_file_name]

® Function

* Transfers the specified local file to the remote host (to the SD Memory Card).

* You can specify the destination file name to specify the name the file is stored under on the SD
Memory Card.

* Any existing file with the same name in the remote host (on the SD Memory Card) is overwritten
by the contents of the transferred file.

I mput

® Format

mput file_name

® Function

* You can include wildcards (*) in the file name to transfer multiple local files to the remote host (to
the SD Memory Card).

* Any existing file with the same name in the remote host (on the SD Memory Card) is overwritten
by the contents of the transferred file.
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I delete

® Format

delete file_name

® Function
¢ Deletes the specified remote file (on the SD Memory Card).

I mdelete

® Format

mdelete file_name

® Function

* You can include wildcards (*) in the file name to delete multiple remote files from the SD Memory
Card.

I close

® Format

close

® Function
* Disconnects the FTP server of the built-in EtherNet/IP port.

I bye

® Format

bye

® Function
¢ Ends the FTP sessions.

I quit

® Format

quit

® Function
¢ Ends the FTP sessions.
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11-6 Using SD Memory Card Operations

The built-in EtherNet/IP port can be used to upload and download the following data between the SD
Memory Card and the FTP server.

* Variables files (binary format)

suonesadQ paen Alows s Buisn 9-11

The following three methods are used by the CPU Unit to store and read data on the SD Memory Card.

Sysmac Studio

1) Creating and reading files
from the Sysmac Studio

2) File operations from Windows l NJ/NX-series CPU Units

3) Reading and writing variable files with
E SD Memory Card instructions

[\@

Uploading data to or downloading

SD Memory Card
data from the FTP server

[}

sadA| pJed Alows|\ S L-9-LL

11-6-1 SD Memory Card Types

Use the SD or SDHC Memory Card that is specified below. Operation may not be dependable if
another SD or SDHC Memory Card is used.

. Number of .

Model number Card type Capacity [GB] Format overwrites Weight
HMC-SD291 SD 2 FAT16 100,000 writes 2 g max.
HMC-SD491 SDHC 4 FAT32
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11-6-2 File Types

I File Names

Files are distinguished by assigning file names and extensions. The following characters can be used
in file names and extensions: File names are not case sensitive.
AtoZ,atoz 0to9, and the following symbols: $ % '-_ @ ! ()~=#&+*[]{},.;

The following characters cannot be used in files names and extensions:
Blanks, multi-bytes characters, and the following symbols: /\ ? *” : <> etc.

The maximum file name length with the extension is 65 characters. The first period (.) in a file name is
taken as the delimiter between the file name and extension. Extensions are determined by the file type.

I Directory

You can create up to five levels of directories to store files on the SD Memory Card (count the root
directory as one level). A maximum of 65 characters can be used in a directory name.

I File Names Handled by CPU Unit

The files described in the following table can be read or written by the CPU Unit.

File type File names | Extension Contents Description
Variables file (binary Refer to .bin Specified variables This variables file contains the val-
format) 11-6-2 File ues of specified variables (which
Types. include arrays and structures) in
binary format (.bin).

Refer to the NJ/NX-series CPU Unit Software User’s Manual (Cat. No. W501) for details.

11-6-3 Initializing SD Memory Cards

1 Insert the SD Memory Card into the CPU Unit.
2 Use the Sysmac Studio to initialize the SD Memory Card.
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11-6-4 Format of Variable Data

I Binary Format

The IOM format is a data format used for binary data specified by the ladder instructions, FileReadVar
(Read Variables File) and FileWriteVar (Save Variables File), in the CPU Unit. You can also read and
save arrays and structures. Data is created as shown below when the data of variable Var_A is placed
in an attached file in binary format.

suonesadQ paen Alows s Buisn 9-11

SD Memory Card
SaveVar instruction Var A
executed. 1681234
’ Variable values are | 16#4567
written to the binary | 16#abcd
file in sequence 16#0987

12344567 from the beginning.
abcd0987

Binary file

% Additional Information

* When you handle a binary file on the NJ/NX-series CPU Unit, always specify the binary data
type with the type command before you read or write the file via FTP. (Refer to 17-5-2 Using
the Commands.)

* For details on how to use ladder diagram instructions to process files, refer to the NJ/NX-
series Instructions Reference Manual (Cat. No. W502).

eje( 9|qelieA Jo jeullod $-9-L|
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11-7 Application Example from a Host
Computer

The following procedure provides an example of FTP operations from a host computer. In this example,
the following assumptions are made.

e The IP address of the built-in EtherNet/IP port is registered in the hosts as host name [nj].
e The FTP login name is “LogIn”.

¢ Manufacturing results is stored in the SD Memory Card in the CPU Unit in a file that is named
RESULT.BIN.

* A processing instructions data file called PLAN.BIN already exists on the workstation.
In the following procedure, the manufacturing results file (RESULT.BIN) in the SD Memory Card in the
CPU Unit is transferred to a workstation, and then a manufacturing instructions file (PLAN.BIN) on the

workstation is transferred to the SD Memory Card in the CPU Unit. Underlined text is keyed in from the
FTP client. The workstation prompt is indicated as $ and the cursor is indicated as H.

1 Start the FTP application and connect to the built-in EtherNet/IP port.

$ ftp nj \ FTP started.
connected to nj

220 **IPaddress™* NJ501-1300 FTP server(FTP**version**)ready
Name(nj:root): @

2 Enter the login name.

~
Name(nj:root):Logln Enter the login name.
331 Password required for Logln.
Password: < Enter the password.
230 Login logged in.
ftp> W

J

3 Make sure the Memory Card is correctly inserted. The MEMCARD1 directory is displayed if
there is an SD Memory Card in the CPU Unit.

ftp>Is < A Make sure the Memory
200 PORT command successful. Card is inserted.

150 opening data connection for Is(**IPaddress**port#**)(0 bytes).
MEMCARD1

226 Transfer complete.

15 bytes received in 0 seconds(**bytes/s)

ftp> W

4 change to the MEMCARD1 directory.

ftp> cd MEMCARD1 Change the directory.
250 CWD command successful.
ftp> W

5 Change data type to binary.

200 Type set to I.

ftp> type binary \ Set binary data type.
ftp> W J
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6 Read the file RESULT.BIN and transfer it to the workstation.

~

ftp> get RESULT.BIN Read file.
200 PORT command successful.

150 opening data connection for result.bin (**IPaddress**port#**) (**bytes).

226 Transfer complete.

** bytes received in *.*** seconds (**bytes/s)

ftp> W

7 Write the file PLAN.BIN to the Memory Card.

19)ndwo)
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ftp> put PLAN.BIN ) Write file.
200 PORT command successful.

150 opening data connection for plan.bin (**IPaddress**port#**) .
226 Transfer complete.

** bytes received in *.** seconds (**bytes/s)
fto>m

8 End the FTP session.

~
ftp> bye FTP ended.
221 Goodbye.

$m )
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12-1 Using the FTP Client to Transfer Files

You can use the FTP client to transfer files between the FTP client and an FTP server. You can transfer
files in either direction: download data from the FTP server to the FTP client or upload data from the
FTP client to the FTP server.

I~ Version Information

A CPU Unit with unit version 1.08 or later is required to use the FTP client.

12-1-1 Transferring Files

All file transfers that use the FTP client are executed with FTP client communications instructions in the
user program. The file transfer settings are all made with the parameters of the FTP client communica-
tions instructions. No settings are required from the Sysmac Studio.

The FTP client communications instructions and their functions are given in the following table. You can
execute up to three FTP client communications instructions at the same time.

Instruction Function
FTPGetFileList Gets a file list from the FTP server.
FTPGetFile Downloads one or more files from the FTP server.
FTPPutFile Uploads one or more files to the FTP server.

FTPRemoveFile | Deletes one or more files on the FTP server.

FTPRemoveDir Deletes a directory on the FTP server.

Downloaded files are stored on the SD Memory Card. When uploading files, files that are stored on the
SD Memory Card are uploaded to the FTP server. Therefore, to upload or download files, an SD Mem-
ory Card must be inserted in the NJ/NX-series CPU Unit.

FTP server

. Uploading and downloading files are executed
z 1 with FTP client communications instructions.

777
I,

Ethernet

L" Downloading

Uploading

L

File

e |

H
|
)

File on SD Memory Card
in CPU Unit

Built-in EtherNet/IP Port
FTP client
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12-1-2 Connectable FTP Servers

An NJ/NX-series CPU Unit can connect to the following FTP servers. Refer to the relative manuals for
information on setting and using the FTP servers.

e FTP server in a built-in EtherNet/IP port on NJ/NX-series CPU Unit

e CJ-series EtherNet/IP Unit with unit version 2.0 or later

* CJ-series CJ2 CPU Unit with Built-in EtherNet/IP

* CJ-series CJ1M CPU Unit with Ethernet Functions

» CJ-series Ethernet Unit

* Windows7: Windows Server 2008 R2 (Internet Information Services (lIS) 7.5)
* Windows8: Windows Server 2012 (11S8.0)

e Linux
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12-1-3 File Transfer Options

You can use the following options for file transfers. All options are specified in the parameters of the
FTP client communications instructions.

* File transfer mode

* Open mode for data connection
* Deleting files after transfer

* Overwriting

The following sections describe each of these options.

SIBAIBS 14 9|qeloauuo)d z-1-21

® File Transfer Mode

There are two file transfer modes, ASCIl Mode and Binary Mode, which differ in how line feeds in
the text data are processed. The following table describes the differences.

Transfer mode Handling of line feeds in text data

ASCII Mode Line feeds are converted to the line feed code of the destination system, e.g., Unix
or Windows.

Binary Mode Line feeds are transferred without conversion.

® Open Mode for Data Connection

Opening a TCP connection between the FTP server and FTP client is necessary to transfer files.
TCP connections include control connections to control communications and data connections to
transfer data. There are also an Active Mode and a Passive Mode to open a data connection that
differ in which party makes the connection request. The following table describes the differences.

Open mode Request to establish a connection

Active Mode The FTP server makes the connection request.

Passive Mode | The FTP client makes the connection request.

For example, if the FTP server is not on the Internet and you use Active Mode to open the data con-
nection, the connection request from the FTP server may not be permitted due to security policies.
In that case, you must use Passive Mode to open the data connection when you request a connec-
tion from the FTP client.
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® File Deletion after Transfer

You can specify whether to delete the source files after the file transfer. If the file transfer fails for any
reason, the source files are not deleted even if deletion is specified.

® Overwriting

You can specify whether to overwrite a file of the same name at the file transfer destination. If you
specify not overwriting files and a file of the same name as the transferred file exists at the transfer
destination, the source file is not transferred.

12-1-4 Other Functions

You can also use the following two functions for file transfers.
* Retrying connection processing with the FTP server
¢ Using wildcards to specify the files to transfer

These functions are described in the following sections.

® Retrying Connection Processing with the FTP Server

You can specify automatically retrying connection processing up to three times when connection
processing to the FTP server fails. You can set the timeout time that is used to determine connection
failure, the number of retries, and the retry interval.

® Using Wildcards to Specify the Files to Transfer

You can use wildcards to specify the names of the files to transfer. This allows you to transfer more
than one file at one time.
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12-2 FTP Client Communications
Instructions

All file transfers that use the FTP client are executed with FTP client communications instructions. The
FTP client communications instructions and their functions are given in the following table.
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Instruction Function
FTPGetFileList Gets a file list from the FTP server.
FTPGetFile Downloads one or more files from the FTP server.
FTPPutFile Uploads one or more files to the FTP server.

FTPRemoveFile | Deletes one or more files on the FTP server.

FTPRemoveDir Deletes a directory on the FTP server.

For details on the FTP client communications instructions, refer to the NJ/NX-series Instructions
Reference Manual (Cat. No. W502).

12-2-1 Functions of the FTP Client Communications Instructions

This section describes the functions of the FTP client communications instructions.

| FTPGetFileList Instruction

The FTPGetFileList instruction gets a list of the files and folders in a specified directory on the FTP
server.

The following information is obtained.

* The number of files and folders in the specified directory
* The names of the files and folders

* The last updated dates of the files and folders

* The file sizes

* The read-only attributes of the files and folders

SUOIJONJISU| SUONEDIUNWIWOD JUSIID 414 941 JO suonound |L-z-zZ1

You can specify the following option.
* Open mode for data connection

FTP server

Ethernet

File and folder information from '
the specified directory on the FTP server

[
B —

FTP client
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@ Additional Information

The updated dates of files at 12 am and 12 pm are improved in the CPU Unit with unit version
1.14 or later.

I FTPGetFile Instruction

The FTPGetFile instruction downloads the specified file from the specified directory on the FTP server
to the specified directory in the SD Memory Card.

You can use wildcards to specify the file name to allow you to download more than one file at the same
time.

If the directory specified for the download does not exist in the SD Memory Card, the directory is cre-
ated and the data is downloaded in it.

You can specify the following options.
* Transfer mode

¢ Open mode for data connection

* Deleting files after transfer

¢ Overwriting

FTP server

Ethernet

B Downloading

One or more files =
L

#__

FTP client

12— ——

I FTPPutFile Instruction

The FTPPutFile instruction uploads the specified file from the specified directory in the SD Memory
Card to the specified directory on the FTP server.

You can use wildcards to specify the file name to allow you to upload more than one file at the same
time.

If the directory specified for the upload does not exist on the FTP server, the directory is created and
the data is uploaded in it.

You can specify the following options.
e Transfer mode

¢ Open mode for data connection

* Deleting files after transfer

* Overwriting
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FTP server

l 1 Ethernet

L@ Uploading

One or more files

[ ——

'@
i

FTP client

I FTPRemoveFile Instruction

The FTPRemoveFile instruction deletes the specified file in the specified directory on the FTP server.

You can use wildcards to specify the file name to allow you to delete more than one file at the same
time.

You can specify the following option.
* Open mode for data connection

FTP server
IS
||I |
e l‘\. —_ JJ
l One or more files are deleted. Ethernet

!
ISiC

FTP client

I FTPRemoveDir Instruction

The FTPRemoveDir instruction deletes the specified directory from the FTP server.

FTP server
L
Ly

~y
Directory is deleted.
Ethernet

[
B ——

FTP client

12-2-2 Restrictions on the FTP Client Communications Instructions

The following restrictions apply to the FTP client communications instructions. Be careful not to exceed
these restrictions when you create the user program.
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12 FTP Client

¢ If you execute more than one FTP client communications instruction to read and write data in an SD
Memory Card at a time, unexpected operation may result, such as reading data from a file to which
data is being written. Perform exclusive control of the instructions in the user program.

* If you execute an FTP client communications instruction to read or write data in an SD Memory Card
at the same time as an operation to read or write data in the SD Memory Card, unexpected operation
may result, such as reading data from a file to which data is being written. Perform exclusive control
of the instructions in the user program. Refer to the NJ/NX-series CPU Unit Software User’s Manual
(Cat. No. W501) for information on exclusive control of file access in SD Memory Cards.
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12-3 FTP Client Application Example

All FTP client functionality is executed with FTP client communications instructions. This section pro-
vides sample programming that uses the FTP client communications instructions.

This programming executes an SD Memory Card backup and then uploads all of the backup-related
files to the /Backup/yyyy-mm-dd directory on the FTP server.

FTP server

ajdwex3 uonesiddy jusld d1d €21

IP address: 192.168.250.2
UDP port number: 21
User name: FtpUser

Password: 12345678
Ethernet

L/

FTP client |
==

The backup-related files are uploaded L
to the /Backup/yyyy-mm-dd directory on the FTP server. Jf{

Built-in EtherNet/IP port

The Controller is connected to the FTP server through an EtherNet/IP network. The settings of the
parameters to connect to the FTP server are given in the following table.

Parameter Value
IP address 192.168.250.2
UDP port number 21
User name FtpUser
Password 12345678

The following procedure is used.

1 The BackupToMemoryCard instruction is used to save NJ/NX-series Controller backup-related
files to the root directory on the SD Memory Card.

2 The FTPPutFile instruction is used to upload the backup-related files to the /Backup/yyyy-mm-
dd directory on the FTP server.
The wildcard specification *.* is used to specify the names of the files to transfer.

3 Normal end processing is executed if all processing ends normally. Processing for an error end
is performed if an error occurs.
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1210

LD
Internal
Vari- Variable Data type Initial value Comment
ables
FTPPutFile_in- FTPPUtFile _Instancg of FTPPutFile
stance instruction
FTPAddr _sFTP_CON- (Adr:=", PortNo := 0, User- Connected FTP server
NECT_SVR Name :=", Password :=") settings
ARRAY[0..0] OF [(Name :=", TxError := False,
PutResult _sFTP_FILE_RE- | RemovekError := False, Uploaded file results
SULT Reserved := [4(16#0)])]
RS_instance RS Instance of RS instruction
OperatingEnd BOOL FALSE Processing completed
Trigger BOOL FALSE Execution condition
Operating BOOL FALSE Processing
BackupToMemo- | BackupToMemory- Instance of Backup-
ryCard_instance | Card ToMemoryCard instruction
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Prepare connected FTP server settings.

12 FTP Client

P_First_RunMode MOVE MOVE

I EN ENO EN ENO 1

'192.168.250.2' —{In Out — FTPAddr.Adr UINT#21—{In Out [— FTPAddr.PortNo
MOVE MOVE
1 EN ENO EN ENO—
'FTPUser'—In Out —FTPAddr.UserName '12345678'—In Out —FTPAddr.Password

Determine if instruction execution is completed.
BackupToMemoryCard_instance.Done FTPPutFile_instance.Done OperatingEnd

O

BackupToMemoryCard_instance

.Error

FTPPutFile_instance.Error

Accept trigger.
Trigger

BackupToMemoryCard_instance.Busy

FTPPutFile_instance.Busy

mil /

/

Execute BackupToMemoryCard and FTPPutFile instructions.

BackupToMemoryCard_instance

Operating
| |
|

BackupToMemoryCard
Execute Done—
DirName Busy —
Cancel Error —
Option Canceled—
ErrorlD—

BackupToMemoryCard_instance.Done

OperatingEnd —

RS_instance
RS Operating
Set Qi —O
Reset1

FTPPutFile_instance

Processing after normal end

Operating BackupToMemoryCard_instance.Done

FTPAddr
'/Backup/yyyy-mm-dd'
I/I pE—

% k1

PutResult —

FTPPutFile

Execute Done |—
ConnectSvr Busy —
SvrDirName  CommandCanceled —
LocalDirName Error —
FileName ErrorlD |—
ExecOption ErrorIDEXx —

RetryCfg PutNum |—

Cancel

_le.!t_F_"_e_F}??l_Jl_t ____________________ — PutResu|t

FTPPutFile_instance.Done

Inline ST

Processing after error end

Operating
| |

BackupToMemoryCard_instance.Error

Inline ST

1 // Processing after normal end
2,

FTPPutFile_instance.Error

2,

1// Processing after error end
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ST
Internal
Vari- Variable Data type Initial value Comment
ables
R_TRIG_instance | R_TRIG Instance of R_TRIG
- - - instruction
UP_Q BOOL FALSE Trigger output
FTPPutFile_in- ETPPutFile !nstancg of FTPPutFile
stance instruction
Execution condition for
DoFTPTrigger BOOL FALSE BackupToMemoryCard
and FTPPutFile
FTPAddr _sFTP_CON- (Adr:=", PortNo := 0, User- Connected FTP server
NECT_SVR Name :=", Password := ") settings
ARRAY[0..0] OF [(Name :=", TxError := False,
PutResult _sFTP_FILE_RE- | RemovekError := False, Uploaded file results
SULT Reserved := [4(16#0)])]
Stage UINT 0 Instruction execution
stage
Trigger BOOL FALSE Execution condition
BackupToMemo- | BackupToMemory- Instance of Backup-
ryCard_instance | Card ToMemoryCard instruction

// Prepare connected FTP server settings.
IF P First RunMode THEN

FTPAddr.Adr

FTPAddr.PortNo

FTPAddr.UserName

FTPAddr.Password
END IF;

// Accept trigger.

'192.168.250.2';//

UINT#21;
'FtpUser';

1= '12345678"';

R TRIG instance(Trigger, UP Q);

IF (

DoFTPTrigger :=
Stage := INT#1;

BackupToMemoryCard instance (
FALSE) ;

Execute :=

(UP_Q = TRUE) AND
(FTPPutFile instance.Busy =
TRUE;

(BackupToMemoryCard instance.Busy =
FALSE) )

Address
Port number
User name
Password

//
!/
//

THEN

// Initialize instance.

FTPPutFile instance( // Initialize instance.

Execute
ConnectSvr
SvrDirName
LocalDirName
FileName
PutFileResult

END IF;

IF (DoFTPTrigger =

CASE Stage OF

TRUE)

= FALSE,
= FTPAddr,

' /Backup/yyyy-mm-dd',

l/l,

Tx okt
. ’

PutResult) ;

THEN

1: // Execute BackupToMemoryCard instruction.

BackupToMemoryCard instance (

// Execution
(BackupToMemoryCard instance.Done =
// To next stage
(BackupToMemoryCard instance.Error =
// Error end

Execute
IF

Stage
ELSIF

Stage
END IF;

TRUE,

INT#2;

INT#10;

TRUE) THEN

TRUE)

2: // Execute FTPPutFile instruction.

FALSE)

AND

THEN
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FTPPutFile instance(

Execute := TRUE, // Execution

ConnectSvr := FTPAddr, // Connected FTP server
SvrDirName := '/Backup/yyyy-mm-dd',// FTP server directory name .3
LocalDirName := '/"', // Local directory name :
FileName 1= Tk kT // File name 3
PutFileResult := PutResult) ; // Uploaded file results (2]
IF (FTPPutFile instance.Done = TRUE) THEN g
Stage := INT#0; // Normal end >
ELSIF (FTPPutFile instance.Error = TRUE) THEN %i
Stage := INT#20; // Error end g'
END IF; 5
0: // Processing after normal end |?n
DOoFTPTrigger:=FALSE; &
Trigger :=FALSE; 3
®

ELSE // Processing after error end
DoFTPTrigger:=FALSE;
Trigger :=FALSE;
END CASE;
END IF;
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13 Automatic Clock Adjustment

13-1 Automatic Clock Adjustment

13-1-1 Overview

With the built-in EtherNet/IP port, clock information is read from the NTP" server at the specified time or

at a specified interval after the power supply to the CPU Unit is turned ON. The internal clock time in the
CPU Unit is updated with the read time.

NTP server

.; Automatic clock adjustment

Time query sent.

Time information written. |

Ethernet (EtherNet/IP)
S Built-in EtherNet/IP port
Clock data is obtained from the NTP server and
written to the CPU Unit at the following times.
* When power supply is turned ON to CPU Unit 1 1 i
* At specified times or at specified intervals

NTP client NTP client

NTP client
* The NTP (Network Time Protocol) server is used to control the time on the LAN.
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13-1-2 Specifications

Item Specification
Protocol NTP

Port No. 123 (UDP)

However, you can change the port number in the Built-in EtherNet/IP Port Settings on
the Sysmac Studio.

Access to NTP server Writes the clock information from the | Obtains the clock information from the NTP
NTP server to the local CPU Unit. server set up on the Network, and applies the
information obtained to the local CPU Unit.

NTP Operation Timing Clock information is automatically updated at the following times if the NTP function is
used.

« After links are established when the power supply to the CPU Unit is turned ON

» At specified times or at specified intervals (according to the option selected for the
NTP Operation Timing)

juswisnlpy %90[9 onewoINy |-¢|

Clock information is updated at the following times.

NTP command sent NTP command sent NTP command sent

(clock information update) (clock information update) (clock information update)
_ A 7. > @
‘éﬁ?;&i';ﬂ‘;?ﬁe At specified times or At specified times or at [\
at specified intervals*2 specified intervals*? o
*1 The clock information is updated if acquiring the NTP server clock information is enabled on the NTP Tab S
Page. g
g‘.
>
2]

*2 According to the option that is selected for the NTP operation timing on the NTP Tab Page.

% Additional Information

* NTP clock synchronization is normally performed as follows:
* If the clock deviation is within 128 ms: The clock is synchronized every 0.5 ms.
« If the clock deviation exceeds 128 ms: The clock is synchronized immediately.

* If the NTP operation timing is set for a specified time interval, the timing will not change even if
the time in the CPU Unit is changed during operation. The time information is updated auto-
matically. (For example, if the time interval is set to 60 minutes, the information is updated 60
minutes after the last time it was updated even if the time in the CPU Unit is changed.)
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13-2 Procedure to Use the Automatic
Clock Adjustment Function

13-2-1 Procedure

1 Make the basic settings.
Refer to 7-5 EtherNet/IP Communications Procedures for the flow of basic operations.

2 Select Built-in EtherNet/IP Port Settings from the Controller Setup on the Sysmac Studio,
and then set the following on the NTP Settings Display.

¢ NTP server settings (required)
* NTP operation timing

3 Select Synchronization from the Controller Menu. The built-in EtherNet/IP port settings are
transferred to the CPU Unit.

13-2-2 Settings Required for Automatic Clock Adjustment

The following Built-in EtherNet/IP Port Settings are made from the Sysmac Studio to use automatic
clock adjustment.

Tab page Setting Setting conditions Reference

NTP NTP server clock information Required. page 5-10

Port No. Specified by user.

Note Required to change from the
default value of 123.

Server specifying method Required™1
IP address One of these must be set, depending on
Host name the Server specification type setting.
NTP operation timing Required™!
Specify a Time One of these must be set. (Set according

to the option selected for the NTP Oper-

Specify a time inter- . .
ation Timing.)

val

Timeout time Specified by user.

Note Required to change from the
default value of 10 seconds.

@ Additional Information

Make the settings in the NTP Settings Dialog Box if automatic clock adjustment is used. Refer to
5-4 NTP Settings Display for information on the NTP Settings Dialog Box.

*1 This setting is required to get the clock information from the NTP server.

*2 The following ports are used by the system and cannot be set by the user: 25, 53, 68, 110, 2222, 2223, 2224,
9600, and 44818.
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14-1 SNMP Agent

The SNMP (simple network management protocol) is a network management protocol. You can use the
SNMP to manage any network that consists of devices that support SNMP. The server that manages
the network is called the SNMP manager. The managed network devices are called SNMP agents.

EtherNet/IP devices are monitored.

(T T T T T T TTT
WA_A_A;
I e o o
DDDDDDDD%
Management information S o o o
database SNMP manager N |
o V_H_H_H_H_H_H_H_H_H_\‘ 8

L

— — _ Ethernet
Scheduled status  gNMP agent SNMP agent SNMP agent
monitoring = =
LJ LJ M
“>- _ ) ~H> 1
B Device that supports SNMP

Built-in EtherNet/IP Port

14-1-1 Overview

14-2

| SNMP Agent

The built-in EtherNet/IP port has its own management information called the MIB (management infor-
mation base). This information can be provided to the SNMP manager. The SNMP manager is software
that gathers and processes information about devices on the SNMP network and provides that informa-
tion to the network administrator. You can use the SNMP manager to monitor the built-in EtherNet/IP
port.

SNMP manager

—

Information requested SNMP agent
(SNMP command). =

— | il
Information sent Jﬂ‘
(management

information).

Built-in EtherNet/IP port
The SNMP manager has a SNMP command to request MIB information. The built-in EtherNet/IP port
SNMP agent function supports SNMPv1 (RFC1157) and SNMPv2C (RFC1901). Use the SNMPv1 or

SNMPv2C protocol to manage the built-in EtherNet/IP port with the SNMP manager. You can also use
both the SNMPv1 and SNMPv2C protocols together at the same time.
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I SNMP Traps

When a failure or some other specific problem occurs, a status report called a trap is sent. This enables
monitoring changes in status even if the SNMP manager does not monitor the built-in EtherNet/IP port
periodically. However, traps use UDP. Therefore, you cannot check to see if the SNMP manager
receives traps from the EtherNet/IP port. Thus, depending on the network status, some traps may not

reach the SNMP manager.
Controller power supply
turned ON.

\

SNMP manager

Built-in EtherNet/IP port

e — ]

=)
u T —
E-N
< ili:d :
Trap e ()
z
SNMP agent =
v
>
?
14-1-2 Specifications e
Item Specification
Protocol SNMP
Agent SNMPv1, SNMPv2c N
MIB MIB-II 5
Port No. SNMP agent: 161 (UDP) &
(0]
SNMP trap: 162 (UDP) S
Q
These can be changed in the Built-in EtherNet/IP Port Settings from the Sysmac %’
Studio. 2
Timing of SNMP trap opera- | Status reports are sent to the SNMP manager at the following times.
tion « When the Controller is turned ON

* When links are established
* When an SNMP agent fails to be authorized

Supported MIB commands GetRequest/GetNextRequest

14-1-3 SNMP Messages

The structure of SNMP messages is as follows:

Variable length (1,472 bytes max.)

/ —"— N
| MAC header | IP header | UDP header | SNMP message |
) Version Community | PDU |
Item Set value
Version This value gives the SNMP version.
SNMPv1: 0
SNMpv2c: 1
Community Community name for verification
PDU This depends on the PDU type.
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14-1-4 MIB Specifications

This section describes the specifications of the MIB that is supported by the built-in EtherNet/IP port.

I MIB System Diagram

The built-in EtherNet/IP port MIB consists of the following tree structure.

root

l— iso (1)
I— org (3)
L dod (6)
I—interne’( (1)
l— mgmt (2)
L mib-2 (1)
|_ -system (1) Unit information
= interface (2) Interface information
= i@ IP information
= icmp(5) ICMP information
I— tcp(6) TCP information
= udp(?) UDP information
l— snmp(11) SNMP information
I MIB Groups
MIB group Stored information
Standard MIB | system group The MIB for information related to the device.
interfaces group The MIB for information related to the inter-
face.
ip group ip The MIB for IP information.
ipAddrTable The MIB for addressing table information
related to IP addresses.
ipRouteTable The MIB for information related to IP routing
tables.
ipNetToMediaTable The MIB for information related to IP address
conversion tables.
ipForward The MIB for information related to IP forward-
ing tables.
icmp group The MIB for ICMP information.
tcp group tcp The MIB for TCP information.
udp group udp The MIB for UDP information.
snmp group snmp The MIB for SNMP information.
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14 SNMP Agent

® System Group

Subtree name Standard [(identifier) attribute] Support | Implementation specifications
sysDescr (1) RO Sup- | “OMRON Corporation” + CPU
Device information (including hardware, OS, ported. | Unit model + CPU Unit version
software names, and versions) ¢ CPU Unit model (example):
ASCII characters only. NJ501-1300
e CPU Unit version (example):
Version 1.0
sysObjectID (2) RO Sup- |+ NX-series CPU Unit:
Vendor OID. ported. 1.3.6.1.4.1.16838.1.1025.5
Tells where this device information was * NJ-series CPU Unit:
assigned in the private MIB. 1.3.6.1.4.1.16838.1.1025.4
sysUpTime (3) RO Sup- | According to the standard.
The time elapsed since the system was started | Ported.
(unit: 1/100 s).
sysContact (4) RW Sup- | Set by the user.
How to contact the administrator and informa- ported.
tion on the administrator.
sysName (5) RW Sup- | CPU Unit name
The name for management. Sets the full ported.
domain name of the device.
sysLocation (6) RW Sup- | Set by the user.
The physical location of the device. ported.
sysServices (7) RO Sup- |64
The value of the provided service. ported.
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14 SNMP Agent

® Interfaces Group

Subtree name Standard [(identifier) attribute] Support Implefn.ent.a\tlon
specifications

ifNumber (1) RO Sup- |+ NX701 CPU Unit: 3
ported. |« NX102 CPU Unit: 3
NX1P2 CPU Unit:
2

¢ NJ-series CPU
Unit: 2

The number of network interfaces.
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Implementation

Subtree name Standard [(identifier) attribute] Support e
specifications
ifTable (2) NA -—-
Interface entity table
ifEntry (1) NA -—-
Row data for interface information
The index is ifindex.
iflndex (1RO Sup- [+ NX701CPU Unit: 1
A number used to identify the interface. ported. to3
¢ NX102 CPU Unit: 1
to 3
¢ NX1P2 CPU Unit:
1t02
* NJ-series CPU
Unit: 1to 2
ifDescr (2) RO Sup- [ NX701 CPU Unit:
Information related to the interface (includes man- | Ported. 10/100/1000M
ufacturer name, product name, and hardware Gigabit Ethernet
interface version). Port
¢ NX102 CPU Unit:
10/100M Fast
Ethernet Port
¢ NX1P2 CPU Unit:
10/100M Fast
Ethernet Port
¢ NJ-series CPU
Unit: 10/100M Fast
Ethernet Port
ifType (3) RO Sup- | ethernet-csmacd(6)
The type of interface classified according to the ported.
physical/link layer protocol directly under the net-
work layer of the protocol stack.
ifMtu (4)RO Sup- | 1,500
MTU value ported.
The maximum size (in octets) of datagrams that
can be sent and received through this interface.
ifSpeed (5) RO Sup- [ NX701 CPU Unit:
Estimated bandwidth ported. | 10000000/
If a stable, accurate value cannot be obtained for 100000000/
the bandwidth, a nominal value is set instead. 1000000000
¢ NX102 CPU Unit:
10000000/
100000000
¢ NX1P2 CPU Unit:
10000000/
100000000
* NJ-series CPU
Unit:
10000000/
100000000
ifPhysAddress | (6) RO Sup- | The MAC address of
MAC address ported. | the EtherNet/IP port.
The physical address under the network layer of
the interface.
ifAdminStatus | (7) RW Sup- | According to the
The preferred status of the interface. ported. | standard.
You cannot send normal packets in the testing state.
up(1)
down(2)
testing(3)
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14 SNMP Agent

14-8

Implementation

because of an error.

Subtree name Standard [(identifier) attribute] Support e
specifications
ifOperStatus (8) RO Sup- | According to the
The current status of the interface. ported. | standard.
You cannot send normal packets in the testing state.
up(1)
down(2)
testing(3)
ifLastChange (9) RO Sup- | According to the
The sysUpTime (in 0.01seconds) at the last ported. | standard.
change in ifOperStatus for this interface.
ifinOctets (10) RO Sup- | According to the
The number of octets received through this inter- | Ported. | standard.
face. This includes framing characters.
iflnUcastPkts (11) RO Sup- | According to the
The number of unicast packets reported to a ported. | standard.
higher level protocol.
ifinNUcastPkts | (12) RO Sup- | According to the
The number of non-unicast packets (broadcast or | Ported. | standard.
multicast packets) reported to a higher level proto-
col.
ifinDiscards (13) RO Sup- | According to the
The number of packets that had no errors but ported. | standard.
could not be passed to a higher level protocaol (i.e.,
the number of packets received but discarded due
to a buffer overflow).
ifinErrors (14) RO Sup- | According to the
The number of packets discarded because they ported. | standard.
contained errors.
ifinUnknown (15) RO Sup- | According to the
Protos The number of packets received, but discarded ported. | standard.
because they were of an illegal or unsupported
protocol.
For example, Ethernet packets did not have IP set
for the field that identifies their higher level proto-
col.
ifOutOctets (16) RO Sup- | According to the
The number of octets of packets sent through this | Ported. | standard.
interface.
This includes framing characters.
ifOutUcast (17) RO Sup- | According to the
Pkts The number of unicast packets sent by higher ported. | standard.
level protocols.
This includes discarded packets and unsent pack-
ets.
ifOutNUcast (18) RO Sup- | According to the
Pkts The number of non-unicast packets sent by higher | Ported. | standard.
level protocols.
This includes discarded packets and unsent pack-
ets.
ifOutDiscards (19) RO Sup- | According to the
The number of packets that had no errors but ported. | standard.
were discarded in the sending process (due to a
send buffer overflow, etc.).
ifOutErrors (20) RO Sup- | According to the
The number of packets that could not be sent ported. | standard.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



14 SNMP Agent

Implementation

Subtree name Standard [(identifier) attribute] Support e
specifications
ifOutQLen (21) RO Sup- | Always 0.
The size of the send packet queue (i.e., the num- | Ported.
ber of packets).
ifSpecific (22) RO Sup- [0.0
ported.

The object ID that represents a reference to the
media-specific MIB for the interface.

For example, for Ethernet, set the object ID of the
MIB that defines Ethernet. If there is no informa-
tion, set { 0.0 }.
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® Ip Group: Ip

Implementation

Subtree name Standard [(identifier) attribute] Support e
specifications
ipForwarding (1) RW Sup- |+ NX701 CPU Unit:
Indicates if the device operates as a gateway. IP ported. Forwarding(1)
gateways can transfer datagrams, but IP hosts « NX102 CPU Unit:
can perform only source routing. Some nodes forwarding(1), not-
take only one of these values. Therefore, if you forwarding(2)
attempt to change this objegt from the SNMP « NX1P2 CPU Unit:
Manager, a badValue error is returned. Not-forwarding (2)
Forwarding (1) + NJ-series CPU
Not-forwarding (2) Unit: Not-forward-
ing (2)
IpDefaultTTL (2) RW Sup- |64
The default value set for the IP header TTL if no ported.
TTL value was given by the transport layer proto-
col.
IpInReceives (3) RO Sup- | According to the
The number of all IP datagrams that reached the | Ported. | standard.
interface, including errors.
IpInHdrErrors (4) RO Sup- | According to the
The number of received datagrams that were dis- | Ported. | standard.
carded because of an IP header error (checksum
error, version number error, format error, TTL
error, IP option error, etc.).
IpInAddrErrors (5) RO Sup- | According to the
The number of packets that were discarded ported. | standard.
because the destination address in the IP header
was not valid.
ipForwDatagrams (6) RO Sup- | According to the
The number of IP datagrams that were transferred | Ported. | standard.
to their final destination. If this node does not
operate as an IP gateway, this is the number of
datagrams that were successfully transferred
through source routing.
ipInUnknownProtos (7)RO Sup- | According to the
The number of IP datagrams that were received ported. | standard.
but discarded because they were of an unsup-
ported or unrecognized protocol.
ipInDiscards (8) RO Sup- | According to the
The number of IP datagrams that could have con- | Ported. | standard.
tinued to be processed without any problems, but
were discarded (for example, because of insuffi-
cient buffer space).
ipInDelivers (9) RO Sup- | According to the
The number of datagrams delivered to an IP user | Ported. | standard.
protocol (any higher level protocol, including
ICMP).
ipOutRequests (10) RO Sup- | According to the
The number of times a send request was made for | Ported. | standard.
an |IP datagram by a local IP user protocol (any
higher level protocol, including ICMP). This
counter does not include ipForwDatagrams.
ipOutDiscards (11) RO Sup- | According to the
The number of IP datagrams that could have been | Ported. | standard.

sent without any problems, but were discarded
(for example, because of insufficient buffer
space).
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Subtree name Standard [(identifier) attribute] Support e
specifications
ipOutNoRoutes (12) RO Sup- | According to the
The number of IP datagrams that were discarded | Ported. | standard.
because there was no transmission path. This
counter includes datagrams that attempted to be
sent through ipForwDatagrams, but were dis-
carded because they were set with no-route. This
value indicates the number of datagrams that
could not be transferred because the default gate-
way was down.
ipReasmTimeout (13) RO Sup- |60s
The maximum number of seconds to wait to ported.
receive all IP datagrams for reassembly if a frag-
mented IP datagram is received.
ipReasmReqds (14) RO Sup- | According to the
The number of IP datagrams received that require | Ported. | standard.
reassembly. There is a flag in the IP header that
indicates if the datagram is fragmented. You can
use that flag to identify fragments.
ipReasmOKs (15) RO Sup- | According to the
The number of IP datagrams received that were ported. | standard.
successfully reassembled.
ipReasmFails (16) RO Sup- | According to the
The number of IP datagrams received that were ported. | standard.
not successfully reassembled.
ipFragOKs (17) RO Sup- | According to the
The number of IP datagrams that were success- ported. | standard.
fully fragmented.
ipFragFails (18) RO Sup- | According to the
The number of IP datagrams that were not suc- ported. | standard.
cessfully fragmented. (For example, because the
Don’t Fragment flag was set for the IP datagram.)
ipFragCreates (19) RO Sup- | According to the
The number of IP datagrams created as a result of | Ported. | standard.
fragmentation.
ipAddrTable (20) NA -
An address information table for IP addresses.
ipAddrEntry (1) NA - -
Row data of address information for IP addresses.
The index is ipAdEntAdadr.
ipAdEntAddr (1)RO Sup- | According to the
The IP address. ported. | standard.
ipAdEntlfindex | (2) RO Sup- | According to the
The index value of the interface that this entry ported. | standard.
applies to.
This is the same value as iflndex.
ipAdEntNet (3) RO Sup- | According to the
Mask The subnet mask for the IP address of this entry. | Ported. | standard.
ipAdENtB- (4) RO Sup- | According to the
castAddr The value of the least significant bit of the address | Ported. | standard.
when an IP broadcast is sent. An address repre-
sented by all 1 bits is used for broadcasting as an
Internet standard. In that case, this value is always 1.
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Implementation

Other (1): Not any of the following types.
Invalid (2): An invalid route.
Direct (3): A direct connection.

Indirect (4): An indirect connection (not con-
nected to LOCAL).

Subtree name Standard [(identifier) attribute] Support N
specifications
ipAdEn- (5) RO Sup- | According to the
tReasmMax- | The maximum IP packet size that can be reas- ported. | standard.
Size sembled from IP fragmented input IP datagrams
received through the interface.
ipRouteTable (21) NA - -
The IP routing table for this entity.
ipRouteEntry (1) NA - -—-
Route information for a specific destination.
The index is ipRouteDest.
ipRouteDest (1) RW Sup- | According to the
The destination IP address for this route. Avalue | Ported. | standard.
of 0.0.0.0 for this entry indicates the default route.
ipRoutelflndex | (2) RW Sup- | According to the
The ID number of the interface required to send to | Ported. | standard.
the next destination host in this route. This ID
number is the same number as iflndex, which is
used to identify the interface.
ipRouteMetric1 | (3) RW Sup- | According to the
The primary routing metric for this route. This ported. | standard.
value is determined based on the protocol speci-
fied in ipRouteProto. Set to -1 if you do not want to
use this metric (this is also the same for ipRoute-
Metric 2 through 4).
ipRouteMetric2 | (4) RW Sup- | According to the
The alternative routing metric for this route. ported. | standard.
ipRouteMetric3 | (5) RW Sup- | According to the
The alternative routing metric for this route. ported. | standard.
ipRouteMetric4 | (6) RW Sup- | According to the
The alternative routing metric for this route. ported. | standard.
ipRouteNext (7) RW Sup- | According to the
Hop The IP address of the next hop in this route (for ported. | standard.
routes connected by a broadcast or media, this is
the agent address or address of that interface).
ipRouteType (8) RW Sup- | According to the
The type of route. ported. | standard.
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Subtree name Standard [(identifier) attribute] Support Implern_ent_atlon
specifications
ipRouteProto (9) RO Sup- | According to the
This is the routing mechanism used to determine | Ported. | standard.
routes. Some values correspond to gateway rout-
ing protocols, but be aware that the host may not
support those protocols.
Other (1): Other than the following items.
Local (2): A route set on the local machine.
Netmgmt (3): A route set by network manage-
ment.
Icmp (4): A route set by an ICMP redirect or
some other ICMP function.
Egp (5): EGP
The following are gateway protocols:
Ggp (6): GGP S
Hello (7): HELLO ;
Rip (8): RIP %
is-is (9) >
Q
es-is (10) 3
ciscolgrp (11)
bbnSpflgp (12)
ospf (13): OSPF
bgp (14)
ipRouteAge (10) RW Sup- | Always 0. N
The elapsed time since this route was updated (in | Ported. Iy
seconds). =
ipRouteMask | (11) RW Sup- | According to the E
The subnet mask value in relation to jpRouteDest. | Ported. | standard. §
On systems that do not support a custom subnet =
mask value, this value is based on the address %»_
class of the ipRouteDest field. If ipRouteDest is 2
0.0.0.0, this value is also 0.0.0.0.
ipRouteMetric5 | (12) RW Sup- | According to the
The alternative routing metric. ported. | standard.
ipRoutelnfo (13) RO Sup- [0.0
The MIB object ID for the routing protocol used by | Ported.
this route. If not defined, set to {0.0}.
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specifications
ipNetToMediaTable (22) NA - -—-

The IP address conversion table used to map IP
addresses to physical addresses.

Subtree name Standard [(identifier) attribute] Support

ipNetToMediaEntry | (1) NA --- -—-
Row data for the conversion table. The indices are
ipNetToMedialfindex and ipNetToMediaNetAd-
dress.
ipNetToMedi- (1) RW Sup- | According to the
alfindex The interface ID number for this entry. The value | Ported. | standard.
of iflndex is used for this value.
ipNetToMedi- (2) RW Sup- | According to the
aPhysAddress | The media-dependent physical address. ported. | standard.
ipNetToMedi- (3) RW Sup- | According to the
aNetAddress The IP address that corresponds to the media- ported. | standard.
dependent physical address.
ipNetToMedia- | (4) RW Sup- | According to the
Type The address conversion method. ported. | standard.
Other (1): A method other than the following
items.
Invalid (2): An invalid value.
Dynamic (3): Dynamic conversion.
Static (4): Static conversion.

ipRoutingDiscards (23) RO Sup- | According to the

The number of routing entries that were valid but | Ported. | standard.
discarded. For example, if there was not enough
buffer space because of other routing entries.
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Name Standard [(identifier) attribute] Support Imple!n-ent.atlon
specifications

icmplnMsgs (1) RO Sup- | According to the
The total number of received ICMP messages. ported. | standard.
This includes messages counted by icmplnErrors.

icmplInErrors (2) RO Sup- | According to the
The number of received ICMP message errors. ported. | standard.
(Checksum errors, frame length errors, etc.)

icmpInDestUnreachs (3) RO Sup- | According to the
The number of Destination Unreachable mes- ported. | standard.
sages received.

icmpIinTimeExcds (4) RO Sup- | According to the
The number of Time Exceed messages received. | Ported. | standard.

icmpIlnParmProbs (5) RO Sup- | According to the
The number of Parameter Problem messages ported. | standard.
received.

icmpInSrcQuenchs (6) RO Sup- | According to the
The number of Source Quench messages ported. | standard.
received.

icmpInRedirects (7)RO Sup- | According to the
The number of Redirect messages received. ported. | standard.

icmplnEchos (8) RO Sup- | According to the
The number of Echo (request) messages ported. | standard.
received.

icmpIinEchoReps (9) RO Sup- | According to the
The number of Echo Reply messages received. ported. | standard.

icmpInTimestamps (10) RO Sup- | According to the
The number of Timestamp messages received. ported. | standard.

icmpInTimestampReps (11)RO Sup- | According to the
The number of Timestamp Reply messages ported. | standard.
received.

icmpIinAddrMasks (12) RO Sup- | According to the
The number of Address Mask Request messages | Ported. | standard.
received.

icmpIlnAddrMaskReps (13) RO Sup- | According to the
The number of Address Mask Reply messages ported. | standard.
received.

icmpOutMsgs (14) RO Sup- | According to the
The total number of ICMP messages sent. This ported. | standard.
includes messages counted by icmpOutErrors.

icmpQOutErrors (15) RO Sup- | According to the
The number of ICMP messages that could not be | Ported. | standard.
sent because of an error.

icmpOutDestUnreachs (16) RO Sup- | According to the
The number of Destination Unreachable mes- ported. | standard.
sages sent.

icmpOutTimeExcds (17) RO Sup- | According to the
The number of Time Exceed messages sent. ported. | standard.

icmpOutParmProbs (18) RO Sup- | According to the
The number of Parameter Problem messages ported. | standard.
sent.

icmpOutSrcQuenchs (19) RO Sup- | According to the
The number of Source Quench messages sent. ported. | standard.
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Name Standard [(identifier) attribute] Support Implefn_ent:ation
specifications
icmpOutRedirects (20) RO Sup- | According to the
The number of Redirect messages sent. ported. | standard.
icmpOutEchos (21) RO Sup- | According to the
The number of Echo (request) messages sent. ported. | standard.
icmpOutEchoReps (22) RO Sup- | According to the
The number of Echo Reply messages sent. ported. | standard.
icmpOutTimestamps (23) RO Sup- | According to the
The number of Timestamp messages sent. ported. | standard.
icmpOutTimestampReps | (24) RO Sup- | According to the
The number of Timestamp Reply messages sent. | Ported. | standard.
icmpOutAddrMasks (25) RO Sup- | According to the
The number of Address Mask Request messages | Ported. | standard.
sent.
icmpOutAddrMaskReps | (26) RO Sup- | According to the
The number of Address Mask Reply messages ported. | standard.
sent.
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® Ip Group: Tcp

Name Standard [(identifier) attribute] Support Imple[n.ent.atlon
specifications
tcpRtoAlgorithm (1) RO Sup- | According to the
The algorithm used to determine the timeout value | Ported. | standard.
for resending.
Other (1): Other than the following items.
Constant (2): A constant RTO value.
Rsre (3): The algorithm specified by the MIL-
STD-1778 standard.
Vanj (4): The Van Jacobson algorithm.
tcpRtoMin (2) RO Sup- | According to the
The minimum resend timeout value (in 0.01 s). ported. | standard.
This value depends on the algorithm used to
determine the resend timeout value.
tcpRtoMax (3) RO Sup- | According to the $
The maximum resend timeout value (in 0.01 s). ported. | standard. @
This value depends on the algorithm used to =
determine the resend timeout value. :
tcpMaxConn (4) RO Sup- | According to the ‘§
The total number of supported TCP connections. | Ported. | standard. -
If the maximum number of connections is
dynamic, this value is -1.
tcpActiveOpens (5) RO Sup- | According to the
The number of times the TCP connection ported. | standard.
changed from the CLOSE state directly to the =
SYN-SENT state. (Active connection establish- -
ment.) ;
tcpPassiveOpens (6) RO Sup- | According to the @
The number of times the TCP connection ported. | standard. '%J
changed from the LISTEN state directly to the S
SYN-RCVD state. (Passive connection establish- §
ment.) 2
tcpAttemptFails (7) RO Sup- | According to the
The total number of times the TCP connection ported. | standard.
changed from the SYN-SENT or SYN-RCVD state
directly to the CLOSE state and from the SYN-
RCVD state directly to the LISTEN state.
tcpEstabResets (8) RO Sup- | According to the
The number of times the TCP connection ported. | standard.
changed from the ESTABLISHED or the CLOSE-
WAIT state directly to the CLOSE state.
tcpCurrEstab (9) RO Sup- | According to the
The total number of TCP connections currently in | Ported. | standard.
the ESTABLISHED or the CLOSE-WAIT state.
tcplnSegs (10) RO Sup- | According to the
The total number of received segments. This ported. | standard.
includes the number of error segments.
tcpOutSegs (11)RO Sup- | According to the
The total number of sent segments. This includes | Ported. | standard.
the number of segments for the current connec-
tion, but does not include the number of segments
for resent data only.
tcpRetransSegs (12) RO Sup- | According to the
The total number of resent segments. ported. | standard.
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Name Standard [(identifier) attribute] Support specifications
tcpConnTable (13) NA - According to the
The information table specific to the TCP connec- standard.
tion.
tcpConnEntry (1) NA -—- According to the
Entry information related to a specific TCP con- standard.
nection. This value is deleted if the connection
changes to the CLOSE state. The indices are fcp-
ConnlLocalAddress, tcpConnLocalPort, tcpConn-
RemAddress, and tcpoConnRemPort.
tcpConnState (1) RW Sup- | According to the
The status of the TCP connection. ported. | standard.
closed(1)
listen(2)
synSent(3)
synReceived(4)
established(5)
finWait1(6)
finWait2(7)
closeWait(8)
lastAck(9)
closing(10)
timeWait(11)
tcpConnLoca- | (2) RO Sup- | According to the
IAddress The local IP address of this TCP connection. A ported. | standard.
value of 0.0.0.0 is used for connections in the LIS-
TEN state that accept connections from any IP
interface related to the node.
tcpConnLocal- | (3) RO Sup- | According to the
Port The local port number for this TCP connection. ported. | standard.
tcpConnRe- (4) RO Sup- | According to the
mAddress The remote IP address for this TCP connection. ported. | standard.
tcpConnRem- | (5) RO Sup- | According to the
Port The remote port number for this TCP connection. | Ported. | standard.
tcpInErrs (14) RO Sup- | According to the
The total number of error segments received ported. | standard.
(TCP checksum errors, etc.).
tcpOutRsts (15) RO Sup- | According to the
The number of segments sent with the RST flag ported. | standard.

(the number of times the TCP connection was
reset).
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Name

Standard [(identifier) attribute]

Support

Implementation
specifications

udpInDatagrams

(1) RO

Sup-

According to the stan-

The total number of UDP datagrams (i.e., the ported. | dard.
number of packets) sent to the UDP user.
udpNoPorts (2) RO Sup- | According to the stan-
The number of UDP datagrams that were ported. | dard.
received but did not start an application at the
destination port.
udpInErrors (3) RO Sup- | According to the stan-
The number of UDP datagrams that were not sent | Ported. | dard.
to a higher level protocol for a reason other than
udpNoPorts.
udpOutDatagrams (4) RO Sup- | According to the stan-
The total number of sent UDP datagrams. ported. | dard.
udpTable (5) NA - According to the stan-
The information table for the UDP listener. dard.
udpEntry (1) NA - According to the stan-
An entry related to a specific UDP listener. The dard.
indices are udpLocalAddress and udpLocalPort.
udpLocal (1) RO Sup- | According to the stan-
Address The local IP address of this UDP listener. A value | Ported. | dard.
of 0.0.0.0 is used for UDP listeners that accept
datagrams from any IP interface related to the
node.
udpLocalPort (2) RO Sup- | According to the stan-
The local port number for this UDP listener. ported. | dard.
® Ip Group: Snmp
Name Standard [(identi-
fier) attribute]
snmplnPkts (1) RO Sup- | According to the
The total number of SNMP messages received. ported. | standard.
snmpOutPkts (2) RO Sup- | According to the
The total number of SNMP messages sent. ported. | standard.
snmplnBadVersions (3) RO Sup- | According to the
The total number of messages received of an ported. | standard.
unsupported version.
snmpInBadCommuni- (4)RO Sup- | According to the
tyNames The total number of messages received froman | Ported. | standard.
unregistered community.
snmpInBadCommunityU- | (5) RO Sup- | According to the
ses The total number of messages received that spec- | Ported. | standard.
ify an operation that is not allowed by that commu-
nity.
snmpInASNParseErrs (6) RO Sup- | According to the
The total number of messages received that ported. | standard.
resulted in an ASN.1 error or BER error during
decoding.
snmplnTooBigs (8) RO Sup- | According to the
The total number of PDUs received with an error | Ported. | standard.

status of fooBig.
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Standard [(identi-
fier) attribute]
snmpInNoSuchNames (9) RO Sup- | According to the

The total number of PDUs received with an error | Ported. | standard.
status of noSuchName.

Name

snmplnBadValues (10) RO Sup- | According to the
The total number of PDUs received with an error | Ported. | standard.

status of badValue.
snmplnReadOnlys (11)RO Sup- | According to the

The total number of PDUs received with an error | Ported. | standard.
status of readOnly.

snmpInGenErrs (12) RO Sup- | According to the

The total number of PDUs received with an error | Ported. | standard.
status of genErr.

snmplnTotalReqVars (13) RO Sup- | According to the
The total number of MIB objects read normally ported. | standard.
after receiving GetRequest or GetNextRequest.

snmplinTotalSetVars (14) RO Sup- | According to the

The total number of MIB objects updated normally | Ported. | standard.
after receiving SetRequest.

snmplnGetRequests (15) RO Sup- | According to the
The total number of GetRequest PDUs received. | Ported. | standard.

snmplnGetNexts (16) RO Sup- | According to the
The total number of GetNextRequest PDUs ported. | standard.
received.

snmpInSetRequests (17) RO Sup- | According to the
The total number of SetRequest PDUs received. | Ported. | standard.

snmplnGetResponses (18) RO Sup- | According to the
The total number of GetResponse PDUs received. | Ported. | standard.

snmplinTraps (19) RO Sup- | According to the
The total number of trap PDUs received. ported. | standard.

snmpOutTooBigs (20) RO Sup- | According to the

The total number of PDUs sent with an error sta- | Ported. | standard.
tus of tooBig.

snmpOutNoSuchNames | (21) RO Sup- | According to the
The total number of PDUs sent with an error sta- | Ported. | standard.
tus of noSuchName.
snmpOutBadValues (22) RO Sup- | According to the
The total number of PDUs sent with an error sta- | Ported. | standard.
tus of badValue.
snmpOutGenErrs (24) RO Sup- | According to the
The total number of PDUs sent with an error sta- | Ported. | standard.
tus of genkErr.
snmpOutGetRequests (25) RO Sup- | According to the
The total number of GetRequest PDUs sent. ported. | standard.
snmpOutGetNexts (26) RO Sup- | According to the
The total number of GetNextRequest PDUs sent. | Ported. | standard.
snmpOutSetRequests (27) RO Sup- | According to the
The total number of SetRequest PDUs sent. ported. | standard.
snmpOutGetResponses | (28) RO Sup- | According to the
The total number of GetResponse PDUs sent. ported. | standard.
snmpOutTraps (29) RO Sup- | According to the
The total number of trap PDUs sent. ported. | standard.
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Name Standard [(identi-
fier) attribute]
snmpEnableAuthen (30) RW Sup- | According to the
Traps Determines if the agent generates verification ported. | standard.
failed traps.
Enabled (1)
Disabled (2)
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14-2 Procedure to Use the SNMP Agent

14-2-1 Procedures

1 Make the basic settings.
Refer to 1-5 EtherNet/IP Communications Procedures for the flow of basic operations.
2 Select Built-in EtherNet/IP Port Settings from the Controller Setup on the Sysmac Studio,
and then set the following on the SNMP Settings Display or SNMP Trap Settings Display.
* SNMP Service
* Recognition 1
* Recognition 2

3 Select Transfer to Controller from the Controller Menu and click the Yes Button. The built-in
EtherNet/IP port settings are transferred to the CPU Unit.

14-2-2 Settings Required for the SNMP Agent

The following Built-in EtherNet/IP Port Settings are made from the Sysmac Studio to use the SNMP
agent.

Tab page Setting Setting conditions Reference
SNMP Settings SNMP service Required. page 5-12
Port No. Specified by user.

Note Required to change from the
default value of 161.

Contact, location Specified by user.

Send a recognition trap | Specified by user.

Select this check box to send a recogni-
tion trap if there is access from an SNMP
manager that is not specified (Access
other than Recognition 1 and 2).

Recognition 1 and Rec- | Specified by user. page 5-13
ognition 2 Make these settings to permit access by

IP address only certain SNMP managers.

Host name

Community

name
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Tab page Setting Setting conditions Reference
SNMP Trap Settings SNMP trap Required. page 5-14
Port No. Specified by user.

Note Required to change from the
default value of 162.

Trap 1 and trap 2 page 5-15
IP address Required.
Host name Set an IP address or a host name as the
SNMP trap destination.
Community Specified by user.
name
Version Required.
Set the version of the SNMP manager.

@ Additional Information

Make the settings in the SNMP Settings Dialog Box and SNMP Trap Dialog Box if the SNMP
agent is used.

Refer to 5-5 SNMP Settings Display for information on the SNMP Settings Dialog Box. Refer to
5-6 SNMP Trap Settings Display for information on the SNMP Trap Dialog Box.
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Communications Performance and Communications Load

15-1 Communications System

15-1-1 Tag Data Link Communications Method

15-2

I Requested Packet Interval (RPI) Settings

In tag data links for the built-in EtherNet/IP port, the data transmission period is set for each connection
as the RPI.

The target device will send data (i.e., output tags) once each RPI, regardless of the number of nodes.

Also, the heartbeat frame is sent from the originator to the target for each connection. The target uses
the heartbeat to check to see if errors have occurred in the connection with the originator. The data
transmission period of the heartbeat frame depends on the RPI settings.

Heartbeat Frame Transmission Period
* If packet interval < 100 ms, the heartbeat frame transmission period is 100 ms.
¢ If packet interval > 100 ms, the heartbeat frame transmission period is the same as the RPI.

Example:

In this example, 2 tag data link connections are set for node 2 (the originator) and node 1 (the tar-
get).

The RPI for output data 1 is set to 10 ms.

The RPI for output data 2 is set to 15 ms.

In this case, output data 1 is sent from node 1 to node 2 every 10 ms, and output data 2 is sent from
node 1 to node 2 every 15 ms, as shown in the following diagram.

Also, data is sent from node 2 (the originator) to node 1 (the target) with a heartbeat of 100 ms for
connection 1 and a heartbeat of 100 ms for connection 2.

Node 1 Node 2

Target Output data 1 .| Originator
Connection 1 heartbeat
- - - - - --- - - ———m————— - 100-ms interval
Output data 2 -
T 10 ms| d
Connection 2 heartbeat
e 100-ms interval
v Output data 1 R
15 ms "
10 ms|
v Output data 2 >
v Output data 1 _
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I Requested Packet Interval (RPl) and Bandwidth Usage (PPS)

The number of packets transferred each second is called the used bandwidth or PPS (packets per sec-
ond).

The PPS is calculated from the RPI and heartbeat as follows for each connection:

PPS used in a connection (pps) = (1,000 + RPI (ms)) + (1,000 + Heartbeat transmission period (ms))

Use the following equation to calculate the total number of packets transferred by each built-in Ether-
Net/IP port (Unit) in 1 second.

Built-in EtherNet/IP port’s total PPS = Total PPS of originator connections + Total PPS of target connec-
tions*
* Connections set as target connections must be added, too.

The maximum number of packets that the built-in EtherNet/IP port for each series can transfer in 1 sec-
ond (called the allowed Unit bandwidth) is as follows, so set the connection below this maximum value.

e NX701 CPU Unit: 40,000 pps

NX102 CPU Unit: 12,000 pps

NX1P2 CPU Unit: 3,000 pps

* NJ-series CPU Unit: 3,000 pps*

* Note that the allowed Unit bandwidth is 1,000 pps for the NJ-series CPU Unit with a unit version 1.00 to 1.02.

Example:

Node 1 has both originator and target connections, with send RPI of 200 ms and 2 ms, and receive RPI
of 500 ms.

Node 2 has originator connections only, with receive RPIs of 200 ms, 2 ms, and 5 ms.
Node 3 has target connections only, with send RPIs of 5 ms and 1 ms.

O: Originator
T: Target
HB: Heartbeat

RPIl: 5 ms T
HB: 100 ms

Each node’s total PPS is calculated as follows:

» Total PPS of node 1’s Unit
=1000 /200 ms + 1000/ 2 ms + 1000 / 500 ms (for data)
+ 1000 /200 ms + 1000 / 100 ms + 1000 / 500 ms (for heartbeat)
= 524 pps
» Total PPS of node 2’s Unit
=1000/200ms + 1000 /2 ms + 1000/ 5 ms (for data)
+ 1000 / 200ms + 1000 / 100 ms + 1000 / 100 ms (for heartbeat)
=730 pps
» Total PPS of node 3’s Unit
=1000/5 ms + 1000 / 500 ms (for data)
+ 1000/ 100 ms + 1000 / 500 ms  (for heartbeat)
= 214pps

All of the Units are within the allowed Unit bandwidth, so they can transfer data.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 15-3
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15-1-2 Calculating the Number of Connections

15-4

The maximum number of connections for the built-in EtherNet/IP port for each series is as follows:
¢ NX701 CPU Unit: 256

¢ NX102 CPU Unit: 32

¢ NX1P2 CPU Unit: 32

¢ NJ-series CPU Unit: 32

The number of connections must be set to the above numbers or less combining both connections that
the Unit opens as the originator and connections that are opened from an originator with the Unit as the
target.

Example:

Node 1 opens two connections as the target with node 2 and one connection as the originator with
node 3. Therefore, the total is three connections.

Node 2 opens two connections as the originator with node 1 and one connection as the originator with
node 2. Therefore, the total is two connections.

Node 3 opens one connection as the target with node 1 and one connection as the target with node 2.
Therefore, the total is two connections.

In either case, the connections can be opened because the numbers of connections for all nodes are
within the maximum number of connections for the built-in EtherNet/IP port.

O: Originator
T: Target

Node 1

7\

Node 2 Node 3
0] T

Also, if multicast is set, one packet will be sent, but the number of connections will be consumed.

Example:

Node 3 sends one multicast packet to node 1 and node 2. Node 3 opens one connection as the target
with node 1 and one connection as the target with node 2.

Caution is required because the number of connections consumed is the same as for unicast connec-
tions even when multicast connections are set.

O: Originator
T: Target

0]
Multicast
Multicast T
Node2 [¢ Node 3
o) T
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15-1-3 Packet Interval (RPI) Accuracy

The send processing delay occurs in the built-in EtherNet/IP port when data packets are sent once
each packet interval (RPI). This delay varies with the RPI error shown in the following graph, so the
send processing delay time is the maximum value for each RPI.

Packet interval (RPI) RPI error (1) (%)
0.5 ms to 1,000 ms (NX701 CPU Unit) 15 - (RPI [ms]/100)
1 ms to 1,000 ms (NX102 CPU Unit)
2 ms to 1,000 ms (NX1P2 CPU Unit)
1 ms to 1,000 ms (NJ-series CPU Unit)*1
1,000 to 10,000 ms 5% of the RPI

*1 RPlis 10 ms to 1,000 ms on NJ-series CPU Units with unit versions 1.00 to 1.02.
16

14

12

e
o
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15-2 Adjusting the Communications Load

15-6

In an Ethernet network using an Ethernet switch, the network bandwidth is not shared by all of the
nodes; independent transmission paths are established between individual nodes through the Ethernet
switch.

A dedicated communications buffer is established in the Ethernet switch for communications between
the nodes and full-duplex communications (simultaneous transmission and reception) are performed
asynchronously with other transmission paths. The communications load in other transmission paths
does not affect communications, so packet collisions do not occur and stable, high-speed communica-
tions can be performed.

The Ethernet switch functions shown in the following table determine the performance of tag data links.

Item Description

Buffer capacity This is the amount of data that can be buffered when packets accumulate at

the Ethernet switch.

Multicast filtering This function transfers multicast packets to specific nodes only.

QoS function This function performs priority control on packet transfers.

The following table shows the setting ranges of the tag data link settings that can be made for a built-in
EtherNet/IP port.

NX-series CPU Unit NJ-series CPU Unit
Item Description Unit ver- | Unit ver-
NX701 NX102 NX1P2 sion 1.00 sion 1.03
to 1.02 or later
Network band- Physical Ethernet 1,000 Mbps | 100 Mbps or 10 Mbps
width baud rate
Allowed tag data | Maximum number of | 40,000 pps | 12,000 pps | 3,000 pps 1,000 pps 3,000 pps
link communica- | tag data link packets | max. (total | max. (total | max. max. max.
tions bandwidth | that can be processed | of 40,000 of 12,000
in 1 second (pps: with two with two
packets per second) ports) ports)
Connection Number of connec- 256 max. 32 max. 32 max.
resources tions that can be (total of 512 | (total of 64
established with two with two
ports) ports)
Packet interval Refresh period fortag | 0.5 to 1to 2to0 10,000 | 10to 1 to 10,000
(RPI:Requested | data 10,000 ms 10,000 ms msin 1-ms | 10,000 ms ms in 1-ms
Packet Interval) in 0.5-ms in 1-ms increments | in 1-ms increments
increments | increments increments

When the tag data link settings exceed the capabilities of the Ethernet switch being used, increase the
packet interval (RPI) value. Particularly when using an Ethernet switch that does not support multicast
filtering, the settings must be made considering that multicast packets will be sent even to nodes with-
out connection settings.

@ Additional Information

If the Network Configurator is used to set the connection type in the connection settings to a mul-
ticast connection, multicast packets will be used. If the connection type is set to a point-to-point
connection, multicast packets are not used.

In addition, if the required tag data link performance cannot be achieved with the Ethernet switch’s
capabilities, re-evaluate the overall network configuration and correct it by taking steps such as select-
ing a different Ethernet switch or splitting the network.
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15 Communications Performance and Communications Load

The following sections show how to check the device bandwidth being used by the tag data links in the
designed network, and how to set the appropriate values.
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15-2-1 Checking Bandwidth Usage for Tag Data Links

The Network Configurator can display the bandwidth actually used for tag data links at each built-in Eth-
erNet/IP port, based on the connections set in the network configuration. The device bandwidth used by
tag data links can be checked by clicking the Detail Button in the Usage of Device Bandwidth Area at
the bottom of the Network Configuration Window.

@ Etherlet/1P_1 () EtherNet/IP_2

1921682501 1921682602 192.168.260.10
K507 -1500 M50 -1500 Cl2M-EIP21
| |21, 50,10 |[2]..250.2 ]
i | ) | )
Usage of Device Bandwidth 1. x|

# ] Commment ] Usage of Capacit... j bt/ s [withaut ... 1 Usage of IP mulhi... ]
##1592168.250.1  NJBO1-1500 0.00 (5000 %  0.000[0.043) Mbi... 0
#91592168.250.2  NJBO1-1500 B.00[B.00) % 0.050[0.050] Mbi... 0
£2192168.25010  CIZM-EIP21 2002000 %  0.050[0.050]) Mbi.. 1

Set Packet Interval [RFI] ...

Total ugage of IF multicast addresses

1

Cloze

Metwork Total of Mas. kbitds 0050k btz
Uzage of DEvice B andwidth—
Item Description
# The IP address of the device.
Comment A description of the device. The comment is displayed below the device icon.

The model number of the device is displayed by default.

Usage of Capacity (without Multi-
cast Filter)

The percentage of the allowable communications bandwidth used for tag
data links for the device is displayed. Bandwidth used + Allowable tag data
link bandwidth

The values outside parentheses are for when multicast filtering is used.
The values inside parentheses are for when multicast filtering is not used.

Mbit/s (without Multicast Filter)

The bandwidth used for communications by the device of the network band-
width is shown.

The values outside parentheses are for when multicast filtering is used.
The values inside parentheses are for when multicast filtering is not used.

Usage of IP Multicast Addresses

The number of multicast IP addresses actually used for communications by
the device is shown.

Total usage of IP multicast
addresses

The number of multicast IP addresses used in the entire network is shown.
This value is used to estimate the number of multicast filters for switching.

Network Total of Max. Mbit/s

The total network bandwidth used for tag data link communications in the
entire network is shown. Tag data links will not operate normally if the net-
work bandwidth that can be set is exceeded.

15-8
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® Checking the Usage of Capacity and Network Bandwidth for Tag Data Links

The percentage of the allowable communications bandwidth for tag data links for each built-in Ether-
Net/IP port is displayed as the Usage of Capacity and the bandwidth used for tag data link commu-
nications in the entire network is displayed as the Mbit/s. The usage of capacity and used network
bandwidth that are displayed in parentheses are for an Ethernet switch that does not use multicast
filtering. In this case, multicast packets will be sent to even the nodes without connection settings, so
the displayed values will include these packets as well. These values can be adjusted according to
instructions in 15-2-4 Changing the RPI.

® Checking the Total Number of Multicast IP Addresses in the Network

When using an Ethernet switch that provides multicast filtering, there must be enough multicast fil-
ters for the network being used. The number of multicast IP address used in the entire network that
is displayed by the Network Configurator is based on connection settings. Make sure that the num-
ber of multicast IP addresses used in the entire network does not exceed the number of multicast fil-
ters supported by the Ethernet switch. If necessary, change to an Ethernet switch with enough
multicast filters, or adjust the usage of capacity and network bandwidth for tag data links (Mbit/s) val-
ues given for an Ethernet switch without multicast filtering (i.e., the values in parentheses). These
values can be adjusted according to instructions in 15-2-4 Changing the RPI.

® Checking the Total Maximum Network Bandwidth

The Network Configurator displays the total maximum bandwidth that can be used for the entire net-
work. This value indicates the maximum bandwidth that can be used on the transmission paths
when Ethernet switches are cascaded. If the value exceeds the bandwidth of a cascade connection
in the actual network (e.g., 1,000 Mbps for an NX-series CPU Unit, or 100 Mbps for an NJ-series
CPU Unit), the maximum bandwidth for part of the communications path may be exceeded, depend-
ing on how the network is wired. This may prevent the tag data links from operating correctly. If this
occurs, either calculate the bandwidth usage for each communications path and be sure that the
maximum bandwidth is not exceeded for any cascade connection, or adjust the bandwidth for all
cascade connections so that the total maximum network bandwidth is not exceeded. Adjust the
bandwidth according to instructions in 15-2-4 Changing the RPI.

peo suonesiunwwo) ayj bunsnlpy z-G1

15-2-2 Tag Data Link Bandwidth Usage and RPI

The usage of capacity without multicast filtering can be adjusted against the tag data link’s allowable
bandwidth by using the packet interval (RPI) setting. If the RPI is made shorter, the usage of capacity
will increase. If the RPI is made longer, the usage of capacity will decrease.

The RPI can be set in any one of the following ways.

» Setting the same interval for all connections

» Setting a particular device’s connection

» Setting a particular connection

IdY pue abesn uyipimpueg ul eleq Bel g-z-Gl

When the same RPI is set for all connections, the usage of capacity will basically increase proportion-
ally as the RPI is made shorter.

Example:If the RPI is set to 50 ms for all connections and the usage of capacity is 40%, the usage of
capacity may increase to 80% when the RPI is reduced to 25 ms for all connections.

EI Precautions for Correct Use

Performing message communications or other network operations from the Network Configura-
tor (such as monitoring or other operations that place a load on the network) or from the user
application when the tag data link bandwidth usage of capacity is between 80% and 100% can
temporarily create an excessive load on the network and result in timeouts. If timeouts occur,
increase one or all of the RPI settings and reduce the usage of capacity.
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15-2-3 Adjusting Device Bandwidth Usage

15-10

This paragraph provides the method to adjust the device bandwidth usage for tag data links.

|E| Precautions for Correct Use

Ethernet switch must be corresponding to the maximum values of the network bandwidth, which
can be set to CPU Units. The maximum values of the network bandwidth per individual CPU Unit
are as follows.

¢ NX701 CPU Unit: 1,000 Mbit/s

* NX102 CPU Unit: 100 Mbit/s

¢ NX1P2 CPU Unit: 100 Mbit/s

* NJ-series CPU Unit: 100 Mbit/s

® Ethernet Switches without Multicast Filtering

* Is the network bandwidth usage without multicast filtering under the network bandwidth that can

be set for each node?
If any node exceeds its maximum network bandwidth that can be set, change the connections set-
tings, such as the RPI.

Is the usage of capacity without multicast filtering under 100% for each node?
If any node exceeds 100%, change the connections settings, such as the RPI.

Is the total network bandwidth usage under the network bandwidth that can be set?

If the total bandwidth usage exceeds the network bandwidth that can be set, the bandwidth of part
of the transmission path (e.g., an Ethernet switch or media converter) may be exceeded as the
result of how the network was wired (e.g., cascade connections of Ethernet switches), causing a
tag data link to operate abnormally. Check the bandwidth of the transmission path for all cascade
connections. If the bandwidth is exceeded, rewire the network or increase the bandwidth between
Ethernet switches (e.g., to 1 Gbps). If these countermeasures are not possible, change the con-
nection settings, e.g., the RPI settings, and adjust the bandwidth for all cascade connections until
the total network bandwidth is not exceeded.

® Ethernet Switches with Multicast Filtering

* Is the network bandwidth usage under the network bandwidth that can be set for each node?

If any node exceeds its maximum network bandwidth that can be set, change the connections set-
tings, such as the RPI.

Is the usage of capacity under 100% for each node?
If any node exceeds 100%, change the connections settings, such as the RPI.

Is the total network bandwidth usage under the network bandwidth that can be set?

If the total bandwidth usage exceeds the network bandwidth that can be set, the bandwidth of part
of the transmission path (e.g., an Ethernet switch or media converter) may be exceeded as the
result of how the network was wired (e.g., cascade connections of Ethernet switches), causing a
tag data link to operate abnormally. Check the bandwidth of the transmission path for all cascade
connections. If the bandwidth is exceeded, rewire the network or increase the bandwidth between
Ethernet switches (e.g., to 1 Gbps). If these countermeasures are not possible, change the con-
nection settings, e.g., the RPI settings, and adjust the bandwidth for all cascade connections until
the total network bandwidth is not exceeded.

Is the network bandwidth usage without multicast filtering under the network bandwidth that can
be set for each node or is the usage of capacity without multicast filtering under 100% for each
node?

If any node exceeds the maximum network bandwidth that can be set or the usage of 100%,
check whether the multicast filtering on the Ethernet switch is functioning correctly. If the number
of multicast filters on the Ethernet switch is less than the total usage of IP multicast addresses,
bandwidth overloads may occur in some paths and prevent tag data links from operating correctly
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depending on the network connection (e.g., cascade connections of Ethernet switches). Calculate
the number of multicast filters required by each Ethernet switch on the network and make sure
that the number does not exceed the number of Ethernet switch multicast filters. If the number of
Ethernet switch multicast filters is not sufficient, use switches with enough multicast filters or
revise connection settings, such as the RPI settings.

peo suonesiunwwo) ayj bunsnlpy z-G1

abesn yipimpueg soineq bunsnlpy ¢-z-G1L

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 15-11



15 Communications Performance and Communications Load

15-2-4 Changing the RPI

You can check the usage of capacity offline without multicast filtering against the tag data link’s allow-
able bandwidth by following the procedures in 15-2-1 Checking Bandwidth Usage for Tag Data Links.
The usage of capacity without multicast filtering can be adjusted against the tag data link’s allowable
bandwidth by changing the packet interval (RPI).

If the required communications performance cannot be achieved by changing the settings, re-evaluate
the network starting with the network configuration.

1 Make the required settings in the Network Configurator’s Network Configuration Window.

2 Click the Detail Button in the Usage of Device Bandwidth Area at the bottom of the Network
Configuration Window.

@ EtherNet/IP_1 [(T) EtherNet/IP_2 |

192168.2501 1921882502 19218825010
N.J501-1500 N.J501-1500 CI2M-EIP21
| 2..50.10 | ...250.2

— Uzage of Device Bandwidth

The Usage of Device Bandwidth Dialog Box will be displayed.

zl
# I Comment I Uzage of Capacit... | bbits [without k.. | Uszage of [P multi.. l
@ 192168.250.1  NJBO01-1500 0.00(5.00) % 0.000 [0.043) Mbi... a
@ 192168.250.2  WJ501-1500 B.00(6.00) % 0.050 [0.0%0) Mbi.. ]
&2 192168.250.10 | CI2MEIP21 200 (2000 % 0.050 [0.050) Mbi.. 1

Total usage of IP multicast addresses 1
Set Packet Interval (RF] . [ oo |
| Metwork Total of Max. Mbitds : 0. 050k bit /s

The Usage of Capacity (without multicast filter) column will show the percentage of the allowed
tag data link bandwidth being used, and the Mbit/s (without multicast filter) column will show the
network bandwidth being used.
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3 The usage of capacity without multicast filtering can be adjusted against the tag data link’s
allowable bandwidth by changing the associated devices’ packet interval (RPI) settings.

The RPI settings can be changed with the following three methods.

Method 1:

Change All Connections to the Same RPI

The usage of capacity without a multicast filter can be adjusted for all devices by changing the
packet intervals (RPI) settings for all of the device’s connections to the same RPI at the same
time.

(1) Click the Set Packet Interval (RPI) Button at the bottom of the Usage of Device Band-
width Dialog Box.

Set Packet [nterval [RF] ...

(2) The Set Packet Interval (RPI) Dialog Box will be displayed. Input a new RPI value, and
click the OK Button.

Set Packet Interval (RPT) ] x|

— Packet Interval [RPI)

[ B (05 100000 me]

— Target Device
192.168.250.1 MJ501-1500
192 1682502 MJ501-1500
19216828010 CIZM-EIF2

peo suonesiunwwo) ayj bunsnlpy z-G1
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15-14

Method 2:

Change a Particular Device’s Packet Interval (RPI) Setting:

The usage of capacity without multicast filtering can be adjusted for only a particular device
against the tag data link’s allowable bandwidth by changing the packet intervals (RPI) settings
for all of the device’s connections together. In this case, the usage of capacity will also change
for the target devices of the connection for which the packet interval is changed.

(1) Click the Set Packet Interval (RPI) Button at the bottom of the Usage of Device Band-

width Dialog Box.

Set Packet [nteral [RFI] ...

(2) The Set Packet Interval (RPI) Dialog Box will be displayed. In the Target Device Area,
deselect the target devices that are not being adjusted by removing the check marks.

Set Packet Interval (RPT) x|

— Packet Interval [RFI]

| 50.0 s (05 -10000.0 ms ]

— Target Device

[]192.168.250.1 NJ501-1500
[]192.168.250.2 NJ501-1500

[#]192 162.250.10 CJ2M-EIP21:

MOTE : Pozaible AP value depends on the device type.
Fleaze confirm the setting result on meszaae reoort windaw,

Ok

Cancel

(3) Input a new RPI value, and click the OK Button.
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Method 3:

Changing a Particular Connection’s Packet Interval (RPI) Setting:

The usage of capacity without multicast filtering can be adjusted against the tag data link’s
allowable bandwidth by individually changing the packet interval (RPI) for a particular connec-
tion. In this case, the usage of capacity will also change for target device of the connection for
which the packet interval is changed.

(1) Click the Close Button at the bottom of the Usage of Device Bandwidth Dialog Box.

(2) Double-click the device that is set as the originator of the desired connection. The
Edit Device Parameters Dialog Box will be displayed.

Edit Device Parameters : 192.168.250.2 NJ501-1500 5 x|

Connections |Tag e |

 Unregister Device List

Product Name
NJ501-1500

Connections : 1/32(0:1.T:0) il Ll

 Register Device List

peo suonesiunwwo) ayj bunsnlpy z-G1

Product Name | 192.168.250.2 NJ501-1500 Variable | Target Variable |
& 192 168.250.10 (#010) ..
2 CND1_01 [input] TagSet2_192.168.250.2 TagSet2_192.168.250.10
o
N
TEw.. | Edit.... | Delete | Edit All... Lhange Target i ode (B | To./From File | -
Q
Q
=}
ok | cace | =}
=)
«Q
=3
[0
Py
Ry
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(3) In the Register Device List, select the connection for which you want to change the
RPI, and click the Edit Button.

Edit Device Parameters : 192.168.250.2 NJ501-1500

k|
Connections ITag Sets |
r~ Unregister Device List
H I Product Name I
' 192.168.250.1 NJ501-1500

Connections : 1/32(0:1,T:0) e | -» |
~ Register Device List
Product Name

& 192168 250,10 (010) .
ECND1 01 [Input]

| 192.168.250.2 NJ501-1500 Variable | Target Variable

Tew.. | Edit... | Delete | Edit All... LEhange Target Hiode [ | TosFrom File |

ok | cancel |

(4) The device’s Edit Connection Dialog Box will be displayed. Input a new packet inter-
val (RPI) value, and click the OK Button.

192.168.250.10 CI2M-EIP21 Edit Connection I '_ |
It will add a connection configuration to orginator device.

Flease configure the Tag Set each of onginator device and target device.

— Originator Device

— Target Device

Mode Address: 1921682502 Mode dddress . 192.168.250.10
Caomment:  NJ501-1500 Comment:  CJ2M-EIP21

Input Tag Set: Edit Tag Setsl Output Tag Set:
#" TagSet?_192.168.250.10 - [22Byte] ﬂ

Connection
s I Multi-cast connection j

Hide Detail |

— Detail Parameter

Packet Interval [RFI) : I 200 o [10.0-10000.0 ms |

TimeoutWalue s |Packet Interval [RPI) « 4 =l E?ngggfe”gaomf CHO1_01

i~ Connechion Stucture

@ 192.168.250.2 NJ501-1500 *

[=-[® TagSet?_192.168.250.2 [M] 20.0ms
E@ 192.168.250.10 CJ2M-EIP21

(]9 I Cancel
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15 Communications Performance and Communications Load

4 If the usage of capacity cannot be adjusted to the desired level when the setting described
above has been performed, reconsider the network configuration considering the following
points. Refer to 15-2-3 Adjusting Device Bandwidth Usage.

¢ Reduce the number of nodes and number of connections.
» Split the network.

5 Check the bandwidth usage again.
If you have changed the connection settings, click the Detail Button in the Usage of Device
Bandwidth Area at the bottom of the Network Configuration Window and check bandwidth
usage according to the instructions in 75-2-1 Checking Bandwidth Usage for Tag Data Links. It
is particularly important to check the usage of capacity when an individual connection’s RPI set-
ting was changed without using the Set Packet Interval (RPI) Button.

6 Run user tests to verify that there are no problems with the new settings.

peo suonesiunwwo) ayj bunsnlpy z-G1

IdY 8y Buibueyd -z-Gi
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15 Communications Performance and Communications Load

15-2-5 RPI Setting Examples

15-18

I Conditions

The following examples explain how to calculate the packet intervals (RPIs) in the following network
configuration.

& untitled - Network Configurator
File Edit View MNetwork Device EDSFile Tools

Option Help

=10l x]

I = R AR SR = A e - S B

ke aa|lesv B |~ @& aE|

B

-& Metwiark Configurator
E-& EtherNet/IP Hardware

=) C@ “endar
=] L@ OMROMN Carparation

—
i () EtherNet/IP_1 |

= ications Adapt 19216825016 192189.25015 19216825014 19216825013 19216825012  1927168.250.11

g it Al MJ501-1300 MJ501-1300 NJ501-1300 NJED1-1300 HU5011300 HJ501-1200
=-[E] CHwEIP2 =) = 2 = 2 2
I ' Fev 1 = -l =
: 5] Rev2 |
3] CITWEIPZICIZ)
(] cizBEIP2Y
(5] cimEIRzT i i i i i i i
i 192.166.250.10 192.168.250.9 192.168.250.8 192.166.250.7 192.168.250.6 192.168.250.5 192.168.250.4
L g MJ501-1300 MJ501-1300 MJ501-1300 NJ501-1300 NJ501-1300 NJ501-1300 NJ501-1300
- [H] HI5m1-1300 & 12 12 JEL LS
- [F] MJ501-1400
- [Z] WJs01-1500
5| SYSMAL Gateway

B - Generic Devics i i i
=@ DeviceType . . -
; o 19216825023 1921682502 1921682501
g Commurications Adapter G RE] NJ501-1300 M5 -1300
\-_‘n!i Generic Device l@ J@ J@I
=
i~ Uszage of Device Bandwidth
1 I»]
Message Code | Date | Descrption I
|Ready |L:Ethernet/iP  T:Unknown  [Intel(R) 82567LM-3 Gigabit Network Connection  |169.254.37.111 [1000M | Offdne [ | o | 7

¢ Connections:

Example:Seventeen NJ501-1300 Units are connected to the network.
Each device has one 100-word tag for transmission and sixteen 100-word tags for recep-
tion, so that the Units exchange data mutually. By default, the packet intervals (RPIs) are
set to 120 ms for all of the connections. The devices' IP addresses range from
192.168.250.1 to 192.168.250.17.

NJ501-1300: 17 Units
Connection RPI: 120 ms

IP address: 192.168.250.1 192.168.250.2 192.168.250.3 192.168.250.17
NJ501-1300 NJ501-1300 NJ501-1300 NJ501-1300
Send »
100CH out 01 a » In_02_a P In_ 03 a p———Pp ----- —P In_17_a
4 Send
100CH In_01_b |« In_03_b |=—————Pp ----- =Pl In_17_b
Out_02_b
100CH In_01_c |¢ In_02_c |¢ Send |_ o ... — In17.c
i D = 1T Qut_03_c - =
P < Send
100CH In_01_t |« In_02_t |4 In_03_t [ ----- 4+— Out 17 t
S—— I
—

} 17 network variables,
100 words each
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15 Communications Performance and Communications Load

I Checking the Device Bandwidth Usage

When the Detail Button is clicked in the Usage of Device Bandwidth Area, it is apparent that the per-
centage of the allowed tag data link bandwidth being used by each device’s tag data link (Usage of
Capacity) is 40.83%, as shown in the following dialog box.

zl
i ] Comment i Llzage of Capacit... I b bit s [withiout Multic... i Uzage of IF mult... l

@ 19216825017 MJSO01-1300 40,83 [40.83) % 0.510 (0.510] Mbit/s 1
&P 192168.25016  MJS01-1300 4083 [40.83) % 0510 [0.510) Mbit/s 1
#9192 168.25015  MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1
&2 192168.250,14  MJS01-1300 40873 [40.83) & 0510 [0.510) Mbitds 1
£P192168.25012  MJS01-1300 40,83 [40.83) % 0510 [0.510) Mbit/s 1
@ 19216825012 MJS01-1300 40,83 [40.83) & 0.510 [0.510] Mbit/s 1

&P 192168.25011  MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1 a

@ 19216825010 MJS01-1300 40,83 [40.83) & 0.510 (0.510] Mbit/s 1 )

&P192168.2509  MJS01-1300 40,83 [40.83) % 0510 [0.510) Mbit/s 1 g

£P 19216082508 MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1 =

&P192168.2507  MJS01-1300 40873 [(40.83) % 0510 [0.510) Mbitds 1 13

91921682506 MJS01-1300 40,83 [40.83) % 0510 [0.510) Mbit/s 1 5

@ 1921682505  MJSO01-1300 40,83 [40.83) & 0.510 [0.510] Mbit/s 1 t,?,,

£P192168.2504  MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1 g

#192168.2503  MJ501-1300 40,83 (40.83) & 0510 [0.510) Mbit/s 1 2]

£P192168.2502  MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1 g

£P192168.2501  MJS01-1300 40,83 [40.83) & 0510 [0.510) Mbit/s 1 3

5

o

2

=

2

Total usage of IP multicast addresses ; 17 ol g

Sl L1 MR Metwork Total of Maw. Mbit/s . 1.886Mbit/s 2

I Changing Settings

Method 1: Same Packet Interval Setting for All Connections

The percentage of the allowed tag data link bandwidth being used (Usage of Capacity) was 40.83%
with the RPI set to 120 ms for all of the connections, so the RPI will be set to 40 ms, with a target of
80% or less of the allowable bandwidth.

Click the Set Packet Interval (RPI) Button at the bottom of the Usage of Device Bandwidth Dialog
Box to display the Set Packet Interval (RPI) Dialog Box. Input 40 ms as the new RPI value, then
click the OK Button.

se|dwex3 Bumes |dY §-2-GL

Set Packet Interval (RPI) N x|

~ Packet Interval [RFI)
[ A0 (s (05100000 ms )

~ Target Device
192,168, 250,17 MJS01-1300 192.168.250.8 MJ501-1300
1592.168.250.16 NJS01-1300 192.168.250.7 MJ501-1300
192.168.250.15 NJS01-1300 192.168.250.6 M.J501-1300
1592.168.250.14 MJS01-1300 192.168.260.5 MJ501-1300
192.168.250.13 NJS01-1300 192.168.250.4 MJ501-1300
1592.168.250.12 NJS01-1300 192.168.250.3 NJ501-1300
1592.168.250.11 NJS01-1300 192.168.250.2 MJ501-1300
192,168, 250,10 MJS01-1300 192.168.250.1 MJ501-1300
192,168, 250.9 MJ501-1300

| | ol

MOTE : Possible RPI value depends on the device type.
Please confirm the setting result on messane report window.

Ok I Cancel |

If the packet interval for all connections has been set to the same setting, the dialog box will show
that the usage of capacity for the tag data link’s allowable communications bandwidth is 74.50% and
the fastest set value is 40 ms.
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15-20

ﬂ
# I Commert | Usage of Capacit... | I bits [without kultic... | Lzage of IP mulki... I

#2132168.25017  MJ501-1300
#£2192168.250.16  MNJ501-1300
#2132168.25015  NJ501-1300
#2192168.250.14  NJ501-1300
#2132168.25013  NJ501-1300
£2132168.25012  MJ501-1300
#2132168.250.11  NJ501-1300
#2132168.250.10  MJ501-1300
£2192168.2509  NJ501-1300
#2132168.250.8  MJE01-1300
#$192168.250.7  MJ501-1300
#9132168.2506  NJS01-1300
#2132168.2505  MJS01-1300
#2132163.250.4  NJ501-1300
£2132168.250.3  MJS01-1300
£2192168.250.2  MJ501-1300
#2132168.2501  MJE01-1300

FAED(F4500%  1.199(1.199) Mbit/s
FAS0(FA50)%  1.199(1.199) Mbit/s
FAED(F4500%  1.199(1.199) Mbit/s
FASO(PA500%  1.199(1.199) Mbit/s
FAE0(74500%  1.199(1.199) Mbit/s
FAED(P4500%  1.199(1.199) Mbit/s
FAE0(F4500%  1.199(1.199) Mbit/s
FAED(F4500%  1.199(1.199) Mbit/s
FAS0(P450)%  1.199(1.199) Mbit/s
FABD(F4500%  1.199(1.199) Mbit/s
FAED(PA50)%  1.199(1.199) Mbit/s
FAE0(F4500%  1.199(1.199) Mbit/s
FAED(P4500%  1.199(1.199) Mbit/s
FAE0(F4500%  1.199(1.199) Mbit/s
FAED(F4500%  1.199(1.199) Mbit/s
FASO(FA50)%  1.199(1.199) Mbit/s
FAED(F4500%  1.199(1.199) Mbit/s

| St Backat interval (EE1 i Total uzage of IF multicast addreszes : i Close |
Metwork, Total of bax. kbitds 2,851 Mbitds

Method 2: Changing the Packet Interval (RPI) of Only Specific Devices

In this example, we want faster tag data links for devices 192.168.250.1 and 192.168.250.10 only.
To do this, click the Set Packet Interval (RPI) Button at the bottom of the Usage of Device Band-
width Dialog Box. The Set Packet Interval (RPI) Dialog Box is displayed.

In the Target Device Area, clear the selections of all devices other than 192.168.250.1 and
192.168.250.10. Input 30 ms as the new RPI value, then click the OK Button.

Set Packet Interval (RPI) ] x|

— Packet Interval [RF1)
] 0 e [ 05-10000.0 ms ]

~ Target Device

[] 19216825017 MJ501-1300
[]192.168.250.16 MJ501-1300
[]192.165.250.15 MJ501-1:300
[]192.168.250.14 MJ501-1300
[]192165.250.13 MJS01-1:200
[]192.168.250.12 MJ501-1300
[]192.162.250.11 MJS01-1300
192.168.250.10 MJS0T-1300
[ 192.162.250.9 MJ501-1300

4]

[[]192.168.250.8 MJ501-1300
[]192.168.250.7 MJ501-1300
[ 192,165 250.6 MJ501-1300
[]192.168.250.5 MJ501-1300
[] 152,165 250.4 MJ501-1300
[]152.168.250.3 MJ501-1300
[]192.162.250.2 MJ501-1300
192.168.250.1 MJ501-1300

| I

MOTE ; Possible RPI value depends on the device tepe.
Pleaze confirm the setting result on message report window,

[ ox |

Cancel |

The percentage of the allowed tag data link bandwidth being used (Usage of Capacity) increases to
87.00% for devices 192.168.250.1 and 192.168.250.10, which indicates that the RPI is set to a
higher speed for these devices’ connections.

The Usage of Capacity values also indicate that the Usage of Capacity has increased (from 40.83%
to 44.67%) for all of the other devices, which connect with devices 192.168.250.1 and
192.168.250.10.
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zl

# | Comment I Llzage of Capacit... | tbit/s [without kultic. .. | Uszage of IF multi... I
#9192 168.25017  MJS01-1300 4450(97.83) & 0.589 [1.818) Mbit/s 2
@ 19216825016 MJSO01-1300 44 B0 [97.83) & 0.589 [1.818] Mbit/s 2
£P192168.25015  MJS01-1300 4450 (97.83) % 0589 [1.518) Mbit/s 2
@ 19216825014 MJS01-1300 44 B0 [97.83) & 0.589 (1.818] Mbit/s 2
&P 1921608.25013  MJS01-1300 4450 (97.63) % 0.589 [1.518) Mbit/s 2
#P192168.25012  MJS01-1300 4450 (97.83) & 0,589 [1.818) Mhbit/s 2
&P 192168.250.11  MJS01-1300 4450 [97.83) % 0589 [1.618) Mbit/s 2
£P192168.25010  MJS01-1300 87.00 [100.33) % 1.528 [1.835) Mbit/s 2
@ 1921682509 MJSO01-1300 44 B0 [97.83) & 0.589 [1.818] Mbit/s 2
£P192168.2508  MJS01-1300 4450 [97.83) % 0589 [1.518) Mbit/s 2
@ 1921682507 MJSO1-1300 44 50 [97.83] % 0.589 (1.818] Mbit/s 2
21921682506 MJS01-1300 4450 (97.63) % 0.589 [1.518) Mbit/s 2
£P 1921682506 MJS01-1300 4450 (97.83) % 0,589 [1.818) Mhbit/s 2
&P 192168.250.4  MJS01-1300 4450 (97.83) % 0589 [1.818) Mbit/s 2
£P192168.2502  MJS01-1300 4450 (97.83) % 0589 [1.818) Mbit/s 2
@ 1921682502 MJSO1-1300 44 B0 [97.83) & 0.589 [1.818] Mbit/s 2
£P192168.2501  MJS01-1300 87.00[100.33) % 1.528 [1.535) Mbit/s 2

Total uzage of [P multicast addresses 34
Sl LA MR | Metwork Total of Max. Mbit/s . 3.228Mbit/s

In this case, if there is no multicast filter, the value becomes 100.33%. If there is no multicast filter for
an Ethernet switch, communications errors may occur depending on the communications load of the
built-in EtherNet/ IP Unit port.

peo suonesiunwwo) ayj bunsnlpy z-G1

Method 3: Changing the Packet Intervals (RPIs) of Only Specific Connections

In this example, we want a faster tag data links for just a particular connection of device
192.168.250.1. Double-click device 192.168.250.1 in the Network Configuration Window.

Edit Device Parameters : 192.168.250.1 NI501-1300 5[

Connections ITE'g Sets I

r~ Unregister Device List a
)
# | Product Name | N
(6)]
Py
3
»
0]
=
=
[(e]
m
8
Connections : 32/32 (0 16, T: 16) » | = | 3
 Register Device List g
Product Name 152.168.250.1 NJ501-1300 Varable Target Variable -
2 (#002) NJ5D1-1300
2% CNO1_07 [Inpt] IN_02 A_Out
#p 192.168.250.3 (#003) NJ501-1300
2 CND1_02 [Input] IN_02 A Out
&p 192.168.250.4 (4004) NJ501-1300
2 CND1_03 [Input] IN_04 A_Out
&p 192.168.250.5 (4005) NJ501-1300
= CNO1_04 [Input] IN_05 A_Out
&P 192.168.250.6 (4006) NJ501-1300
25, CND1_05 [Input] IN_06 A_Out
& 192.168.250.7 (#007) NJ501-1300 v
i | i
New. | Edt. | pewe | Eatan. Change Target Node 1D... | To/fom e |

oK | Cancel |

Information about the connection with device 192.168.250.10 is registered in the Register Device
List. Double-click this connection to edit the settings.
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15-22

192.168.250.10 NI501-1300 Edit Connection

It will add a connection configuration to originator device.
Fleaze configure the Tag Set each of onginator device and target device.

~ Originatar Device  Target Device

Comment : MJS0T-1300 Comment :  MNJS07-1300

Input Tag Set: EditTagSetSl Output Tag Set:

Mode &ddress . 192.168.250.1 Mode Address ;. 192.168.250.10

Caonnection

Type : I Multi-cast connection

|IN_10- [202B0te] =l #,. |8_0ut - [2028 pte]
=

Hide Detail |

r Detail P

Facket Interval (RFI] : 10 me [ 10.0 - 10000.0 ms )

Timeout Value : [Packet Intervl (RPI] 4 B0 s

[Poszible to anit]

r Connection Stucture

£ 192.168.250.1 NJ501-1300 -
-5 IN_02 [M] 50.0ms

: E=-#p 192.168.250.2 NJ501-1300
[ A_Out

-8 IN_03 [M] 50.0ms

: E=-#p 192.168.250.3 NJ501-1300

S ORI A en o

||

ak I Cancel |

In the Edit Connection Dialog Box, input 10 ms as the new RPI value, and click the OK Button. The
tag data link bandwidth used by device 192.168.250.1 (Usage of Capacity) increases to 50.17%,

which indicates that a RPI is set to a higher speed for this device.

%
# | Cormrment | Uzage of Capacit... | Fbitds [without k... I Uzage of IF multi... I
&P 192168.25017  NJS01-1200 40,83 (50.83) % 0.510(0.740) Mbi... 1
19216825016 NJS01-1200 40,83 (50.83) % 0.510 (0.740]) Mbi... 1
@ 19216825015 WJ5OT-1300 40083 (50.83] % 0.510[0.740] Mbi... 1
#P192168.250.14  NJSO1-1300 40,83 (50.83) % 0.510 (0.740] Mbi... 1
19216625013 MISO-1300 4083 (50.83) % 0.510 (0.740]) Mbi... 1
&P 192168.25012  MJSO1-1300 40,83 (50.83) % 0.510 (0.740] Mbi... 1
£P192168.25011  MJSO1-1200 40,83 (50.83) % 0.510 (0.740) Mbi... 1
#2192168.250.10  MNJS01-1300 51.00[51.00) % 0.7471 (0.741] Mbi... 2
91921682509 MJS01-1200 40,83 [50.83) % 0.510 (0.740] Mbi... 1
@ 1921682508 WJGOT-1300 40083 (50.83] % 0.510(0.740] Mbi... 1
21921682507 NJSO1-1300 40,83 (80.83) % 0.510 (0.740] Mbi... 1
1921682506 MISO-1300 4083 (50.83) % 0.510(0.740) Mbi... 1
1921682505  MJSO1-1300 40,83 [80.83) % 0.510 (0.740] Mbi... 1
1921682504 NJSO1-1200 40,83 (50.83) % 0.510 (0.740]) Mbi... 1
@ 1921682503 WJROT-1300 40,83 (50.83) % 0.510[0.740] Mbi... 1
91921682502 NJSO1-1200 40,83 (50.83) % 0.510 (0.740] Mbi... 1
@ 1921682501 MJ50T-1300 BO7(51.000 % 0722 [0.741) Mbi... 1
Set Packet Interval (AP . | Total uzage of IP multicast addresses : 18

Metwork Tatal of kaw. Mbitds : 2117 Mbit/z

In this case, the tag data link bandwidth that is used by device 192.168.250.10 (Usage of Capacity)

also increases (from 40.83% to 51.00%).
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15-3 1/0 Response Time in Tag Data Links

% Additional Information

This section describes the response time of the NX- and NJ-series CPU Unit built-in Ethernet/IP
ports. The data processing times for the EtherNet/IP Unit, the built-in EtherNet/IP port on the
CJ2H-CPUGBI-EIP CPU Unit and the built-in EtherNet/IP port on the CJ2M-CPU3] CPU Unit
are different. For details, refer to 7-4 Tag Data Links with Other Models.

15-3-1 Timing of Data Transmissions

The following diagram shows the timing of tag data link transfers between the built-in EtherNet/IP port
and the CPU Unit. Data is transferred when system common processing 2 is performed for the task set
as the refreshing task.

Data received.

syur ejeq Bey u swiy esuodsay O/l £-G1

Primary periodic task

I/O refresh Control processing
85 Refreshing 2|5 é T o
Controller |8 £ %3 | E- , cs | Ex S
) = 8 System common Salgp Execution of S5|182 5 8
Processing | 2 processing 1 53|28 programs S5|E3 23
=9 ges|eg =0c |28 =)
Osa =a 2 <3 a2 Ogs
[=%

-

Data exchange processing

<
«

Controller task period
You can set either of the following types of tasks as the refreshing task.

* Primary periodic task
The primary periodic task has the highest execution priority. It executes processes with high speed

and high precision.

* Periodic tasks
Periodic tasks are executed during the time between executions of the primary periodic task.

You do not need to specify a refreshing task for tags that use an AT specification. Data is transferred for
these tags during the primary periodic task (for NX102 CPU Units, NX1P2 CPU Units, and NJ-series
CPU Units). The task during which to perform tag data link processing is specified for each tag. Set the
refreshing task on the Sysmac Studio for each variable you want to set as a tag. Refer to the Sysmac
Studio Version 1 Operation Manual (Cat. No. W504) for details on setting refreshing tasks.

suolssiwsuel] ejeq Jo Buiwi L-€-Gl
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15-3-2 Built-in EtherNet/IP Port Data Processing Time

This section describes the data processing time required to transfer data between the built-in Ether-
Net/IP port and the CPU Unit.

I Data Processing Time Overview

The time required for data processing consists of the following three elements.

1. Variable Access Time

First, calculate the time required to transfer tag data (or the time required to access variables).
This calculation is performed for each task. Therefore, if the same refreshing task is set for multiple
tag sets, calculate the total time required for all tags in the tag sets.

Use the following equation to calculate the variable access time.

Variable access time [us] = Total size of variables [bytes] x a + Number of variables x b
+ Number of accesses xc +d

Number of accesses: Number of tag sets

a to d: Constant values as given below

Constant value [us]
CPU Unit model
a b c d
NX701-00000 0.0005 0.033 2.67 7.22
NX102-00000 0.0040 0.240 3.27 25.21
NX1P2-00000 0.0040 0.240 3.27 25.21
NJ501-00000 0.0010 0.490*1 1.41 6.68
NJ301-0J000 0.0015"2 0.560"3 2.15 7.52
NJ101-0000 0.0015 0.560 3.83 7.52

*1  The value is 0.58 for a CPU Unit with unit version 1.02 or earlier.
*2 The value is 0.0009 for a CPU Unit with unit version 1.02 or earlier.
*3 The value is 1.03 for a CPU Unit with unit version 1.02 or earlier.

2. Number of Data Transfers

Tag data is transferred as a part of task processing.

If the time required to process the data transfer is greater than the "variable access time" “2, the data
cannot be sent entirely in one task period and is sent separately instead.

Number of data transfers = "Time required to send the data entirely" "1
+ "Variable access time" "2 set for the task
*1 This is the variable access time as calculated in step 1 above.

*2 The "variable access time" refers to the maximum processing time for accessing variables. Set the time for
each task on the Task Setup Display, which is displayed by selecting Configurations and Setup - Task Setup
in the Sysmac Studio.
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EI Precautions for Correct Use

The maximum number of tag data link words that can be transferred through the built-in Ether-
Net/IP port is 184,832 words on an NX701 CPU Unit (total of 369,664 words with two ports),
9,600 words on an NX102 CPU Unit (total of 19,200 words with two ports), or 9,600 words on an
NX1P2 CPU Unit and an NJ-series CPU Unit. If the number of tag data link words exceeds the
number of words that can be exchanged with the CPU Unit at one time, the data is divided and
transferred in multiple data exchanges.

3. Actual Time Required for Data Transfer

You can use the task period of the refreshing task and the number of data transfers as calculated in
(2) above to calculate the actual time required to transfer the data.

Task period x Number of data transfers

I Data Processing Time Calculation Example

Here we provide an example of how to perform the tag data link calculations described earlier for the
following tag data transfers.
* Model Numbers of CPU Units for Tag Data Links
NJ501-0000
* Refreshing task

Primary periodic task
Task period: 500 us (variable access time: 3%)

syur ejeq Bey u swiy esuodsay O/l £-G1

» Setting Tag Sets

Tag set Refreshing task Number of variables | Total size of variables
Tag set A Primary periodic task 8 600 bytes

Tag set B Primary periodic task 4 200 bytes

Tag set C Primary periodic task 10 1,000 bytes

1 Calculate the variable access time as shown below.
[(600 + 200 + 1,000) bytes x 0.001 ps] + [(8 + 4 + 10) variables x 0.49 ps] + 3 x 1.41 ys
+6.68 pus = 23.49 ps
2 Calculate the number of data transfers.
Time required for data transfer: “Variable access time” in step 1 = 23.49 us
Variable access time set for the task: 500 us x 0.03 = 15 us
Number of data transfers: 23.49 us + 15 us = 1.6 times
Thus, approximately two data transfers are required.

awi] Buissadoid eyeq Hod dIASNIBUIT u-iing Z2-€-Gl

3 Calculate the actual time required for the data transfer.
500 ps x 2 times = 1,000 ps

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 15-25



15 Communications Performance and Communications Load

15-3-3 Relationship between Task Periods and Packet Intervals (RPIs)

Controller#1

Transmission

path

15-26

I Effect of Tag Data Links on Task Periods

The tag

data is transferred during task processing. Therefore, the tag data transfer process is added to

the task processing for tasks set as a tag’s refreshing task. This requires you to make adjustments to

the vari
within a

able access time and task period in the Task Setup so that these processes are completed
single task period.

1 Calculate the time required for the data transfer and set the result as the "variable access

n*

time"".

For the formula for calculating the time required for the data transfer, refer to Data Processing
Time Overview.

*

If the same refreshing task is set for multiple tag sets, calculate the total time required for all tags in tag
sets.

Set the variable access time in the Task Setup to a value equal to or greater than the value cal-

culated in step 1 above.

Adjust the task period time after adding in the time calculated in step 1. Use the Sysmac Studio
to set the variable access time and task period settings. For details, refer to the NJ/NX-series
CPU Unit Software User’s Manual (Cat. No. W501).

I Adjusting Packet Intervals (RPIs) According to the Task Periods

Tag data is transferred based on the actual time required for the transfer (task period x number of data
transfers), regardless of the packet interval (RPI) setting. Therefore, set the packet interval (RPI)
according to the following guideline.

Actual time required for data transfer (Task period x Number of data transfers) < RPI

For details on the actual time required to transfer data, refer to 15-3-2 Built-in EtherNet/IP Port Data
Processing Time.

Example: Relationship between the RPI Setting and the Time Required for Data Transfer

e Ta

sk period: 10 ms

* Number of data transfers: 2
¢ Actual time required for data transfer: 10 ms x 2 times = 20 ms

Regardless of the RPI value, the time required for the data transfer is 20 ms.

1/O refreshing
User program execution

Motion control
- Data link processing

RPI of 10 ms RPI of 20 ms (system common processing 3)
[ | Example: Primary periodic task T | Example: Primary periodic task
ol[urc| Mc I ol[urg| mc I ol[upa| mMc ol|upg| mc I - ol|upg| Mc I ol|urg| mc I ol |upc| mc ol|urg| mc I
(1) @) IS (1) @)
} } | Task period: 10 ms § } } | Task period: 10 ms
Send data i\ v c Send data v
processing Task period x 2 8 processing Task period x 2
c
i)
- - @ T : "
Refreshing period Tag data link service é Refreshing period Tag data link service
during RPJ..... ! 4 | @ during RPI: v
10 ms ! 1 S < 20 ms
s
= al
L v
< \= To Controller2 * To Controller #2

e

Time required to transfer data from Controller #1: 20 ms
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15-3-4 Maximum Tag Data Link /O Response Time

You can find the maximum I/O response time from the total of (1) to (6) in the following figure.

/O refreshing

User program execution

Motion control

D Data link processing (system
Tag data link I/O response time common processing 2)

(4) Network transmission delay time

(5) Receive Data
Processing Time

(1):25333’: time (2) Send data (6) Output ON
! processing time ! (3) RPI vl ! response time -
< > pie i - o
i i - | @
- | Input i ! b ! 8
! I I I
8 i | | Lo | P
q>_) | | | | | )
° > ) | Lo | 2
3 i : o : 8
g i - | =]
L)oo D S A A e b L 3
T | | T I
Example: Prima ) periodic task ! Lo ! =
. o1 |up [ MC o1 [up [ MC o1|up|mc ol{up[mc|| | [oi|ur|mc L . | %
o G G 1 G G ! G Controller #1 processing |
s (1) @) @® P 1 5
% v o
38 Example of data transfer processing over 3 task periods i Lo i ;‘
} . } } } — f i i ! ‘g
Task period | Tag data link service Lo i 9
c T| 7Tt oo B e iy mmmm s == Y
S Do ] ! [
3 ! | Tag data link i S
25 A i
3 ' ! refresh period ! 5
c 1 il | s | Il
] T T T ; T
L B U I e e o
T [Ta data link service
%C\I Controller #2 [ol|up|mC up MC uP MC up MC 0l |UP | MC
£* processing | |® @ ¢ ¢ G
o | I I I I |
[ - T T T T 1
Task period
.:g_ g ’ Y
53 Output
oo

% Additional Information

» With unit version 1.03 or later, processing for tag data links is executed in the tag data link ser-
vice.

» With unit version 1.00 to 1.02, processing for tag data links is executed in the system services.
If a tag data link timeout occurs, reconsider the execution time for system services.

swi] asuodsay O/ Jur] ejeq bBel wnwixep -g-Gl

(1) Input ON Response Time

This is the delay time for the external input device from when the input occurs until the switch actu-
ally changes to ON and the time until the input data is stored in the memory area of the CPU Unit.
Refer to the input delay of each device for the input switch delay time. Also, one task period is
required until the data is stored in the memory area of the CPU Unit. Therefore, the input ON
response time is obtained as shown below.

Input ON response time = Input device delay time + Task period
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15-28

(2) Send Data Processing Time

This is the time until the variables in the CPU Unit are transferred to the built-in EtherNet/IP port.
Data is transferred during task processing. Therefore, the time required for send data processing is
the same as the task period. If the data that is transferred is larger than the amount of data that can
be sent during a single task (as set in the variable access time for the task), the data is transferred
over multiple task periods. Therefore, add (task period x the number of transfers) to the time
required. For details on how to determine the time required to send data, refer to 15-3-2 Built-in Eth-
erNet/IP Port Data Processing Time.

(3) Packet Interval (RPI)

This is the communications refresh period set for each connection using the Network Configurator.

(4) Network Transmission Delay Time

The transmission delay on an Ethernet line is 50 us or less. This delay time can be ignored.

(5) Receive Data Processing Time

This is the time required to transfer data received on the built-in EtherNet/IP port to a variable in the
CPU Unit. Data is received during task processing. Therefore, the time required for receive data pro-
cessing is the same as the task period. If the data that is transferred is larger than the amount of
data that can be received during a single task (as set in the variable access time for the task), the
data is transferred over multiple task periods. Therefore, add (task period x the number of transfers)
to the time required. For details on how to determine the time required to receive data, refer to 15-3-
2 Built-in EtherNet/IP Port Data Processing Time. Data is transferred once in each task period.
Therefore, if data transfer has ended in the task period in which data is received, the start of trans-
mission for received data will be delayed by one Controller task period.

@ Additional Information

The total amount of data transferred increases if there are connections with multiple nodes, and
the data that is transferred may exceed the amount that can be processed in a single transfer. In
this case, the number of data transfers increases.

(6) Output ON Response Time

This is the delay time for the external output device from when the Controller specified turning ON
the output until the output is actually turned ON.
Output ON response time = Output device delay time + Task period

@ Additional Information

The I/O response time may be longer due to noise, or other events.
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15-4 Message Service Transmission Delay

This section describes the delay time that occurs in CIP communications instruction (CIPWrite) service

System System
| | service service | |

processing.
Instruction (CIPWrite) executed. Instruction completed.
Controller# Ol uPGJMC 10JUPG|MC Ol [uPGJMC Ol [UPGIMC
| | | | |
| | | | | | | | | | |
| | | | | | | | | | N
I L Cémmand génerated. I I I I Received response interpreted. z
| System |—" | | | | | | System =
service X service )
| | | | | | 4 g
| | | | | | | | Q
e e e o e e I ®
Transmission path l l Line l l l i Line l l 3
Ny N Ay A Y
-
Controller#2 ! | | [ [ [ [ 3
=
| | 1 | | | | | 2
| | x | | | | 3
v ]
' ' T [ ioJvea[iie riable wri ' s
0 0 Variable written. o
| | | ;
| | | | 1 | | | o
\ Q
| | <
|
|
|
|

|
System Transmission Receive System  Variable System Transmission Receive System

|
|
|
|
|
|
' ' 1 1
Received command interpreted. Response generated.
|
|
|
o
Transmission |
1

[
[
[
[
[
[
[
[ I U [ [ [
[
|
[
[
[
;
[

| delay service !delay delay service | written. | service ldelay delay service
| | | ! | ! | | !

1. L L ) < )

T T T~ T N T

| Task period | Line |  Taskperiod | Task period | Line | Task period

| (local node) | | (remote node) | (remote node) | | (local node)

Maximum transmission delay time = Send delay + System service execution time + Transmission delay + Receive delay + System service execution time

— _/ — _/
Y Y

(Local node task period) (Remote node task period)

+ Variable write time + System service execution time + Transmission delay + Receive delay + System service execution time

— 7 — _/
Y

~
(Remote node task period) (Local node task period)

Processes that cause a delay time are processed in the task periods at each node as shown in the
above diagram. Line-based delays are as follows:

® Transmission Delay

The transmission delay on an Ethernet line is 50 us or less. This delay time can be ignored.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) 15-29



15 Communications Performance and Communications Load

@ Additional Information

* Depending on the actual operating environment, the transmission time may be longer than the
one calculated with the equations given here. The following factors can cause longer transmis-
sion times: other traffic on the network, window sizes of network nodes, other traffic at the
built-in EtherNet/ IP port itself (e.g., simultaneous tag data link communications), and the sys-
tem configuration.

* CIP communications processing is executed as a system service. If a timeout occurs for a CIP
communications instruction, reconsider the execution time for system services.
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Troubleshooting
I

This section describes the items to check when errors occur, functions of the Network
Configurator to check the communication status of the EtherNet/IP network. It includes
error diagnosis and countermeasures for errors due to tag data link connection status.

16-1 Overview of Troubleshooting ............... ... ..., 16-2
16-2 Checking Status with the Network Configurator ................... 16-3
16-2-1  The Network Configurator’s Device Monitor Function .. ................ 16-3
16-2-2 Connection Status Codes and Troubleshooting ..................... 16-10
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16 Troubleshooting

16-1 Overview of Troubleshooting

You manage all of the errors that occur on the NJ/NX-series Controller as events. This allows you to
see what errors have occurred and find corrections for them with the same methods for the entire range
of errors that is managed (i.e., CPU Unit, NX Units, NX-series Slave Terminals, EtherCAT slaves,*1 and
CJ-series Units).

*1  Only Sysmac devices are supported.

HMI

Checking Network I

Status >I

Network Configurator

EtherNet/IP | M

Troubleshooter

IBuilt-i . .
NJ/NX-series E:Jhlerl_nNemp port| CJ-series Units/NX
Troubleshooting CPU Unit Units
functions >._ __________ e -

Sysmac Studio

N &7 = Sl == S== A SS=  S2

Built-in EtherCAT port

EtherCAT

EtherCAT Na
slave
OO~ O~ O

You can use the troubleshooting functions of the Sysmac Studio or the Troubleshooter on an HMI to
quickly check for errors that have occurred and find corrections for them.

Error management range for

NJ/NX-series Controller
L

Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503-E1-19 or later) for error types and
details, specific corrections when errors occur, and troubleshooting information on the entire NJ/NX-
series Controller.
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16 Troubleshooting

16-2 Checking Status with the Network
Configurator

16-2-1 The Network Configurator’s Device Monitor Function

Connect the Network Configurator online, select the device to be checked, right-click to display the
pop-up menu, and select Monitor.

@ EtherNet/IP_1 [ () EtherNet/IP_2 |

152.168.250.2 192168.25010

192.168.250.1

H.I':II-” _-I |:||'"' kLICTAH 4 Erh [l B 1 9 B ol A e |
Parameter 3
ﬂ Monitor... |
Reset

The Monitor Device Dialog Box will be displayed.

J0jeanBlyuod YJomjaN ay) yum snjejs bundays z-91

@ Additional Information

If a communications error occurs during monitoring, the dialog box will continue to show the last
information that was collected. To start monitoring again, close the Monitor Device Dialog Box,
and then open the dialog box again.

You cannot monitor the CIP Safety communications status with Network Configurator. Refer to the
NX-series Safety Control Unit User’'s Manual (Cat. No. Z930) for details on confirming CIP Safety
communications status.

uonoUN 4 JOJUO 99IA8(] S,Jojeinbliuo)) HJOMISN 8Yl |L-Z-91
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16 Troubleshooting

® Status 1 Tab Page

The following check boxes are displayed for the status. If a check box is selected, the status is

TRUE.

Classification

Item

Corresponding system-defined variable

Ethernet Status

Com. Controller Error

An error occurred in the communications controller.

IP Address Duplicated

The same IP address is assigned to more than one node.

On-Line

Indicates that the Unit is online. (The EtherNet/IP Unit can perform
communications processing.)

Multiple Switch ON

Indicates that more than one data link start/stop switch changed to
TRUE at the same time.

Data Link Status

Comparison Error

The remote node information in the tag data link parameters was
different from the actual node information.

Main causes:* The specified target does not exist.
*The variable name does not match.
*The connection size is different.
*Connection resources are not sufficient.

Tag Data Link Error

There were two or more errors in a connection as an originator.

Invalid Parameter

An error was found in the validation check of the parameters for
tag data links that are saved in non-volatile memory.

All Tag Data Links

Tag data links are communicating in all connections as the origina-
tor.

Tag Data Link

Tag data links are communicating in one or more connections as
the originator.

Configuration Error
Status

Ethernet Link Status

TRUE when a link is established with the Ethernet switch.

Ethernet Basic Settings Logic
Error

TRUE when the following settings are incorrect:
* TCP/IP settings (IP address, subnet mask, or link settings)

IP Router Table Error

TRUE when there is a mistake in the IP router table information.

Ethernet Ext Config Logical Error

Always FALSE.

BOQOTP Server Error

TRUE when one of the following errors occurs when using the
BOOTP server.

¢ The IP address received from the BOOTP server is incorrect.
¢ A communications timeout occurred with the server.

Information about the target node that acts as the originator is displayed. If all tag data link connec-
tions to the node are established and normal, this information is displayed in blue. However, if any
connection is broken it is displayed in red.

16-4
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16 Troubleshooting

s ‘

Monitor Device s

Status 1 | Status 2 | Connection | Controller Log | Tag Status | Ethemet information |

Ethemet Status
["]Com. Cortroller Emor || Multiple Switch ON
[P Address Duplicated
On-Line

Data Link Status
[ | Comparison Emor [¥] All Tag Data Link

[ Tag Data Link Emor [¥] Tag Data Link
[ 1lnvalid Parameter

Configuration Emor Status

Ethemet Link Status [[] Bthemet Ext Conffig Logical Emor
[ | Ethemet Corfig Logical Emor || BOOTP Server Emor

|| IP Router Table Emror

Target Mode Status

o 002
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@ Status 2 Tab Page

This tab page displays information on nodes with tag data link originator settings based on
_EIP_TargetPLCModeSta (Target PLC Operating Mode)*! and _EIP_TargetPLCErr (Target PLC

Error Information)™! in the _EIP_EstbTargetSta (Normal Target Node Information)*! system-defined
variable. This information is in blue if the connection is normal, or red if an error occurred.

*
Status 1 Status 2 iConnedion I Cortroller Log i Tag Status % Ethemet Informaticn i
—Target Controller Status
& 010
RUN: @ ERROR: @
Close I

*1 These are the system-defined variables for an NJ-series CPU Unit. The system-defined variables for an
NX701 CPU Unit and NX102 CPU Unit are given below.
CIP Communications 1:
_EIP1_EstbTargetSta (CIP Communications1 Normal Target Node Information)
_EIP1_TargetPLCModeSta (CIP Communications1 Target PLC Operating Mode)
_EIP1_TargetPLCErr (CIP Communications1 Target PLC Error Information)
CIP Communications 2:
_EIP2_EstbTargetSta (CIP Communications2 Normal Target Node Information)
_EIP2_TargetPLCModeSta (CIP Communications2 Target PLC Operating Mode)
_EIP2_TargetPLCErr (CIP Communications2 Target PLC Error Information)
The system-defined variables for an NX1P2 CPU Unit are given below.
_EIP1_EstbTargetSta (CIP Communications1 Normal Target Node Information)
_EIP1_TargetPLCModeSta (CIP Communications1 Target PLC Operating Mode)
_EIP1_TargetPLCErr (CIP Communications1 Target PLC Error Information)

@ Additional Information

The target Controller status can be used when the Controller status is selected for all the target
sets for both originator and target connections. If it is not selected, it is grayed out on the display.
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® Connection Tab Page

Information about the target node that acts as the originator is displayed. If all tag data link connec-
tions to the node are established and normal, this information is displayed in blue. However, if any
connection is broken it is displayed in red. However, this information is displayed in gray if the con-
nection to the node is stopped. In addition, the Connection Status Area shows the current status of
each connection that is set as the originator. This information can be used to identify the cause of
tag data link errors. Refer to 16-2-2 Connection Status Codes and Troubleshooting for details on the
connection status.

Monitor Device x|

Status 1 I Status 2 Connection IControIIer Log | Tag Status | Fthemet Information I

r~ Target Node Status

@010

Start Connection Stop Connection

—Connection Status

J0jeanBlyuod YJomjaN ay) yum snjejs bundays z-91

Close |
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® Controller Log Tab Page

This tab page displays the Controller event log that is stored in the CPU Unit. The error history
shows errors that have occurred. It can be saved in a file in the computer. Refer to the operation
manual of the CPU Unit for details on error information.

ronor ewee x rontor pevee S x
' Status 1 I Status 2 I Connection Controller Log |Tag Status I Ethemet Information I ' Status 1 I Status 2 I Connection Controller Log |Tag Status I Ethemet Information I
System Event Log | Access Event Log | System Event Log Access Event Log |
Time of Event | Evert Code I Source | Cortert - Time of Event | Evert Code I Source | Cortert
€92011/06/22.. 94070000 EtherNet/IP Tag Data Link Al | €92011/06/22. 94060000 EtherNet/IP Restarting Ethemet. .
042011/06/22.. 84080000 EtherNet/IP  Tag Data Link Tim €92011/06/22.. 534020000 BtherNet/IF Tag Data Link Dow...
€92011/06/22.. 94070000 EtherNet/IP Tag Data Link Al | €92011/06/22.. 94010000 EtherNet/IP Tag Data Link Dow...
€92011/06/22.. 94050000 EtherNet/IP Lirk Detected €92011/06/22.. 94030000 EtherNet/IP Tag Data Link Stop...
042011/06/22..  B4060000 EtherNet/IP  Link OFF Detectsc €92011/06/21... 54060000 EtherNet/IP Restarting Ethemet...
€92011/06/22.. 94080000 EtherNet/IP |P Address Fixed €92011/06/21.. 94020000 EtherNet/IP Tag Data Link Dow...
€92011/06/22.. 54050000 BherNet/IP Link Detected €92011/06/21... 54010000 BherNet/IP Tag Data Link Dow...
1 2011/06/22 34270000 EtherNet/IP Tag Name Resolul € 2011/06/21 54030000 EtherNet/IP Tag Data Link Stop
€92011/06/22.. 50130000 PLC Operation Started €92011/06/21... 54060000 BtherNet/IP Restarting Bthemet...
20110622 50110000 PLC Power Tumed ON € 2011/06/21 54020000 EtherNet/IP Tag Data Link Dow
92011/06/21... 50120000 PLC Power Intemupted €92011/06/21... 54010000 BtherNet/IP Tag Data Link Dow...
€92011/06/21... 94070000 BtherNet/IP Tag Data Link AI T €92011/06/21... 94030000 BtherNet/IP Tag Data Link Stop...
€92011/06/21... 54050000 BtherNet/IP  Link Detected €92011/06/21... 54040000 BtherNet/IP Tag Data Link Start...
14.2011/06/21.. 84060000  EtherNet/IP  Link OFF Detectec €92011/06/21.. 94030000 EtherNet/IP Tag Data Link Stop...
€92011/06/21.. 94050000 EtherNet/IP Lirk Detected €92011/06/21.. 30080000 PLC Memory All Cleared
042011/06/21.. 84060000 BtherNet/IP  Link OFF Detectsc €92011/06/21...  900CO000  PLC Event Log Cleared
€92011/06/21.. 90130000 PLC Operation Started
€92011/06/21... 54050000 BtherNet/IF Link Detected
A,2011/06/21... 84060000 EtherNet/IP  Link OFF Detectec
€92011/06/21... 54080000 BtherNet/IP |P Address Faed
frZD] 1/06/21 50140000  PLC Operation was gt_nill
4 T 3 |
Save... | ! Save... |
Close Close

16-8 NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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® Tag Status Tab Page

This tab page displays if the tag settings for each tag for tag data links are set so that data can be
exchanged with the CPU Unit. The following status is displayed depending on the status that is set.

* Normal resolution completed: Normal data exchange is possible.

* Resolving: The variables with tags are being resolved. When the
resolution is completed normally, a connection will be
established and the data exchange will start.

* Size does not match error: Different sizes are set for the network variables and the
tag settings. A connection will not be established for a
tag for which this error occurs.

* No tag: A network variable is not set in the variable table in the
CPU Unit for the specified tag setting. A connection will
not be established for a tag for which this error occurs.

Attribute error: 1. Writing is not possible for Read Only and Constant

attributes.

2. The I/O direction that is set in the tag data link set-
tings does not agree with the 1/O direction of the vari-
able in the CPU Unit. There is an error in the setting
of a Network Publish attribute for a CPU Unit variable.

A connection will not be established for a tag for which
this error occurs.

If the status is not “Normal resolution completed,” check the tag data link settings or the network vari-
able settings in the variable table in the NJ/NX-series CPU Unit.

2]

Status 1 1 Status 2! Connection ] Controller Log  Tag Status ] Ethemet Information ]

J0jeanBlyuod YJomjaN ay) yum snjejs bundays z-91

Name ] In/Out ] Status ]
= Net_In Input Ok
= Net_Out Output Ok

Update

Close
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® Ethernet Information Tab Page

This tab page displays the communications status at the communications driver level of the built-in
Ethernet/IP port. The error counter information can be used to confirm whether communications
problems have occurred. The tag data link information can be used to confirm characteristics such
as the bandwidth usage (pps).

x

Status 1| Status 2 | Comnection | Cortroller Log | Tag Status  Ethemet Information |

—General
Speed : 100MBps Full Duplex
MAC Address : D0-00-DA-3C-41-D9
—Recv Send
Octets : 180312 Octets 54130
Unicast Packets : 403 Unicast Packets : 394
Non-Unicast Packets : 1704 Mon-Unicast Packets : 656
Discards : 0 Discards 0
Emors 0 Emors 0
— Emor Counter
Alignment Emors 0 FCS Emors 0
Excessive Collisions : 0
Camier Sense Emors 0
Frame Too Long : 0
—Tag Data Link
Bandwidth (PPS) : 50
Average of TxRx Packets 89 Madmum : 91
Average of R Packets 60 Madmum : &1
Average of Tx Packets : g, Madmum : 30
Receive Multicast Packets 1660
Link OFF Emors 2
Collection’s Start Time :  2011/06/22 08:58:51.472

Close l

16-2-2 Connection Status Codes and Troubleshooting
This section explains how to identify and correct errors based on the tag data link’s connection status.

The connection status can be read using the Connection Tab Page of the Network Configurator’s Mon-
itor Device Window. Refer to 16-2-1 The Network Configurator’s Device Monitor Function for details.

@ Additional Information

The connection status has the same meaning as the Connection Manager’s General and Addi-
tional error response codes, as defined in the CIP specifications.

The following table shows the likely causes of the errors causes for each configuration and connection
status (code).
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16 Troubleshooting

Target

CS1W-EIP21, CJ1W-EIP21, CJ2H-
CPUOO-EIP, CJ2M-CPU3L, NJ501-
Qood, NJ301-0000, NJ101-0000,
NX701-0000, NX102-0000, and
NX1P2-000000

Products from other manufacturers

Originator

CS1W-EIP21, CJ1W-EIP21, CJ2H-CPULICI-
EIP, CJ2M-CPU30, NJ501-00000, NJ301-
Qoodd, NJ101-0000, NX701-0000,
NX102-0000, and NX1P2-000000

Configuration 1

CS1W-EIP21, CJ1W-EIP21, CJ2H-CPULOO-
EIP, CJ2M-CPU30, NJ501-00000, NJ301-
0004, NJ101-00004, NX701-00004,
NX102-0000, and NX1P2-00000O0

Configuration 2

Configuration 3

Products from other manufacturers

CS1W-EIP21, CJ1W-EIP21, CJ2H-
CPUOO-EIP, CJ2M-CPU3L, NJ501-

0000, NJ301-0000, NJ101-0000, >
NX701-0000, NX102-0J000, and N
NX1P2-000000 2
%
=]
Connection status Handling 3,
General | Additional Source of error 2*
Status Status Configuration 1 Configuration 2 Configuration 3 @
(hex) (hex) §
00 0000 Normal status code: - - - =
The connection has been opened ;
and the tag data link is communicat- o
ing normally. 5
01 0100 Error code returned from target: This error does not Depends on the tar- Depends on the origi- ;
Attempted to open multiple connec- | occur. get’s specifications. nator’s specifications. S
tions for the same connection. (This error should not (This error should not &
occur. If is does, con- occur. If is does, con- <
tact the target device’s | tact the originator %
manufacturer.) device’s manufacturer.) =
01 0103 Error code returned from target: This error does not Confirm that the target | Confirm that the origi-
Attempted to open a connection with | occur. supports Class 1. nator supports Class 1.
an unsupported transport class.
01 0106 Duplicate consumers: If the tag data link is | Depends on the tar- If the tag data link is
Attempted to open multiple connec- | stopped or started, get’s specifications. stopped or started, this N
tions for single-consumer data. this error may occur | (Contact the target error may occur 3
according to the tim- | device’s manufacturer.) | according to the tim- N
ing, but the system ing, but the system will e}
will recover automat- recover automatically. §
ically. 3
01 0107 Error code returned from target: This error does not This error does not This is not an error g'
Attempted to close a connection, but | occur. occur. because the connec- (92}
that connection was already closed. tion is already closed. QE{
01 0108 Error code returned from target: This error does not Check which connec- Check which connec- g
Attempted to open a connection with | occur. tion types can be used | tion types can be used %
an unsupported connection type. by the target. (Contact | by the originator. (An 3
the manufacturer.) Only | error will occur if a con- 2
multicast and point-to- | nection other than a =
point connections can multicast or point-to- e
be set. point connection is set.) Z
[2]
01 0109 Error code returned from target: Check the connection sizes set in the originator and target. 3
The connection size settings are dif- %.
ferent in the originator and target. Q
01 0110 Error code returned from target: Check whether the Depends on the tar- Check whether the tag
The target was unable to open the tag data link is get’s specifications. data link is stopped at
connection, because of its operating | stopped at the tar- (Contact the target the target. (Restart the
status, such as downloading set- get. (Restart the tag | device’s manufacturer.) | tag data link communi-
tings. data link communi- cations with the soft-
cations with the soft- ware switch.)
ware switch.)

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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16 Troubleshooting

Connection status Handling

General | Additional Source of error

Status Status Configuration 1 Configuration 2 Configuration 3
(hex) (hex)

01 0111 Error code returned from target: This error does not Check the target’s RPI | Set the originator’s RPI
The RPI was set to a value that occur. setting specifications. setting to 10 seconds
exceeds the specifications. or less.

01 0113 Error code generated by originator Check the connec- Check the connection Check the connection
or returned from target: tion settings (number | settings (number of settings (number of
Attempted to open more connec- of connections) at connections) at the connections) at the
tions than allowed by the specifica- | the originator and originator and target. originator and target.
tions (32). target. Check the connection Check the connection

specifications for specifications for
devices from other devices from other
manufacturers. manufacturers.

01 0114 Error code returned from target: This error does not Depends on the tar- Check the originator’s
The Vendor ID and Product Code occur. get’s specifications. connection settings.
did not match when opening con- (Contact the target
nection. device’s manufac-

turer.) Check that the
target device’s EDS file
is correct.

01 0115 Error code returned from target: This error does not Depends on the tar- Check the originator’s
The Product Type did not match occeur. get’s specifications. connection settings.
when opening connection. (Contact the target

device’s manufac-
turer.) Check that the
target device’s EDS file
is correct.

01 0116 Error code returned from target: Check the major and | Depends on the tar- Check the originator’s
The Major/Minor Revisions did not minor revisions set get’s specifications. connection settings.
match when opening connection. for the target device | (Contact the target

and connection. If device’s manufac-
necessary, obtain turer.) Check that the
the most recent EDS | target device’s EDS file
file and set it again. | is correct.

01 0117 Error code returned from target: Check whether the Depends on the tar- Check the originator’s
The tag set specified in the connec- | originator and target | get’s specifications. connection settings.
tion’s target variables does not exist. | tag sets and tags are | (Contact the target Check whether the tar-

set correctly. device’s manufacturer.) | get tag sets and tags
are set correctly.

01 01MA Error code generated by originator: | Unexpected network | Unexpected network Depends on the tar-
Connection could not be established | traffic may have traffic may have been get’s specifications.
because the buffer was full due to been received. Use | received. Use the Net- | (Contact the target
high traffic. the Network Configu- | work Configurator device’s manufacturer.)

rator Device Monitor | Device Monitor or the
or the Ethernet Tab Ethernet Tab Page to
Page to check the check the bandwidth
bandwidth usage, usage, and correct the
and correct the load. | load. If there are places
If there are places where broadcast
where broadcast storms occur, such as
storms occur, such loop connections in the
as loop connections | network connection for-
in the network con- mat, then correct them.
nection format, then

correct them.

01 011B Error code returned from target: This error does not Depends on the tar- Set the originator’s RPI
The RPI was set to a value that is occur. get’s specifications. setting to 1 ms or
below the specifications. (Contact the target greater.

device’s manufacturer.)
01 0203 Error code generated by originator: | Tag data link communications from the target timed out. Check the power
The connection timed out. supply and cable wiring of the devices in the communications path,
including the target and switches. If performance has dropped due to
heavy traffic, change the performance settings. For example, increase
the timeout time or RPI setting.
16-12 NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)



16 Troubleshooting

Connection status

Source of error

Handling

Configuration 1

Configuration 2

Configuration 3

Error code generated by originator:
The connection open process timed
out.

There was no response from the target. Check the power supply and
cable wiring of the devices in the communications path, including the tar-

get and switches.

Error code returned from target:
There was a parameter error in the
frame used to open the connection.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code generated by originator
or returned from target:

Total number of tag sets that are set
to the product was exceeded.

Check the total num-
ber of the tag sets
that are set to the
product and set the
tag sets so that the
total number does
not exceed the maxi-
mum of the allow-
able number.

Check the total num-
ber of the tag sets that
are set to the product
and set the tag sets so
that the total number
does not exceed the
maximum of the allow-
able number.

Check the total num-
ber of the tag sets that
are set to the product
and set the tag sets so
that the total number
does not exceed the
maximum of the allow-
able number.

Error code generated by originator
or returned from target:

The tag data link’s allowable band-
width (pps) was exceeded.

Check the connec-
tion settings (number
of connections and
RPI) at the origina-
tor and target.

Check the target’s con-
nection settings (num-
ber of connections and
RPI). Check the con-
nection settings (num-
ber of connections and
RPI) at the originator
and target.

Check the connection
settings (number of
connections and RPI)
at the originator and
target.

Error code returned from target:
There was a parameter error in the
frame used to open the connection.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code returned from target:
There was a parameter error in the
frame used to open the connection.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code returned from target:
There was a parameter error in the
frame used to open the connection.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code returned from target:
There was a parameter error in the
frame used to close the connection.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code generated by originator:
Some other error occurred.

This error does not
occur.

The originator gener-
ates this code when an
unsupported response
code is returned from
the target in reply to an
open request.

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

General | Additional

Status Status
(hex) (hex)

01 0204

01 0205

01 0301

01 0302

01 0311

01 0312

01 0315

01 0316

01 031C

08

Error code returned from target:
There is no Forward Open or Large
Forward Open service in the target
device.

This error does not
occur.

Depends on the tar-
get’s specifications.
(Contact the target
device’s manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)
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16 Troubleshooting

Connection status

Source of error

Handling

Configuration 1

Configuration 2

Configuration 3

Error code generated by originator:
The connection operation is
stopped.

The connection was
stopped because the
Tag Data Link Stop
Bit was turned ON,
or the settings data
is being downloaded.
Either turn ON the
Tag Data Link Start
Switch, or wait until
the settings data has
been downloaded.
This code includes
fatal Controller errors
and Unit failure. To
handle these errors,
refer to the NJ/NX-
series Troubleshoot-
ing Manual (Cat. No.
W503).

The meaning of this
error code is defined by
each vendor, so it
depends on the target’s
specifications. (Con-
tact the target device’s
manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code generated by originator:
The connection is being opened
(opening processing in progress).

Wait until the open-
ing processing is
completed.

The meaning of this
error code is defined by
each vendor, so it
depends on the target’s
specifications. (Con-
tact the target device’s
manufacturer.)

Depends on the origi-
nator’s specifications.
(Contact the originator
device’s manufacturer.)

Error code returned from target:
New data could not be obtained from
the CPU Unit when opening connec-
tion. (The Unit will automatically
recover, and attempt to open the
connection again.)

This error may occur
if the CPU Unit's task
period was long
when opening the
connection or some
problem in the Con-
troller caused the
Controller to stop. If
the task period was
too long, operation
recovers automati-
cally. If the Controller
has stopped, iden-
tify the error from the
error information in
the CPU Unit.

The meaning of this
error code is defined by
each vendor, so it
depends on the target’s
specifications. (Con-
tact the target device’s
manufacturer.)

The meaning of this
error code is defined by
each vendor, so it
depends on the origina-
tor’s specifications.
(Contact the originator
device’s manufacturer.)

Error code generated by originator:
New data could not be obtained from
the CPU Unit when opening connec-
tion. (The Unit will automatically
recover, and attempt to open the
connection again.)

This error may occur
if the CPU Unit’s task
period was long
when opening the
connection. If the
task period was too
long, operation
recovers automati-
cally.

The meaning of this
error code is defined by
each vendor, so it
depends on the target’s
specifications. (Con-
tact the target device’s
manufacturer.)

The meaning of this
error code is defined by
each vendor, so it
depends on the origina-
tor’s specifications.
(Contact the originator
device’s manufacturer.)

General | Additional
Status Status
(hex) (hex)

DO 0001

DO 0002

OMRON error code

01 0810

01 0811
16-14
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A-1 Functional Comparison of

EtherNet/IP Ports on NJ/NX-series

n n '>
CPU Units and Other Series :
=]
a
=]
o
OK: Supported., ---: Not supported. §
Built-in Built-in Built-in Built-in EtherNet/IP Unit (built-in g
Ether- Ether- Ether- Ether- CJ- port on CJ2 CPU Unit) 3
ltem Net/IP Net/IP Net/IP Net/IP series . . . g
porton | porton | porton | porton | Ethernet | Unit Unit Unit -
NX701 NX102 | NX1P2 | NJ-series | Unit | Version | version  version 5
CPU Unit | CPU Unit | CPU Unit | CPU Unit 1.0 2.0 2.1 3
]
Tag data link com- OK OK OK OK - OK OK OK %
munications ser- -
vice %
CIP message com- OK OK OK OK - OK OK OK S
munications ser- z
vice 2
x
IP routing OK OK - - - @
Socket service OK OK OK OK OK &
FTP server oK OK OK OK OK OK oK 3
FTP client OK OK OK OK =
Mail send/receive --- --- - --- OK --- - - Z'
Web functions - -— - OK - - 2
(]
Automatic adjust- OK OK OK OK OK --- OK OK ;:;‘-
ment of PLC/Con- pA
troller’s internal g
clock ]
Error history oK™ oK™ oK oK™ OK OK OK OK
Response to PING OK OK OK OK OK OK OK OK A
command
SNMP/SNMP trap OK OK OK OK OK OK
CIDR function for OK OK OK OK - - OK OK
IP addresses
Online connection -—- - - -—- OK --- OK OK
via EtherNet/IP
using CX-One
Online connection OK OK OK OK --- OK OK OK
via EtherNet/IP
using Network
Configurator
Mounting in an NJ- - - - - 0OK™2
series CPU Unit
Connection set- OK OK OK OK --- --- --- OK
tings using the
Sysmac Studio
Mounting in an NX- - - - - -
series CPU Unit
*1 This is equivalent to the event log in the built-in EtherNet/IP of an NJ-series Controller.
*2  You cannot use the following functions if you connect to the CPU Unit through an EtherNet/IP Unit.
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Placing the Sysmac Studio online with the CPU Unit (However, you can place the Network Configurator
online.)

Using the Troubleshooter of an NS-series PT
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A-2 Use the Sysmac Studio to Set the Tag
Data Links (EtherNet/IP Connections)

A-2-1 Overview of the Tag Data Links (EtherNet/IP Connections)
Settings with the Sysmac Studio

You can use the Sysmac Studio to set the settings required for creating tag data links (EtherNet/IP con-
nections) ! between NJ/NX-series Controllers.

*1 The tag data links and EtherNet/IP connections enable cyclic tag data exchanges on an EtherNet/IP network
between Controllers or between Controllers and other devices. Here, "EtherNet/IP connection" refers to both
the tag data links and the EtherNet/IP connections.

¥ Version Information

Sysmac Studio version 1.10 or higher is required to use the Tag Data Link (EtherNet/IP Connec-
tion) Settings.
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Acceptable System Configuration Conditions for Setting the
EtherNet/IP Connection Settings on the Sysmac Studio

If an NJ/NX-series Controller operates as the originator device, you can use the Sysmac Studio to set
the originator device settings for the EtherNet/IP connections.

Similarly, if an NJ/NX-series Controller operates as the target device, you can use the Sysmac Studio to
set the tags and tag sets of the target device.

Settings for the originator device Settings for the target device
NX-series Controller NX-series Controller
= | |g =) | |
[T [
(Two built-in < (Two built-in
EtherNet/IP ports) -— EtherNet/IP ports)
4—
Oo—
NJ-series Controller NJ-series Controller )
Tag and tag set settings
miiliisi mi= Setting with the Sysmac
] = <::| Studio is possible.
(CPU Unit built-in (CPU Unit built-in EtherNet/IP port
EtherNet/IP port or or EtherNet/IP Unit)
EtherNet/IP Unit) CS-/CJ-series PLC Tag and tag set settings

Setting only with the Network
— o .E!ﬂ <:| Configurator is possible.

FHIFZIFQ/Z\W-series Sensor
or another similar unit Tag and tag set settings

Settings not required.

)

Tag and tag set settings Connection settings
Setting with the Sysmac | [Setting with the Sysmac
Studio is possible. Studio is possible.

Use the Network Configurator if a CS-/CJ-series PLC operates as the originator device.

Settings for the originator device Settings for the target device
BHADR il
]
CS-/CJ-series PLC NJ/NX-series Controller

\_Y_/

Setting only with
the Network Configurator is possible.
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Procedure to Make the EtherNet/IP Connection Settings with the

Sysmac Studio

Registering devices

Register devices with which the EtherNet/IP connec-

tions are established

Creating network variables(*1)

Registering tags and tag sets

Register the network
tags and tag sets.

Setting Connections

Specify devices (i.e.,

to the project.

Refer to Registering the Net-
work Variable for the Origi-
nator Device on page A-14.

Refer to Registering the Tag
and Tag Set on page A-16.

variables that are set in step 2 as

Refer to Setting Connections
for the Originator Device on
page A-19.

target devices and originator

devices) and tag sets to communicate with using the
EtherNet/IP connections.

Going online from the Sysmac
Studio

Downloading EtherNet/IP con-
nection settings

Note Connections automatically
start after the download.

7 Checking operation

Stopping and starting connections

*1

Refer to Transferring the
Connection Settings Data on
page A-31.

Refer to Transferring the
Connection Settings Dataon
page A-31.

Refer to A-2-5 Checking
Communications Status with
the Sysmac Studio and Trou-
bleshooting on page A-36.

¢ Main Window

Setup Window

Global Variable Table on the
Sysmac Studio

EtherNet/IP Connection Set-

tings (Tag Set Display)

EtherNet/IP Connection Set-
tings (Connections Display)

¢ Main Window

* Synchronization Window /
Transfer to Controller Dia-
log Box

¢ EtherNet/IP Connection
Settings

EtherNet/IP Connection
Monitor Tab Page

Variables with its Network Publish attribute set to Output or Input in the Global Variable Table are called net-

work variables.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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A-2-3  EtherNet/IP Connection Settings

This section describes the screen configuration for EtherNet/IP connection settings.

® Screen Transitions in the EtherNet/IP Connection Settings

* Connection Settings

Select EtherNet/IP Connection Settings from the Tools Menu.

4

EtherNet/IP Device List Tab Page

Double-click or right-click the
device to set and select Edit
from the menu.

Right-click the device to set
and select Monitor from the
menu.

= EtherNet/IP Connection Settings (Tag Set Display)
Y Use the tab icons to switch
between displays .
EtherNet/IP Connection Settings
(Connection Display)
= [ EtherNet/IP Connection Monitor Tab Page

» Transferring connection settings to the Controller from the computer

Select Synchronization
from the Controller Menu.

\

Select Transfer - To Controller
from the Controller Menu.

¥

Select EtherNet/IP Connection
Settings from the Tools Menu to
display the device list. Right-
click the device and select Edit
from the menu.

A

Synchronization Window

Transfer to Controller Dialog
Box

EtherNet/IP Connection
Setting Tab Page

|E| Precautions for Correct Use

To transfer only the connection settings, execute Transfer from the EtherNet/IP Connection Set-

ting Tab Page.

The connection settings are not transferred from the Synchronization Window, the Transfer to
Controller Dialog Box, and the Transfer from Controller Dialog Box, even if you clear the Do not
transfer the connection setting Check Box, as long as the data in the computer and in the Con-

troller is the same.

A-8
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® EtherNet/IP Device List Tab Page (Refer to Registering the Tag and Tag Set on
page A-16.)

The list indicates the devices to which EtherNet/IP connections can be set.

Auto Connect Project 1 - new_Controller_02 - Sysmac Studio =R =)

File Edit View Insert Project Controller Simulation Tools Help

[0 ¢ P
¥ d 1]
1 d G o

Multiview Explorer

- i . X B
: Target
new_Contraller 0 v ‘ l | E E 1021682501 NJ501-1500 Rev2
>

> P Device Information
"_[H ¥ Tag Sets
TagSets/Max 2 /32 Tags/Max 2 / 256 Registratin All
T (Output
Tag Set Name Bit Selection
Varigble Name | Size [Byte] |

Net_Inl

Return All to Default

A Filter £ A, Build
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A-10

® EtherNet/IP Connection Settings (Tag Set Display) (Refer to Registering the

*1

Tag and Tag Set on page A-16.)

Register tag sets required to create connections. Each tag set represents the data that is sent and
received through a connection. You can register up to eight tags in one tag set.

The name and size of the tag must be the same as those of the network variable™".

Set whether to include the Controller status information in tags for the tag sets. You can also set the
data output operation at a fatal error occurrence for output tags.

Variables with its Network Publish attribute set to Output or Input in the Global Variable Table are called net-

work variables.

Auto Connect Project 1 - new Controller 02 - Sysmac Studio

oo

File Edit View Insert Project Controller Simulation Tools Help

|» a5 @

Multiview Explorer Built-in EtherNet/IP...ection Se... X [l

-
new_Contraller 0. v | l ‘ E E Tag Set
>

> b e
n_r_H ¥ Tag Sets
TagSets/Max 2 /32 Tags/Max 2 / 256
Output

Tag Set Name

Registration Al

| BitSelection | Size(Byte) |  Size(Bil)

Net Inl

2l Toolbox ~a

Target Device
1921682501 NJ501-1500 Rev2

Tmport

= +
| InstanceID | Contraller Statu
Varigble Name | Size [Byte] |

Net_Inl

Output

H Filter 5] A Build

Return All to Default
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® EtherNet/IP Connection Settings (Connection Display) (Refer to Setting
Connections for the Originator Device on page A-19.)

Specify the target devices and set their connections.

For each connection, set the following information: Connection Name, Connection 1/O Type, I/O, tar-
get device tag set (target variable), originator device tag set (originator variable), Packet Interval
(RPI), and Timeout Value.

M Precautions for Correct Use

If you changed the IP address, model or revision of the target device after making the connection
settings, perform the following.

With the Sysmac Studio version 1.11 or higher, change the connection settings entirely.

With the Sysmac Studio version 1.10 or lower, create the connections again.

S| New Project - new_Contraller_0 - Sysmac Studio |E=E=R*=7)

File Edit View Insert Project Controller Si ion  Jools Help

Multiview Explorar BN, Configurations and Setup Toolbox -n

EtherNet/P Device List [N nt e e
BoN Contiolierd) ¥ | l ‘ 192.168.250.2 CIIW-EIP21(NJ) Rev2
50.3 NIS01-1500 Rev2
™:102.168.250.3 NISO1-1500 Rev2

¥ Connection
Connections/Max: 2 / 32
9 |Connection Name| Connection /0 Type | Input/Output | Target Variable
192.168.250.2 CLW-EIP21(N)) Rev 2 | default 001 [Input Only (Tag type) Input Net_outl
192.168.250.3 NJ501-1500 Rev 2 default_002 [input Only (Tag type) Input =

m T

variable Name | Size [Byte] |

Device Bandwidth

Return All to Default

o —
Output TAX
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® EtherNet/IP Connection Monitor Tab Page (Refer to A-2-5 Checking
Communications Status with the Sysmac Studio and Troubleshooting on
page A-36.)

You can check the EtherNet/IP connection setting status offline and communications status online.
When online, you can start and stop connections.

B EIPCANT_1 - Controller NXT01 - Sysmac Studio = E@=]

~ Toolbox

Status Connection Status Tag Status Output Tag Set Input Tag Set v
Cantroller NX701 ~ =
¥ General

> 100MBps Full Duplex

Speed
Y Frogiemming MAC address 00-00-0A-8C-E0-70

41644
e 572
Non-unicast packets 21
Discards 0

Errors 0

s 324
A 14
0
0

'¥ Error Counter

Clear Information Collection’s start time ~ 2149/06/07 09:00:02.839
Output ~ 7 X Controller Status

ONUNE
ERR/ALM

H Fifter
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A-2-4  Making the EtherNet/IP Connection Settings with the Sysmac
Studio

This section describes the procedure to make the EtherNet/IP connection settings with the Sysmac Stu-
dio.

Here, we take the following system configuration as an example to describe how to set the EtherNet/IP
connection settings.

Example: System that connects the built-in EtherNet/IP port on Controller 1 and the built-in EtherNet/IP
port on Controller 2 via Ethernet

» Set the settings so that values in the network variable Net Out1 allocated for Controller 2 are sent to
the network variable Net_In1 allocated for Controller 1 at the set RPI of 50 ms cycle.

» This example assumes the programs for both Controllers 1 and 2 are registered in the same project.

Sysmac Studio
Project on the Sysmac Studio

Controllers 1 and 2 are respectively named as follows and registered in the same project.

- Controller_1 (Controller 1: NJ501-1500 (Built-in EtherNet/IP Port))
- Controller_2 (Controller 2: NJ501-1500)

Ethenet
Originator device Target device
Controller 1 Controller 2 CJ1W-EIP21
(NJ501-1500: 4—— | (NJ501-1500) (NJ)
Built-in EtherNet/IP
Port)
Originator device tag set Target device tag set
Net_In1 (Tag set) <:| Net_Out1 (Tag set)
Net_In1 (Tag) Net_Out1 (Tag)
T Convert the network variable to the tag. T
Network variable Network variable
(Network Publish attribute: Input) (Network Publish attribute: Output)
Net_In1 Net_Out1
(Data type: WORD) (Data type: WORD)

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) A-13

(suonosuuog direNIayla) syur ejeq Bel ay) Jos o) olpnyg sewsAg ay) asn Z-v

>

olpms

oWSAS BU) UM SBUNIES UOHIBUUOD dIAONIBUIT Bu} BUNEIN t-2-Y




Appendices

Follow the flow below to set the settings to Controllers 1 and 2 for which to establish EtherNet/IP con-

nections.

The required settings for the originator device and the target device are shown below.

Settings for the originator device (Controller 1)

Settings for the target device (Controller 2)

Registering the network variable
(Refer to page A-14.)

Registering the network variable
(Refer to page A-27.)

v

v

Registering the tag and tag set
(Refer to page A-16.)

Registering the tag and tag set
(Refer to page A-27.)

\ 4

Setting connections (Refer to page A-19.)

\ 4

Transferring settings for the connection,
the tag, and the tag set (Refer to page A-31.)

I Registering the Network Variable for the Originator Device

Transferring settings for the tag and
the tag set (Refer to page A-31.)

Register the network variable that is sent and received using the EtherNet/IP connections.

Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for the operations for register-

ing variables.

1 Assign the network variable to the tag used for the EtherNet/IP connection for Controller 1 (orig-

inator device).

This network variable receives data from Controller 2 (target device).

Set the Network Publish attribute to Input or Output in the Global Variable Table for the variable
so that the variable serves as a network variable, i.e., the variable can be used for the Ether-

Net/IP connections.

In this example, set the network variable for Controller 1 as shown below.

Data Type | Initial Value

| Retain | Constant | Metwork Publish |

] O A 1ot

Donot publish |
Publish Cnly

. Variable name: Net_In1
¢ Data type: WORD

* Network Publish attribute: Input

A-14
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® Network Variables Used for the EtherNet/IP Connections

¢ Network variable name

You cannot specify an I1/0O memory address for a tag name in the EtherNet/IP connection settings.
Thus, do not specify an I/O memory address for the network variable name that is to be assigned
to a tag.

The following text strings are recognized as the /0O memory address names.
(1) Variable names that contain only single-byte numerals from 0000 to 6143

(2) Variable names with the following single-byte letters (uppercase or lowercase) fol-
lowed by single-byte numerals

« H (HO0O to H511)

« W (W000 to W511)

« D (D00000 to D32767)

- EO_to E18_(E0_00000 to E0_32767, to E18_00000 to E18_32767)

To specify an I/O memory address in the NJ-series CPU Unit, NX102 CPU Unit, and NX1P2 CPU
Unit for a tag, do not specify the I/O memory address for the tag directly. Instead, create a
variable, set an AT specification of the 1/O memory address on the Sysmac Studio, and then
specify the variable with the AT specification for the tag.

» Size of variables
To use an EtherNet/IP Unit as an EtherNet/IP device, set an even number of bytes for the size of
the network variable used for the EtherNet/IP connections regardless of an odd number of bytes
for the tag size.

Network variable Tag
AAA :t; AAA
(4 bytes) (3 bytes)

(suonosuuog direNIayla) syur ejeq Bel ay) Jos o) olpnyg sewsAg ay) asn Z-v

N N J
The CPU Unit memory is consumed in units of two bytes. To assign tags of odd numbers of bytes
to network variables, specify even byte numbers (i.e., sizes of the tags + 1) to the network variables.

>

« Data concurrency

To maintain concurrency in the values of network variables that are assigned to tags, you must set
refreshing tasks.

Refer to 7-1-7 Concurrency of Tag Data Link Data for details.

olpms
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I Registering the Tag and Tag Set

Register the required tag and tag set for the EtherNet/IP connections.
You can register tags and tag sets in the EtherNet/IP Connection Setting Tab Page.

m Precautions for Correct Use

Make the following settings to refresh all of the tag data in the same tag set at the same time.

¢ Use the Sysmac Studio, in advance, to specify the same refreshing task for all of the variables
that are assigned to tags in the tag set.

* If you use the NJ-series CPU Unit, do not place tag variables that have AT specifications in 1/0O
memory and tag variables that do not have AT specifications in the same tag set.

1 Select EtherNet/IP Connection Settings from the Tools Menu.
The EtherNet/IP Device List Tab Page is displayed.

2 In this example, right click Built-in EtherNet/IP Port Settings for the originator device and select
Edit from the menu to open the EtherNet/IP Connection Setting Tab Page.

4, Configurations and Setup

| Node Address | Device | Description

| [ [ 152.168.250.1 | Built-in EtherNet/IP Port Settings NI501-1500

3 Click the |fj= | (Show Tag Set Display) icon in the EtherNet/IP Connection Setting Tab Page.

4 Click the Input tab to switch to the Input Tab Page. Register the tag set and the tag.

Use one of the following methods to register the tag set and the tag.

* Independent registration : Manually registers network variables in the Controller
as tags.
» Batch registration : Registers all network variables in the Controller as tags

at the same time.

5 Register tags and tag sets independently.

(1) Right-click anywhere in the Input Tab Page of the EtherNet/IP Connection Setting Tab
Page and select Create New Tag Set from the menu.

(2) Enter tag set name Net_In1 directly into the list in the Input Tab Page.

(3) Right-click anywhere in the Input Tab Page and select Create New Tag from the
menu.

(4) Enter tag name Net_In1.

¥ Tag Sets
Tag Sets/Max: 1 [ 32
Tags/Max: 1 [ 256

R output

Tag Set Name
Tag set name

Net.In1 E Tag name
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M Precautions for Correct Use

Any name can be specified for the tag set if the name matches one of the registered network
variable names in the Controller.

As you enter characters (or immediately after you press the Ctrl + Space Keys), the Sysmac Stu-
dio Entry Assistance provides a list of variable names registered in the Controller. Select the
variable name from the list.

@ Additional Information

You can register up to 8 tags in a tag set.
Set as shown below to register multiple tags.

Example:
Tag set name
V¥ | Network_Input_Value .... (Tag set name)
Net_In1 .... (Tag name)
Net_In2 .... (Tag name)

6 Register all tags and tag sets at the same time.

(1) Right-click anywhere on the Input Tab Page of the EtherNet/IP Connection Settings
Tab Page and select Register All Tag Sets or click the Registration All Button to dis-
play the Tag Set Registration Setting Dialog Box.

This dialog box lists the variables that are registered in the Global Variable Table and also
have the Network Publish attribute set to Input or Output.

Tag Set Registration Setting
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(2) Select the variable to register as a tag, and then click the Register Button.
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A-18

(3) The automatically registered tag is added to the list in the EtherNet/IP Connection
Setting Tab Page.

With automatic registration, the tag is registered under a tag set having the same name as
the tag, i.e., a single tag is registered in a single tag set.

| Tag Set Name | Bit Sele

¥ | NetInl [] — Tag set name

Net.Inl E — Tag name

7 Set the following settings for the registered tag and tag set.

¥ Tag Sets
Tag Sets/Max: 1 [ 32
Tags/Max: 1 [ 256

IS ouiput

. Set ame | .A licm | “ Byte - [Bt) | Instance

MNet_Inl

¢ Setting for Tag Sets

Name Item
Tag Set Name Enter the tag set name.
You can change the names as required.
Size (Byte) Gives the total size of the tag in bytes.
Instance ID Gives the instance ID.
¢ Auto

e IN_{min}...IN_{max}

{min} represents the minimum number of Produced Assembly identifica-
tion numbers recorded in the EDS files for the relevant devices.

{max} represents the maximum number of Produced Assembly identifica-
tion numbers recorded in the EDS files for the relevant devices.

Controller Status Specify whether to include the Controller status in the tag set.

» Setting for Tags

Name Item

Tag Name Enter the tag name.

Specify the tag name that matches one of the registered network variable
names in the Controller.

Bit Selection Specify whether to set the tag data size in bits.
Selected: Set the size in bits.
Not selected: Set the size in bytes.

Size (Byte) Gives the size of the tag in bytes.

Size (Bit) Gives the size of the tag in bits.

Output at Fatal Error Specify whether to clear the output data or continue to send it when a
maijor fault level Controller error occurs in the Controller.
¢ Retained
* Cleared
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I Setting Connections for the Originator Device

After the tag set registration, set the connection settings for transferring data using the EtherNet/IP con-
nections.

Make the connection settings in the originator device (i.e., Controller 1 in this example) only.

Register the tag and tag set for Controller 2 (Target device) before setting the connection settings as
described in this example.

Refer to Registering the Tag and Tag Set for the Target Device on page A-27 for the operations for reg-
istering tags and tag sets.

M Precautions for Correct Use

If you change the IP address, model, or revision of the target device after making the connection
settings, you must also change the target device settings that are included in the connection set-
tings. For information on how to change the target device settings in the connection settings,
refer to Changing the Target Device Settings after Making Connection Settings.

Select EtherNet/IP Connection Settings from the Tools Menu to display the EtherNet/IP
Device List Tab Page.

2 Right click Built-in EtherNet/IP Port Settings for Controller 1 (originator device in this example)
and select Edit from the menu.

The EtherNet/IP Connection Setting Tab Page is displayed.

<, Configurations and Setup

EtherMet/IP Device List x

| Mode Address | Device | Description

| [ | 152.168.250.1 | Built-in EtherNet/IP Port Settings NI501-1500
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Monitor

3 Click the (Show Connection Display) icon in the EtherNet/IP Connection Setting Tab Page.
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4 Select CJ1W-EIP21(NJ) from Target Device in the Toolbox on the right of the tab page.

This operation displays the target device tag set Net_Out1 that is set for Controller 2 in the
Variable Name column.
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5 Drag the target device tag set Net_Out1 in the Variable Name column of the Toolbox to the con-
nection list.

As you enter characters (or immediately after you press the Ctrl + Space Keys), a list of target
device variables that can be set for the connection is provided. Select the value from the list.

New Project - new_Controller_0 - Sysmac Studio [E=8EcE 5|
Eile Edit View Insert Project Controller Simulation Tools Help

Multiview Explorer

» Configurations and Setup

¥ il POl ¥ Connection

Connections/Max: 1 / 32
Target Device |Connection Namel Connection /O Type | Input/Output | Target Variable

1521652502 /0 67210 e 2 | de s o Oy T e g

Variable Newe Size [Byte] | I

[ Metous 2 | |

Retumn All to Default

I EEEEEEREEEE__EmBRSSSSN———T ST TN —————————————a——————
‘Output > Ix

A Filter

6 Specify Originator Variable and its Size [Byte] for the tag set Net Out1 added in step 5.
Here, specify Net_In1 for Originator Variable and 2 for its Size [Byte].

Change the other settings as required.

You can set the following items in the connection settings.

Name Setting Methods
Target Device Select the target device.
Connection Name Any name can be given to the connection (32 single-byte characters
max.).
Connection 1/0 Type Input Only (Tag type) is selected if EtherNet/IP connections are used

with a CS1W-EIP21, CJ1W-EIP21, CJ2B-EIP21, CJ2M-EIP21, CJ1W-
EIP21(CJ2), CJI1W-EIP21(NJ), NX701-0000, NX102-0000,
NX1P2-000000, NJ501-0000, NJ301-0000, or NJ101.

When you create EtherNet/IP connections for other target devices,
select the connection I/O type specified in that device's EDS file.

Use the Input Only (ID type) setting when another company's node is

the originator and does not support connection settings with a Tag type
setting.

Input/Output The connection's input/output is automatically displayed based on the
selected connection.

Input Only: Just Input is displayed.

Target Variable Select the target node's tag set to assign it.

* Input is specified for Input/Output: Select the target's output (pro-
duce) tag set.

* Output is specified for Input/Output: Select the target's input (con-
sume) tag set.
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Name Setting Methods
Size [Byte] The data sizes of the target variables are displayed.
Originator Variable Select the originator node's tag set to assign it.

¢ Input is specified for Input/Output: Select the originator's input (con-
sume) tag set.

¢ Output is specified for Input/Output: Select the originator's output
(produce) tag set.

Size [Byte] Enter the data sizes of the originator variables.

Connection Type Select whether the data is sent in multi-cast or unicast (point-to-point)
form. The default setting is multi-cast.

¢ Multi-cast connection: Select when the same data is shared by multi-
ple nodes. This setting is usually used.

¢ Point-to-point connection: Select when the same data is not shared
by multiple nodes.

In a unicast transmission, other nodes are not burdened with an unnec-

essary load.

Note Refer to 7-1-4 Overview of Operation for details on using multi-
cast and unicast connections, and counting the number of con-
nections.

RPI [ms] Set the data update cycle (i.e., the packet interval) of each connection
between the originator and target.

The default setting is 50 ms (i.e., data is updated once every 50 ms).

Timeout Value Set the time until a connection timeout is detected.

The timeout value is set as a multiple of the packet interval (RPI) and
can be set to 4, 8, 16, 32, 64, 128, 256, or 512 times the packet inter-
val.

The default setting is RPI x 4.
The timeout value must be at least 10 ms.

7 The Toolbox displays the target devices if the devices are registered in the same Sysmac Studio
project as where the originator devices are registered.
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You can use one of the following methods to add unregistered devices in the same Sysmac Stu-
dio project as where the originator devices are registered to the Target Device List.

>

* Importing devices that are registered in another project

You can import NJ/NX-series Controllers registered in another project data and add them to
the Device List.
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* Registering devices using user-specified settings
You can manually add target devices to the device list.

% Additional Information

You can add target devices to the Device List by installing EDS files that include connection
information for the devices in the Sysmac Studio and register the devices to the project.

Refer to Adding EDS Files on page A-24 for details.
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8 Import devices that are registered in another project.

(1) Click the E (Import a device from another project) Button in the Toolbox on the
right of the EtherNet/IP Connection Setting Tab Page.

Variable Name | Size [Byte]

(2) The Import from Another Project Dialog Box is displayed. Click the Project Button,
select a project to import and click the Open Button.

7 Select Devices to Import g Project
Project )

&~ File..

pro_B
P MNew Project

Author

Created 2014/05
Last modified 2014/05/21
Comment

Open

(3) The list of EtherNet/IP devices registered in the selected project will be displayed.
Select the target devices to import, and click the Import Button.

Note Only the project for which the EtherNet/IP connection settings are set will be displayed.

The imported EtherNet/IP devices are added to the Target Device List in the Toolbox.

) import.
ontroller Nam | Device Name
& Controller_3 192.168.250.3 NJ

cted/Max: 1 / 255
Import
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9 Register devices as required.
(1) Click the + Button under the Target Device List in the Toolbox.
The Add Target Device Pane is displayed.
(2) Enter relevant items for the target devices to add.

Appendices

Toolbox =
192 . 168.250.3
de a 0 00
Menu Description
Node address Enter the target device IP address.
Model name Select the target device model.
Revision Select the revision of the target device.

(3) Here, set the following items for Controller 3 and click the Add Button.

The target device is added to the Target Device List in the Toolbox.
Node address: 192.168.250.3

Model name: NJ501-1500

Revision: 2

(4) You can click the Import Tag Set Button to import the tag sets that are set in the Net-

work Configurator to the target devices.

Select Export to File from the To/From File Button in the Tag Sets Tab Page of the Edit

Device Parameters Dialog Box to generate CSV files to import.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506)
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® Adding EDS Files
Note The Modular EDS device is supported by the Sysmac Studio version 1.11 or higher.

1 Right-click anywhere in the Target Device List in the Toolbox of the EtherNet/IP Connection Set-
ting Tab Page and select Display EDS Library from the menu.

Target Device

192.168.250.2 CIIW-EIP21(M]) Rev2

Edit
Delete
Display EDS Library

2 The EDS Library Dialog Box is displayed. Click the Install Button.
EDS Library =Ry

[-] Vendor
= OMRON Corporation
= Communications Adapter

CHIW-HP21(C)2)
CHIW-EP21(N))
ClIW-HP21
CJ2B-HP21
CI2ZM-EIP21
CS1W-EP21
NJ301-1100
NJ301-1200
NJ501-1300
NJ501-1400
NJ501-1500
NJ501-4300
NJ501-4400
NJ501-4500
SYSMAC Gateway
B Generic Device

LR

IW-Series

3 Select the EDS file to add, and then click the Open Button.
The EDS file is added.

4 The EtherNet/IP device with the EDS file installed is added to the EDS Library.

Devices listed in the EDS Library are used as a candidate device list when adding devices to the
Target Device List in the Toolbox of the EtherNet/IP Connection Setting Tab Page.
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® Changing the Target Device Settings after Making Connection Settings

If you change the IP address, model, or revision of the target device after making the connection
settings, you must also change the target device settings that are included in the connection set-
tings. You can change the target device settings entirely.

M Precautions for Correct Use

When you use the Sysmac Studio version 1.10 or lower, create the connections again if you
changed the target device after configuring the connection settings.

Changing the IP Addresses for All Target Devices

1 Right-click one of the connection lines and select Change Node Address from the menu.
E 1P D Built-in EtherNet/IP. ection Se... X [N

¥ Connection
Connections/Max 1 / 32
Target Device Connection NaConnection /O
192.168.250.1 NI50 o

Change Node Address

Change Target Device

2 The Node Address Change Dialog Box is displayed. Enter a new IP address in New IP address.
MNode Address Change E'@

Current [P address New IP address

192.163.250. _1 192.168.250._2

B Apply the change to other connections.

oK Cancel

3 To apply the same change to other connections, select the Apply the change to other connec-
tions Check Box.
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Click the OK Button.
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Changing All Target Device Information including Model Names and
Revisions

1 Right-click one of the connection lines and select Change Node Address from the menu.

2 The Target Device Change Dialog Box is displayed. Select a target device from New device.
Target Device Change

(= [=][=]
Current device New device
192.168.250.1 NJ501-1500 Rev 2 192.168.255.11 CJ2B-EIP21 Rev 2

l Apply the change to other connections.

0K

M Precautions for Correct Use

¢ Changeable target devices are limited to ones that have "OMRON" in the Vendor ID and is an
EDS device of the Communications Adapter in the Device Type.

* To display a device in the list of selectable new target devices, the device must be registered
as the target device in the Toolbox.

3 To apply the same change to other connections, select the Apply the change to other connec-
tions Check Box.

4  Ciick the OK Button.
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I Registering the Network Variable for the Target Device

1 Assign the network variable to the tag used for the EtherNet/IP connection for Controller 2 (tar-
get device).

This network variable stores data to send to Controller 1 (originator device).

Set the Network Publish attribute to Input or Output in the Global Variable Table for the variable
so that the variable serves as a network variable, i.e., the variable can be used for the Ether-
Net/IP connections.

In this example, set the network variable for Controller 1 as shown below.

B Programming

i t‘;i 'I;ype | Initial Value | AT | Retéin | Constant | i Network F'ub]i.sf\ |  Comment |
EIIEI outut v
Do not publish |
Publish Only

Input

¢ Name: Net_Out1
* Data type: WORD
* Network Publish attribute: Output

I Registering the Tag and Tag Set for the Target Device

Set the tag and tag set for the target device.

1 Select EtherNet/IP Connection Settings from the Tools Menu.
The EtherNet/IP Device List Tab Page is displayed.
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2 Right-click CJ1W-EIP21, the EtherNet/IP Unit connected to the Controller 2 (originator device in
this example), and select Edit from the menu.

The EtherNet/IP Connection Setting Tab Page is displayed.

A, Configurations and Setup

opnig
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| MNode Address | Device | Description
i 192.168.250.1 Built-in EtherNet/IP Port Settings N1501-1500

3 Click the E (Show Tag Set Display) icon in the EtherNet/IP Connection Setting Tab Page.

4 Click the Output tab to switch to the Output Tab Page. Register the following tag and tag set.

The tag and tag set can be registered in the same way as for the target device. (Refer to Regis-
tering the Tag and Tag Set on page A-16.)
¥ Tag Sets

Tag Sets/Max: 1 / 256
Tags/Max: 1 [ 256

Tag Set Name | Bit Selection | Size I:'Bylaj | Size (H
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I Checking the Device Bandwidth Usage

The bandwidth usage for the device can be displayed from the EtherNet/IP Connection Setting Tab
Page.

This value is for when multicast filtering is used.

m Precautions for Correct Use

In the Device Bandwidth Dialog Box, you can only check the bandwidth being used for the Ether-
Net/IP connections from one originator device to its target devices.

The actual bandwidth used for the EtherNet/IP network must be calculated by taking into
account of all bandwidths used on the EtherNet/IP network (i.e., bandwidths used for connec-
tions for the other devices in the EtherNet/IP network than the one given on the dialog box must
be included into the calculation).

® Procedure

Click the Device Bandwidth Button in the EtherNet/IP Connection Setting Tab Page for the target
device.

Device Bandwidth

Total
192.168.250.2 CI1W-EIP21{NJ) Rev2

Set Packet Interval (RPI) for All Connections

ms(1.0 - 10000.0ms)

Menu Description

PPS Gives the bandwidth used for each target device and total bandwidth used
for all target devices.

Set Packet Interval (RPI) for All | Changes all Packet Interval (RPI) values for all target devices.
Connections

@ Additional Information

You can specify a value in Set Packet Interval (RPI) for All Connections and click the Update
Button to change packet interval (RPI) values set in the connection settings for all target devices
to the specified value.
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® Calculation Example for Bandwidth Used (PPS) for Each Device by the
EtherNet/IP Connections

Establishing following three EtherNet/IP connections between Controllers (1) to (3) in the Ether-
Net/IP network

Connection type Relevant devices in the EtherNet/IP connections OO LT L
usage (PPS)
Connection (1) NJ-series Controller 2 (target device) 50 pps z
to NJ-series Controller 1 (originator device) c
[
Connection (2) NJ-series Controller 1 (target device) 10 pps e
to NJ-series Controller 2 (originator device) >
»
Connection (3) NJ-series Controller 3 (target device) 210 pps ‘5.
to NJ-series Controller 1 (originator device) §
(2]
2
EtherNet/IP network s
O | | | 0 5
° » < o 8§
i Connection (3) L L Connection (1) L I s_“:
o] | ~—> ] F3
- - Connection (2) - e
NJ-series Controller 3 NJ-series Controller 1 NJ-series Controller 2 )
(192.168.250.3) (192.168.250.1) (192.168.250.2) ‘g
]
)
. L . C
Bandwidth used (PPS) for each EtherNet/IP device is as given below. 3
7]
m
S| Device Bandwidth 2
I P
Total 260 2_
192.168.250.2 CIIW-EIP21{N]) Rev2 50 Connection (1) %
192.168.250.3 NJ501-1500 Rev2 210 COnneCtiOn (3) o
S
=]
[
a
=
=]
L

Set Packet Interval (RPI) for All Connections

ms(1.0 - 10000.0ms)

olpms
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EtherNet/IP connection settings for Controller 1
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A-30

Device Bandwidth

Total
192.168.250.1 NJ501-1500 Rev2 Connection (2)

Set Packet Interval (RPI) for All Connections

ms(1.0 - 10000.0ms) Update

EtherNet/IP connection settings for Controller 2

In this example, the PPS for Connection (1) is 50 pps, the PPS for Connection (2) is 10 pps, and the
PPS for Connection (3) is 210 pps. Therefore, bandwidth used (PPS) for each EtherNet/IP device is
as given below.

192.168.250.1: 270 pps = 50 pps (for Connection (1)) + 10 pps (for Connection (2)) + 210 pps (for
Connection (3))

192.168.250.2: 60 pps = 50 pps (for Connection (1)) + 10 pps (for Connection (2))
192.168.250.3: 210 pps = 210 pps (for Connection (3))

Adjusting Method

If the calculation result value exceeds the values in the specifications of the devices used in the Eth-
erNet/IP connections, re-evaluate the overall network configuration and correct it by taking steps
such as selecting a different Ethernet switch or splitting the network.

If the RPI is made longer, the PPS for the EtherNet/IP connections will decrease.

You can change the RPI value in the connection settings for all target devices by specifying a value
in Set Packet Interval (RPI) for All Connections in this dialog box.

Refer to 15-2-2 Tag Data Link Bandwidth Usage and RPI on page 15-9 for the relationship between
the PPS for the device and the RPI.
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I Transferring the Connection Settings Data

El Precautions for Correct Use

If the node addresses (IP addresses) are not set correctly, you may connect to the wrong Con-
troller and set incorrect device parameters. Download data only after you confirm that you are
connected to the correct Controller.

If incorrect connection settings are set, it may cause equipment to operate unpredictably. Even
when the correct connection settings are set, make sure that there will be no effect on equip-
ment before you transfer the data.

A connection error will result if the network variables that are used in the tag settings are not
set in the Controller. Before downloading the connection settings, check to confirm that the
network variables used in the tag settings are set in the Controller.

If a communications error occurs, the output status depends on the specifications of the
device being used. When a communications error occurs for a device that is used along with
output devices, check the operating specifications and implement safety countermeasures.

The built-in EtherNet/IP port and the port on the EtherNet/IP Unit are automatically restarted
after the parameters are downloaded. This restart is required to enable the tag set and con-
nection information. Before you download the parameters, check to confirm that problems will
not occur with the equipment when the port is restarted.

Do not disconnect the Ethernet cable or reset or turn OFF the power to the EtherNet/IP Unit
during the parameter download.

The EtherNet/IP connections between relevant nodes is stopped during a download. Before
you download data in RUN mode, make sure that it will not affect the controlled system.

Also implement interlocks on data processing in ladder programming that uses EtherNet/IP
connections when the connections are stopped or a connection error occurs.

In the EtherNet/IP network, if the device bandwidth usage (PPS) exceeds the unit's allowable
bandwidth (PPS), the EtherNet/IP connection operations may not agree with the settings.

If you increase the RPI value in such a case, there are cases when the problem can be
resolved (i.e., the operations agree the settings).
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® Synchronizing/Transferring a Whole Project

You can synchronize and transfer the EtherNet/IP connection settings along with the program data.
You can also transfer all the EtherNet/IP connection settings along with the program data.
¢ Synchronizing and transferring the data

1 Establish an online connection between the computer and the Controller and then select
Synchronization from the Controller Menu. (Or, click the Button on the Toolbar.)

Offline Ctrl+Shift+W
Transfer... »
Mode »

¥ @ POUs

¥ [ Programs

rogram( Stop Manitoring
L st Set/Reset X
The Synchronization Window is displayed, and comparison of the user program and parameter

settings between the Sysmac Studio and the Controller is started.

2 The following Uploading and Downloading Data Window is displayed after the automatic com-
parison.

IS5 syrehron [ o =)

r: Update Date | Controller: Data Name Compare

v

[<{al

IO

Event Se

Transfer To Controller Transfer From Controller

3 Clear the Do not transfer the EtherNet/IP connection settings (i.e., tag data link settings) Check
Box and then click the Transfer To Controller Button.

Then the EtherNet/IP connection settings are transferred along with the not-synchronized data.
If no EtherNet/IP connection settings are set in the Sysmac Studio, no data will be sent.
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* Transferring all data

1 Establish an online connection between the computer and the Controller and then select
Transfer - To Controller from the Controller Menu. (Or, click the Button on the Toolbar.)

2 The Transfer to Controller Dialog Box is displayed.

Clear the selection of the Do not transfer the EtherNet/IP connection settings (i.e., tag data link
settings) Check Box then click the Execute Button.

M Precautions for Correct Use

To transfer only the connection settings, execute Transfer from the EtherNet/IP Connection Set-
ting Tab Page.

The connection settings are not transferred from the Synchronization Window, the Transfer to
Controller Dialog Box, and the Transfer from Controller Dialog Box, even if you clear the Do not
transfer the connection setting Check Box, as long as the data in the computer and in the Con-
troller is the same.

Transfer to Controller &

The following data will be transferred.

- Configurations and Setup
EtherCAT, CPU/Expansion Racks, /O Map, Controller Setup
Motion Control Setup, Cam Data Settings, Event Settings
Task Settings

- Programming
POUs, Data, Library

Options
Bl Clear the present values of variables with Retain attribute.
W Do not transfer the program source. All data will be re-transferred when this option is changed.
K Do not transfer the following. (All items are not transferred.)
- Cl-series Special Unit parameters and EtherCAT slave backup parameters.
- Slave Terminal Unit operation settings and NX Unit application data.
E Do not transfer the EtherNet/IP connection settings (i.e, tag data link settings).

Execute  Close
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® Transferring Only the EtherNet/IP Connection Settings

You can transfer tag sets and connections to the EtherNet/IP devices.

1 Establish an online connection with the Controller.

2 Click the Transfer to Controller or Transfer from Controller Button in the EtherNet/IP Con-
nection Setting Tab Page.

olpms
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The tag settings and connection settings set at that time are transferred to the Controller con-
nected online.

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) A-33



Appendices

3 If the Controller connected online is in RUN mode, the dialog box to confirm whether to switch to
PROGRAM mode before transferring the settings is displayed.

File  Edit View Insert Project Controller Simulation Tools Help

j ‘Tooibox ~ 7 'Controller Statts
_ | TargetD

I onume @
ERR/ALM

v 1 Uni
0 Wnit0]:Q)
#10Map
¥ 7 Controller Setup
callaall,

| Variable Name | Size [Byte] |

7 Data Trace

» 1 POU:
1]

Return All fo Default

Gultput
Eror  Failed to connect to the EtherNet/IP device.

H Filter ] Build Tmport Tag Set

® Comparison

The differences in the tag set and connection settings between the project and the EtherNet/IP
devices can be displayed.

1 Click the Compare Button in the EtherNet/IP Connection Setting Tab Page.
[E| compare Results E=E=E

¥ Tag Set

| Description | Computer | Controller
! Registration status of Inn is different. Mot registered  Registered
! Registration status of Outt is different. Not registered = Registered
! Registration status of Inn is different. Not registered  Registered
! Registration status of Outt is different. Not registered = Registered

¥ Connection Matched

| Description |  Computer | Controller |
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I Starting and Stopping EtherNet/IP Connections

® Automatically Starting EtherNet/IP Connections

The EtherNet/IP device is automatically restarted and EtherNet/IP connections are automatically
started immediately after the connection settings are downloaded from the Sysmac Studio.

|E| Precautions for Correct Use

Connections are adversely cut off if any of the following errors occurs in the CPU Unit that is the
originator while EtherNet/IP connections are active.

e Maijor fault level Controller error
e Partial fault level Controller error

@ Starting and Stopping the EtherNet/IP Connections for the Entire Network

You can start and stop EtherNet/IP connections from the user program or from the Sysmac Studio.

|E| Precautions for Correct Use

Use the same method (i.e., either the user program or the tool software) to both start and stop
EtherNet/IP connections.

For example, if you use the _EIP_TDLinkStopCmd (Tag Data Link Communications Stop Switch)
system-defined variable to stop EtherNet/IP connections, you cannot start them from the Sys-
mac Studio and the Network Configurator.
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A-2-5

A-36

Checking Communications Status with the Sysmac Studio and
Troubleshooting

You can monitor the communications status of the EtherNet/IP connections after their settings are set.
You can also check errors.

M Precautions for Correct Use

Make sure that the connection settings in both the Sysmac Studio and the Controller are consis-
tent before using the monitor functions. You can use the Comparison on page A-34 to see if they
are the same.

I Checking Communications Status with the Sysmac Studio

You can check the communications status on the EtherNet/IP connections in the EtherNet/IP Connec-
tion Monitor Tab Page.

1
2

Select EtherNet/IP Connection Settings from the Tools Menu to display the EtherNet/IP
Device List Tab Page.

Right-click the Controller you want to check the communications status and select Monitor from
the menu.

The pane to monitor the EtherNet/IP connection is displayed. This pane has six tabs for each
communications status.

A, Configurations and Setup

| Node Address | Device Description

| {§ |192.168.250.1 | Built-in EtherNet/IP Port Settings NI501-1500

0 [Unit 1] : CJAW-EIP21 (101}

Select one of the six tabs for which you want to confirm the communications status.

e Status Tab Page
This tab page gives the TRUE/FALSE status of the system-defined variables that monitors the
tag data link errors and communication status. If any of the variables are TRUE, the checkbox

in front of the variable will be selected. Refer to 16-2-1 The Network Configurator’s Device
Monitor Function for details on each status item.

m Connection Status Tag Status Output Tag Set Input Tag Set Ethernet Information

¥ Ethernet Status

B Com. Controller Error M IP Address Duplication Error
B Multiple Switches ON Ermror E Online

¥ Data Link Status

B Verification Error Ei All Tag Data Link Communications Status
B Tag Data Link Error El Tag Data Link Communications Status
B Invalid Communications Parameter

¥ Configuration Error Status

£ Ethernet Link Status B Ethemnet Advanced Setting Logic Error
B Basic Fthernet Setting Logic Error B BOOTP Server Error
B IP Router Table Error

¥ Target Node Status
002
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* Connection Status Tab Page
Current status of each connection is given.

Status Tag Status Output Tag Set Input Tag Set Ethemnet Information

Connection Name | Type 1 Status
192.168.250.2 default_ 001 InputOnly 00:0000

Start Connection ~ Stop Connection

Name Description

Connection Name Gives the current status of each connection with the following text colors.
Blue: Normal

Red: There is at least one connection that has not been established.
Gray: There are no connections or the connection operation is stopped.

Type Gives the connection type.

Status Gives the current status on each connection with codes.
* Normal operation: 00:0000

* Abnormal operation: Gives an error code.
This information can be used to identify the cause of EtherNet/IP con-
nection errors. Refer to 16-2-2 Connection Status Codes and Trouble-
shooting on page 16-10 for details on the connection status.

* Tag Status Tab Page

This tab page gives if the tag settings for each tag for EtherNet/IP connections are set so that
data can be exchanged with target devices.

Status Connection Status Output Tag Set Input Tag Set Ethemet Information
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Tag Name | Input/Qutput |
Net_Inl Input Normally resolved
Net Outl Qutput Normally resolved
Name Description
Tag Name The current status of each tag is indicated by its color.

Red: Tag name resolution error
Blue: Tag name resolution normal

Gray: Not yet transferred (no information in device).

Input/Output Gives the type of the tag.

Status The following status is displayed depending on the status that is set.

* Normally resolved: Normal data exchange is possible.

« Different sizes: Different sizes are set for the network variables and the
tag settings.
A connection will not be established for a tag for which this error
occurs.

* No tag: A network variable is not set in the variable table in the CPU

Unit for the specified tag setting.
A connection will not be established for a tag for which this error
occurs.

* Attribute error: The following two factors cause this error.

1. Writing is not possible for Constant attributes.

2. The /O direction that is set in the tag data link settings does not
agree with the 1/O direction of the variable in the CPU Unit. There is
an error in the setting of a Network Publish attribute for a CPU Unit
variable.
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A connection will not be established for a tag for which this error
occurs.
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A-38

¢ Output Tag Set and Input Tag Set Tab Pages

You can monitor the status of each input/output tag set that is used for the EtherNet/IP con-

nections.

Note The tag set status monitor is not available for a built-in EtherNet/IP port on NJ-series Controller

version 1.08 or earlier.

Click ¥ of each tag to display its detailed information.

Status Connection Status Tag Status Output Tag Set

¥ TagSetin001
Tag set size
Connected time
Unconnected time
Destination IP address.
¥ Target list
¥ Target name
Remote IP address

O->T RPI (packet interval)
T-»0 Heartbeat transmission cycle [ms]

O->T Timeout
T-»0 Timeout

Tag Set Name

Ethernet Information

Monitor Value
Normal operation
kY
1790973 ms
0ms

192.168.250.2

192.168.250.2
100.0 ms
50,0 ms
400.0 ms
200.0 ms

O->T API (actual packet interval)

T-»0 Actual heartbeat transmission cycle [ms]

O->T Connecticn ID
T->0 Connecticn ID

100.0 ms
50.0 ms
Ox5E860081
Ox5E8600A1

Name

Description

Tag Set Name

Gives the connection status.
If there is a connection error, "Not connected or error" is given.

Tag set size

Gives the size of the tag set in bytes.

Connected time

Gives the total connection duration in milliseconds.

Unconnected time

Gives the total disconnection duration in milliseconds.

Number of connections (in
the Output Tag Set Tab
Page)

Gives the number of connections.

Number of connected orig-
inators (in the Output Tag
Set Tab Page)

Gives the number of the connected originator devices.

Originator list (in the Out-
put Tag Set Tab Page),
Target list (in the Input Tag
Set Tab Page)

Gives the detailed information of the connected originators.

Originator name (in the
Output Tag Set Tab
Page), Produced tag
name (in the Input Tag
Set Tab Page)

Gives no information.

IP address (in the Out-
put Tag Set Tab Page),
Remote IP address (in
the Input Tag Set Tab
Page)

Gives the IP addresses allocated for the originators.

Connected time (in the
Output Tag Set Tab
Page)

Gives the total duration of connection with the originator in milliseconds.

Unconnected time (in
the Output Tag Set Tab
Page)

Gives the total duration of disconnection with the originator in millisec-
onds.
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Name

Description

Destination IP address
(in the Output Tag Set

Gives the destination IP addresses. If the multi-cast connections are
used, its own multi-cast address is displayed.

Tab Page)
O->T RPI (packet inter- | Gives the RPI of connection from the originator to the target in millisec-
val) onds.

T->0O Heartbeat trans-
mission cycle (ms)

Gives the heartbeat transmission period of the connections from the tar-
get to the originator in milliseconds.

O->T Timeout Gives the timeout time for the connections from the originator to the tar-
get in milliseconds.
T->O Timeout Gives the timeout time for the connections from the target to the origina-

tor in milliseconds.

O -> T API (actual
packet interval)

Gives the API of connection from the originator to the target in millisec-
onds.

T->O Actual heartbeat
transmission cycle (ms)

Gives the actual heartbeat transmission period of the connections from
the target to the originator in milliseconds.

O->T Connection ID

Gives the connection identification for the connections from the origina-
tor to the target in hexadecimal.

T->0 Connection ID

Gives the connection identification for the connections from the target to
the originator in hexadecimal.

* Ethernet Information Tab Page

This tab page displays the communications status at the communications driver level of the
built-in EtherNet/IP port. The error counter information can be used to confirm whether com-
munications problems have occurred. Under the Tag Data Link, you can confirm characteris-
tics such as the bandwidth usage (PPS).

Status Connection Status Tag Status Output Tag Set Input Tag Set

¥ General

MAL address

¥ Receive

Speed 100MEBps Full Duplex

00-00-0A-3E-CA-96

Octets 2524688

Unicast packets 4

Mon-unicast packets
Discards
Errors

Octets

Unicast packets
Mon-unicast packets
Discards

Ermrors

¥ Error Counter

Alignment errors
Excessive collisions
Carrier sense emors
Frame too long

Clear Information

Collection's start time

37122
0
0

1226488
18555
26

0

0

2014/12/18 14:50:39.925

Display example for an NJ-series CPU Unit
With the NX701 CPU Unit and NX102 CPU Unit, the statuses of each port are displayed.
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A-2-6  Troubleshooting

A-40

In the case that there is a setting error or a communications error in the EtherNet/IP networks, the Sys-
mac Studio displays the error in the Troubleshooting Dialog Box.

Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for the confirmation methods for
errors and information on errors.

Troubleshooting When Transferring and Monitoring the EtherNet/IP
Connection Settings Fail with Sysmac Studio Version 1.10 or Higher

The first time you establish an online connection between the Controller and the computer that runs the
Sysmac Studio version 1.10 or higher with Windows Firewall on the computer enabled, the dialog box
to confirm the connection may be displayed. If that occurs, make the following selection in the dialog
box.

¢ Unblock (on Windows XP/Vista)

* Allow access (on Windows 7 or higher)

If you make other selections than above, there are cases when transferring and monitoring the Ether-
Net/IP connection settings cannot properly be performed even if the online connection is successfully
established.

If the above problem occurs. take the following corrective method 1 or 2.
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» The connection setting data cannot be transferred

Data Transmission Screen

Problem

Synchronization Window

The Sysmac Studio displays the following error message and the data will
not be transferred.

B Do not transfer the EtherMet/IP connection settings (built-in pert and Unit).

E’_ Failed to transfer the EtherNet/IP connection settings from the Controller. (Communication error}

Transfer to Controller Dialog
Box

The Sysmac Studio displays the following error dialog box and the data will
not be transferred.

Transfer from Centroller

Failed to transfer the EtherNet/IP connection settings from the Controller. (Communication error)
Process was aborted.

EtherNet/IP Connection Set-
ting Tab Page

The Transfer to Controller and Transfer from Controller Buttons are
grayed out and the data cannot be transferred/compared.

*\, Configurations and Setup

¥ Connection

1 Connections/Max: 1 / 32
0 Target Device |Connection Name| Connection I/O Type

192.168.250.10 NJ301-1200 Rev2 | default 001 nput Only (Tag type)

+

Device Bandwidth

Return All to Default
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¢ Monitoring the settings cannot be performed
Monitor data items in the EtherNet/IP Connection Monitor Tab Page remain "---".

Status Connection Status Tag Status Output Tag Set Input Tag Set

¥ General
Speed
MAC address
¥ Receive
Octets
Unicast packets
MNon-unicast packets
Discards
Errors

Octets

Unicast packets
Non-unicast packets
Discards

Errors

. W Error Counter
Alignment errors
Excessive collisions
Camier sense emors
Frame too long
FCS errors

| '¥ Tag Data Link

Bandwidth (PPS)
Average of TxRx packets
Maxamum

Averane of Rx nackets

Clear Information Collection's start time 2015/01/28 10:13:35.980
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® Method 1: Disabling Windows Firewall Settings

|E| Precautions for Correct Use

The main function of the firewall is to prevent unwanted access from external sources (e.g., the
Internet).

The changes that are made with the following procedures are to allow the Sysmac Studio and
the NJ/NX-series Controller to connect. If your computer is on an inhouse network, make sure
that security will not be jeopardized before you change the settings.

¢ Windows XP

1 Open the Control Panel from the Windows Start Menu and then select Windows Firewall
icon.

The Windows Firewall Dialog Box is displayed.

2 Click on the Exceptions tab and select Sysmac Studio in the Programs and Services list.

= Windows Firewall

Gemeral | Ewceptions | Advanced

Wwindows Firewall iz blocking incoming network. connections, except for the
programs ahd services selected below, Adding exceptions allows some programs
to work. better but might increase pour security rigk.

Programs and Services:

Marne

[ File and Printer Sharing
Mebwark, Configuratar
Remote Aszsistance

[0 Remate Desktop
[LESyzmacs tudio

O UPHP Framewark
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[ Add Program. . l [ Add Port...

Dizplay a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

Bunooyss|qnol]l 9-z-v

[ Ok ] [ Cancel

¢ Windows Vista, Windows 7, or later version

1 Open the Control Panel from the Windows Start Menu and then select Windows Firewall
icon.

The Windows Firewall Dialog Box is displayed.

2 Select Turn Windows Firewall on or off.
The Customize Settings Dialog box is displayed.
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3 Clear the Block all incoming connections, including those in the list of allowed programs
Check Box and click the OK Button.

Lo e
@Ov|ﬂ <« Windows ... » Customize Settings - |¢, | | Search Control Panel o |

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,

What are network locations?
Home or work (private) network location settings
l@] @ Turn on Windows Firewall
[] Bleck all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

l@ ) Turn off Windows Firewall (not recommended)
Public netwerk location settings
l@] @ Turn on Windows Firewall
[ Block all incoming connections, including those in the list of allowed programs

MNaotify me when Windows Firewall blocks a new program

l@ ) Turn off Windows Firewall (not recommended)

[ OK l [ Cancel

4 Select Advanced settings in the Windows Firewall Dialog Box.
The Windows Firewall with Advanced Security Dialog Box is displayed.

5 Click Inbound Rules in the left pane and then double click SysmacStudio in the Inbound
Rules list.

The SysmacStudio Properties Dialog Box is displayed.

** Windows Firewall with Advanced Security

File Action View Help
e=|2m]=H

P Wiedons Freval i Acvanced

Inbound Rul
Sl == Group_~ Enabled | Acton | <]

g;‘:;zt;::;ziriw Rules 'f\-__"‘l SysmacStudio Public fes Allow =
-‘»";I Monitaring .BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retrie... Al Mo Allow
.BranchCache Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... Al Mo Allow
.Branchcache Peer Discovery (WSsD-In) BranchCache - Peer Discovery... Al Mo Allow
.Cnnnect to & Metwork Prajector (TCP-In) Connect to a Network Projector  Domain Mo Allow _|;|
| »

0 [ 3| K1
6 In the General Tab Page of the dialog box, set the following settings.

Select Enabled under the General section.

Select Allow the connection under the Action section.
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® Method 2: Cycle the power supply to the Controller

Cycle the power supply to the NJ/NX-series Controller and transfer/monitor the EtherNet/IP connec-
tions settings again.

Note You may need to cycle the power supply when reflecting the changes in the IP address of the built-in Eth-
erNet/IP port or executing Transfer to Controller.

(suonosuuog direNIayla) syur ejeq Bel ay) Jos o) olpnyg sewsAg ay) asn Z-v

>
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A-3 EDS File Management

I
This section describes the EDS file management functions used in the Network Configurator.

El Precautions for Correct Use

For Windows Vista or Windows 7, we recommend that you start the Network Configurator as the
administrator. Otherwise, the following condition will result due to user management for Win-
dows security functions. The results of the following operations are not applied for logins with
other user accounts and must be repeated: installing, creating, and deleting EDS files, and creat-
ing EDS index files. You can run the Network Configurator as the administrator with the following
procedure.

1. Select the Network Configurator from the Start Menu, and then right-click.
2. Select Run as administrator from the pop-up menu that is displayed.

J Intel(R) Management and 5

J Maintenance Gl Run as administrator
| Microsoft Office g
;] OMROM Pin to Start Menu
| CX-Server Add to Quidk Launch
| EEEEEIT Restore previous versions
£ C¥-One Auto Updat
B sysmac Studio Send To L
) CX-ConfiguratorFDT Cut
| CX-Designer Copy
| CX-Integrator
| CX-Protocol Delete
) Introduction Guide L Rename

) Metwork Configurat Properties '
—

Metwork Configurator

o

Help and Supg

Start Search [@ (@) i

ER MachineControl _1 - Net... | i
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A-3-1 Installing EDS Files

] EDS File - Install

The Network Configurator can support new devices if the proper EDS files are installed.

To install the EDS file, use the following procedure.

T select EDS File - Install.
The Install EDS File Dialog Box is displayed.

2 Select the EDS file to install and click the Open Button. Next, select the icon file (*.ico). The
EDS file is added to the Hardware List as a new device. If the hardware already exists, the new
Hardware List will overwrite the previous one. If the hardware versions are different, a hardware
device is added to the Hardware List for each version.

A-3-2  Creating EDS Files

I EDS File - Create

The EDS files are required by the Network Configurator to create a network configuration. To create an
EDS file, use the following procedure.

1 Select EDS File - Create.

2 Set the device information. You can obtain the device information from the device on the net-
work if the network is online.

3 The device is added to the Hardware List as a new device, just like when you install an EDS file.

Juswebeuen 914 SA3 £-V

% Additional Information

You cannot set device parameters with the Network Configurator’'s EDS file creation function.
Obtain a proper EDS file from the manufacturer of the device to make device parameter settings
for the device.

>

soll4 sa3 bullelsu L-g-v
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A-3-3  Deleting EDS Files

] EDS File - Delete

To delete an EDS file, use the following procedure.

1 Select the device from the Hardware List.

2 Select EDS File - Delete.
The following confirmation dialog box is displayed.

5

ERT1-HD16CH-1 Rev 2 will be deleted.
I oK?

3 Click the Yes Button.
The selected device is deleted from the Hardware List together with the EDS file.

A-3-4  Saving EDS Files

J EDS File - Save

To save the EDS file, use the following procedure.

1 Select the target hardware device in the Hardware List, and then select EDS File - Save.

A Save EDS File Dialog Box is displayed.

2 Input the folder and file names and click the Save Button.
The EDS file is saved.
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A-3-5 Searching EDS Files

] EDS File - Find

To search the devices (EDS files) displayed in the Hardware List, use the following procedure.

1 Select EDS file - Find.
The following dialog box is displayed.

x
Find what: ||

Cancel |
[ Match case

Input the character string to search for and click the Find Next Button.

When a matching device is found, the cursor moves to that position.

ANWN

To quit the search operation, click the Cancel Button.

@ Additional Information

e The device is found only if it is located below the present cursor position in the Hardware List.

» To search all the devices, select Hardware in the Hardware List before you perform the search
procedure.

Juswebeuen 914 SA3 £-V

>
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A-3-6  Displaying EDS File Properties

I EDS File - Property
To display the properties of the EDS file, use the following procedure.

1 Select the desired hardware (device) from the Hardware List.

2 Select EDS File - Property.
The following dialog box is displayed.

NI501-1500 Rev 1 Property |

General |

NJ501-1500

Wiew...

Description : NJ501-1500 Ethemet Port EDS File
Create Date 09-17-2010 00:00:00
Modify Date : 09-17-2010 00:00:00

Revision : 1.0

Vendor : OMRON Corporation
Device Type :  Communications Adapter
Product Code : 1639

Rewision : 1.0

Catalog :

The time and date when the EDS file was created is displayed, along with the device informa-
tion.

A-3-7 Creating EDS Index Files

] EDS File - Create EDS Index File

To manually add an EDS file or if a device is not displayed correctly in the hardware list, use the follow-
ing procedure to recreate the EDS index file. (This applies to Network Configurator version 3.30 or
higher.)

1 Select EDS File - Create EDS Index File.

2 Restart the Network Configurator.
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A-4 Precautions for Using the Network
Configurator on Windows XP,
Windows Vista, or Windows 7 or
Higher

Better firewall security for Windows XP (SP2 or higher), Windows Vista, and Windows 7 higher has
increased the restrictions for data communications. Therefore, you must perform the corresponding
procedure given below to change the settings of the Windows firewall before you use the following
operations to perform communications with the Network Configurator connected to an NJ/NX-series
CPU Unit.

* If you select Option - Select Interface - Ethernet I/F
* If you select Option - Select Interface - NJ/NX Series Ethernet Direct I/F
* If you select Option - Select Interface - NJ/NX Series USB Port

El Precautions for Correct Use

The main function of the firewall is to prevent unwanted access from external sources (e.g., the
Internet). The changes that are made with the following procedures are to allow the Network
Configurator and the NJ/NX-series CPU Unit to connect. If your computer is on an inhouse net-
work, make sure that security will not be jeopardized before you change the settings.

A-4-1 Changing Windows Firewall Settings

19YBIH 10 Z SMOPUIA 1O ‘BISIA SMOPUIM ‘dX SMOPUIA UO JojeanBiyuos yJomjeN oy Buisn Joy suoinesald -y

] Windows xP

>

1 When you attempt to connect to the NJ/NX-series CPU Unit from the Network Configurator, the
Windows Security Warning Dialog Box is displayed.

2 Click the Unblock Button.

A USB or EtherNet/IP connection will be approved for the Network Configurator, and you will be
able to connect the Network Configurator in the future.

I Windows Vista or Windows 7 or Higher

Use the following procedure to change the settings. Always perform steps 1 to 6 if you cannot go
online. The User Account Control Dialog Box may be displayed during this procedure. If it appears,
click the Continue Button and continue with the procedure.

sbumag |lemail4 smopuipy Buibueyd L-p-y

1 Select Control Panel from the Windows Start Menu and change the display to Classic View.
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2 Open the Administrative Tools and select Windows Firewall with Advanced Security from the
dialog box that is displayed.

Tazk Scheduler

[_:} Mindows Firewall with Advanced S

3 Select Inbound Rules under Windows Firewall with Advanced Security on Local Computer on
the left side of the Windows Firewall with Advanced Security Dialog Box.

* windows Firewall with Advanced Security =10l ]

File Action Wiew Help
$$\ \ép\ﬂ

Froerwem G rboduies &=
Inbound Rul
Group

B Connection Security Rules @ sysmacstudio Public Yes Allow — d Mew Rule. ..
‘._. Maritoring .Branch(ache Content Retrieval (HTTP-In) BranchCache - Content Retrie... Al No Allow
.BranchCache Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... All No Allow T Filter by Profile 4
@ 65ranchCache Peer Discovery (WSD-In) BranchCache - Peer Discovery... Al No Allow T Filter by State »
.Cunned to a Network Projector (TCP-In) Connect to a Network Projector  Domain Mo Allowy -
. | SIE ¥ Y Filter by Group » =

4 Select New Rule under Inbound Rules in the Actions Area on the right side of the dialog box.
1ol

Fle Action View Help
O EIE

W Vindows Firewall with Advanced 5 B AT 1T | Actions
K3 Inbound Rues — EERTET ) 1nbound Rules

- Qutbound Rules r - -
‘n. Connection Security Rules @ sysmacstudio Public

‘._ Monitoring .Branchcache Cantent Retrieval (HTTP-In) BranchCache - Content Retrie...  All No Allowe -
.Branch(ache Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... All Mo Allow W Filter by Profile 4
.BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discovery... Al No Allow T Filter by State »
.Connect to & Network Prajector (TCP-In) Connect to & Network Projector  Domain Mo Allowe -
3 I 5 ‘-I | 5 Y Filter by Group » j

| ' | |
5 Make the following settings for each step in the New Inbound Rule Wizard Dialog Box, and click
the Next Button to move between steps.

Rule Type Select Custom.
Program Select All Programs.
Protocol and support Select ICMPv4 as the protocol type.

Scope Select Any IP address for everything.
Action Select Allow the connection.

Profile Select Domain, Private, and Public.
Name Enter any name, e.g., Omron_EIP.

6 Click the Finish Button. The rule that you defined will be registered in the Inbound Rules (e.g.,
Omron_EIP).

Close the Windows Firewall with Advanced Security Dialog Box.
-lolx|

Elle Action Wew Help
¢ $ \ \ Ell ﬂ

I h dR I
2 o I ——— e — 7 T S| nbound Rales

Outbound Rules
: Connection Security Rules @mrun FIP Al Tes Allow d Mew Rule.. |
I- Maritoring = = . Domain Mo Allow i
.Perf\:rmance Logs and Alerts (DCOM-In) Performance Logs and Alerts Privat... No Allow T Filter by Profile 4
.Performance Logs and Alerts (TCP-In) Performance Logs and Alerts Domain Mo Allowe T Filter by State »
.Perfnrmante Logs and Alerts (TCP-In) Performance Logs and Alerts Privat... Mo Allow -
1| | ﬂ :I | y ¥ Filter by Group » j

7 When you attempt to connect to the NJ/NX-series CPU Unit from the Network Configurator, the
Windows Security Warning Dialog Box is displayed.
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8 Click the Allow access Button.

W Windows Security Alert 52

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Network Configurator on all public, private and
domain networks.

% Mame: Network Configurator
Publisher: OMRON Corporation
Path: C:\program files\omron\cx-one \network configurator

\programipetconfigurator. exe
Allow Network Configurator to communicate on these networks:
[] Domain networks, such as a workplace network

[ Private networks, such as my home or work network

[] Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

Allow access Cancel

(Windows 7)

Appendices

A USB or EtherNet/IP connection will be approved for the Network Configurator, and you will be

able to connect the Network Configurator in the future.
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A-5 Variable Memory Allocation Methods

You must be aware of the way in which memory is allocated to variables to align the memory locations
of the members of structure or union variables with variables in other devices. Adjustments are neces-

sary mainly when structure variables are used in the following type of communications with other
devices.

* When using EtherNet/IP tag data links or CIP messages to access variables between NJ/NX-series
CPU Units and other CPU Units

* When using structure variables to exchange data with devices other than CPU Units, such as ID Tags

A-5-1 Variable Memory Allocation Rules

The amount of memory and the memory locations that are allocated for a variable depend on the data
type of the variable. The amount of memory and the memory locations that are allocated for array ele-
ments, structure members, and union members depend on the data types, but also on the declarations
that are made for the arrays, structures, and unions.

I Data Type Alignment and Memory Allocation Amounts

The data size is determined for each data type. The data size is the minimum amount of memory that is
required to store the value or values of that data type. On the other hand, memory for variables is auto-
matically structured by the Controller for the most efficient access. Therefore, the total amount of mem-
ory that is required for variables is not necessarily the total of the data sizes of the variables. For
example, if WORD and DWORD variables are declared, the total of the data sizes is six bytes, but eight
bytes are allocated in memory, as shown in the following figure.

Memory EVariabIe Table
Bytes E Name Data type
Variable A First byte N WORD
First byte + 1 WORD data: 2 bytes ' Is DWORD :
First byte + 2 e mmmmmmmmemmmeeeeem e J
First byte + 3 TT—Not used: 2 bytes
Variable B First byte + 4
First byte + 5
) DWORD data: 4 bytes
First byte + 6
First byte + 7

This information for determining the location of a variable in memory is called the alignment. The align-
ment is determined for each data type. The amount of memory and the memory locations for the vari-
ables are given below.

Item Specification

Amount of memory that is allocated | An integral multiple of the alignment. However, the minimum amount of
memory is the data size.

Locations in memory At an integral multiple of the alignment starting from the start of the vari-
able in memory.
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The alignments and the amounts of memory that are allocated for the basic data types and enumera-
tions are given below.

Data type Alignment [bytes] AT::H;:;:::E&%:?“
BOOL 2 2
BYTE, USINT, or SINT 1 1
WORD, UINT, or INT 2 2
DWORD, UDINT, or DINT 4 4
LWORD, ULINT, or LINT 8 8
REAL 4 4
LREAL 8 8
TIME, DATE, TIME_OF_DAY, or DATE_AND_TIME 8 8
STRING[N+1]"" 1 N+1
Enumerations 4 4

*1 N is the maximum number of characters handled. For example, if a maximum of 10 single-byte characters are
handled, the NULL character is added, so memory for 11 characters must be reserved.

The elements of arrays and the members of structures and unions are located in memory for the most
efficient access. The alignments and the amounts of memory that are allocated for arrays, structures,
and unions are determined by the variable declarations, as described below.

Data type Alignment Amount of memory that is allocated
Arra Same as alignment of the data type | (Amount of memory that is allocated for the data type of the
! of the elements elements) x Number of elements”
The largest alignment of all of the The integral multiple of the alignment that is larger than the
Structure members total amount of memory that is allocated when the mem-
bers are arranged in order at integral multiples of the align-
ment of the data types of the members
Union The largest alignment of all of the The largest amount of memory that is allocated for any of
members the members

* BOOL arrays are an exception. Refer to Precautions for Correct Use, below, for the amount of memory that is
allocated for BOOL arrays.

|E| Precautions for Correct Use

Amount of Memory That Is Allocated for BOOL Arrays

Two bytes are allocated in memory for individual BOOL variables, BOOL structure members,
and BOOL union variables. However, for a BOOL array, two bytes of memory are not allocated
for each element. One bit is allocated in order for each element. For the entire array, a multiple of
two bytes of memory is allocated (including unused bits).

Memory EVariabIe Table
Bytes + | Name Data type
Variable A First byte N BOOL
First bvte + 1 Two bytes are allocated. H
irst byte + ' |B ARRAY[1..5]OF BOOL
Variable B First byte + 2 '
y Two bytes are allocated v LC ARRAY[0..18]OF BOOL

First byte +3 for 5 elements. L ECECEEPEPEEEEPEPEPEPEEREEE

Variable C First byte + 4
First byte + 5
First byte + 6
First byte + 7

Four bytes are allocated
for 19 elements.
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Therefore, the following formula gives the amount of memory that is allocated for a BOOL array.
For 1 to 16 elements, 2 bytes are allocated. For 17 to 32 elements, 4 bytes are allocated.

Number of

elements - 1
Amount of memory = 2 1—6 +

Truncate the decimal portion of the result
of the calculation in brackets.

Specific examples of the rules for memory allocation for variables of each data type are given below.

I Basic Data Types

® Variables with One-Byte Alignments (e.g., BYTE)
One byte of memory is allocated for the one-byte alignment.

Example: Two consecutive BYTE variables

PP
Memory  Variable Table
Bytes i [Name | Data type
First byte L i 40 ||variable A 1byte |1 [ BYTE
First byte + 1 P b0 0 0 ||variableB, 1byte  |' [ BYTE

® Variables with Two-byte Alignments (e.g., BOOL and WORD)
Two bytes of memory are allocated for the two-byte alignment.

Example: Two consecutive BOOL variables

First byte +  Variable Table
(integer multiple of 2) Memory H

Bytes : Name Data type
Eirst byte + . First byte A BOOL
(integer multiple of 2) First byte + 1 Variable A, 2 bytes| + [ B BOOL

First byte + 2 B L LT
Variable B, 2 bytes

First byte + 3

@ Variables with Four-byte Alignments (e.g., DWORD)

Four bytes of memory are allocated for the four-byte alignment.

The location of the first byte of data in memory is an integer multiple of four bytes. Therefore, if a
variable with a two-byte alignment, such as WORD data, is inserted, two bytes of unused memory
will remain.

Example: Consecutive variables in the following order: DWORD, WORD, and DWORD
Firstbyte + Vemory Nariable Table |

integer multiple of 4 '
(integ p ) Bytes i | Name | Data type

First byte ) : A DWORD
First byte + 1 Variable A, |1 | B WORD
4 bytes v LS DWORD

First byte +
(integer multiple of 2)

First byte + 2
First byte + 3 e b
[ First byte + 4 | variable B,
First byte + 5 ] 2 bytes
First byte + 6
First byte + 7
First byte + 8
First byte + 9 Variable C,
First byte + 10 4 bytes
First byte + 11

First byte +

(integer multiple of 4) Not used.
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® Variables with Eight-byte Alignments (e.g., LWORD)

Eight bytes of memory are allocated for the eight-byte alignment.

The location of the first byte of data in memory is an integer multiple of eight bytes. Therefore, if a
variable with a two-byte alignment, such as WORD data, is inserted, six bytes of unused memory
will remain. If a variable with a four-byte alignment, such as DWORD data, is inserted, four bytes of
unused memory will remain.

Example: Consecutive variables in the following order: LWORD, WORD, and LWORD

Variable Table

First byte +

(integer multiple of 8) Memory

Name Data type :
LWORD :

Bytes

First byte + 1
First byte + 2 Variable A,
First byte + 3 8 bytes TrTTTTTmmmmmaemmmaeeeeaee ’
First byte + 4
First byte + 5
First byte + 6
First byte + 7
First byte + 8 Variable B,
First byte + 9
First byte + 10
First byte + 11
First byte + 12
First byte + 13
First byte +

. ) First byte + 14

(integer multiple of 8)
First byte + 15
|First byte + 16
First byte + 17
First byte + 18 Variable C,
First byte + 19
First byte + 20
First byte + 21
First byte + 22
First byte + 23

B WORD
C LWORD

>

First byte +
(integer multiple of 2)

1 2 bytes

Not used.

8 bytes

SpoyjeN uoneso||y Alowsy s|qeueA G-y
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I Arrays

A continuous section of memory is allocated for the elements of the array based on the data size of the
data type of the array variable. The alignment of an array is the same as alignment of the data type of
the elements.

Example: Continuous variables in the following order: two BOOL variable, one BOOL array with five
elements, one BOOL array with 19 elements, and one BOOL array with four elements

First byte + 1 Variable Table E
. . Memory ' '
(integer multiple of 2) ' | Name Data type '
. Bytes : .

Elrst byte + . First byte 1 Variable A | ¢ A BOOL '
(integer multiple of 2) — I s BOOL '

First byte + 1 2 bytes ' .
First byte + First byte + 2 Tvariabie 8. |+ |S ARRAY[1..5]0F BOOL :
integer multiple of 2 | '
(integ p ) Firstbyte + 3 2 bytes ' |D ARRAY([0..18]OF BOOL '
First byte + " T V| E ARRAY/5..8]0F BOOL :
(integer multiple of 2) First byte + 4 Variable C, | | H

First byte + 5 2 bytes e il

First byte + 6 1

First byte + 7 Variable D,
First byte + First byte + 8
(integer multiple of 2) y 4 bytes

First byte + 9

<
[First byte + 10 Variable E,
First byte + 11 2 bytes

Example: INT array with five elements

First byte + Memory Variable Table
(integer multiple of 2) Bytes

) E Name Data type
Firstbyte +  A[0] |_Firstbyte | ¢ [variable A | ARRAY[0..4] OF INT
(integer multiple of 2) First byte + 1 H

Firstbyte +  A[1]

(integer multiple of 2) gt byte + 3 Variable A,

Firstbyte+  A[2] [ First byte + 4] 10 bytes
(integer multiple of 2) First byte + 5

First byte + A[3] [ First byte + 6

(integer multiple of 2) gt byte + 7
A[4] [ First byte + 8]
First byte + 9

I Structures

For a structure variable, the members are located in memory in the order that they are declared. Each
member is located at an integer multiple of the alignment of the data type of the member. Therefore,
there can be unused memory between members or at the end of members. The alignment of a struc-
ture is the largest alignment of all of the members. The amount of memory that is allocated is the inte-
gral multiple of the alignment that is larger than the total amount of memory that is allocated when the
members are arranged in order at integral multiples of the alignment of the data types of the members.

Example: The alignments and the amounts of memory that are allocated for the four variable declara-
tions given in the following figure are given in the following table.

Variable Alignment [bytes] Amount of memory that is allocated [bytes]
A 4 8
B 4 8
C 4 16
D 4 16
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First byte +

(integer multiple of 4)
Aa

First byte + 1
First byte + 2
First byte + 3
First byte + 4
First byte + 5
Ifirst byte + . First byte + 6
(integer multiple of 4)
First byte + 7
First byte + 9
First byte + 10
First byte + 11
B.d  Firstbyte + 12

First byte + 13
First byte + I yte +

(integer multiple of 4) First byte + 14

First byte + 15
First byte + 17
First byte + 18
First byte + 19
First byte + 20
First byte + 21
First byte + 22
First byte + 23
First byte + 24
First byte + 25
First byte + 26
First byte + 27
First byte + 28

First byte + 29
First byte +

(integer multiple of 4) First byte + 30

First byte + 31
First byte + 33
First byte + 34
First byte + 35
First byte + 36
First byte + 37
First byte + 38
First byte + 39
First byte + 40
First byte + 41
First byte + 42
First byte + 43
First byte + 44
First byte + 45
First byte + 46
First byte + 47

C[0].b

Cl1].a

Cl1l.b

D[0].d

D[1].c

D[1].d

Memory
Bytes

Not used.

Not used.

Not used.

Not used.

Not used.

Variable A,
8 bytes

Variable B,

8 bytes

Variable C,
16 bytes

Variable D,
16 bytes
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Data Type Definitions

Structure STR_A | STRUCT
a DINT
b INT

Structure STR_B | STRUCT
c INT
d DINT

Variable Table

Variable A
Variable B
Variable C
Variable D

Structure STR_A
Structure STR_B
ARRAYI[0..1] OF STR_A
ARRAYI[0..1] OF STR_B
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A-60

tions given in the following figure are given in the following table.

Example: The alignments and the amounts of memory that are allocated for the four variable declara-

Variable Alignment [bytes] Amount of memory that is allocated [bytes]
E 2 4
F 2 4
G 2 8
H 2 8
Memory E Data Type Definitions
Eirst byte + - Bytes v | Name Data type
(integer multiple of 2) '
Eal0]to E.a[7] [ Firstbyte [T 1 + | structure STR_C | sTRUCT
First byte +1 Not used. Variable E, H a ARRAY[O..7] OF BOOL
Eb  Firstbyte +2 [ ] ] 4 bytes v Lb BYTE
First byte + First bte + 3 '
(integer multiple of 2) AL Ly Not used. v | Name Data type
Fo [ Firstbyte +4] | [ ] i [ structure sTR D | sTRUCT
First byte + 5 Not used. Variable F, c BYTE
Firstbyte s _ 110 Fdl7] - First byte + 6 [ [] 4 bytes 'L ARRAY(0..7] OF BOOL
) - First byte + 7 Not used. :
(integer multiple of 2) YWar
G[0]-a[0] to G[0].a[7] | First byte + 8 [T i Variable Table
First byte + 9 Not used. H Slang Data type
GOlb  First byte + 10 | | | v | Vvariable E | Structure STR_C
First byte + 11 Not used. Variable G, E Var?able F | Structure STR_D
G[1].a[0] to G[1]:a[7]  First byte + 12 [ 11 8 bytes i |ariable G | ARRAY[0.1] OF STR.C
First byte + 13 Not used v | Variable H [ ARRAYJ[0..1] OF STR_D
G[1l.b  First byte + 14 | | | feeeeeieceaiicisccasssesscsasseeeeaaaad
First byte + First bvte + 15 Not d
(integer multiple of 2) Irstbyte + ot usea.
H[Ol.c | Firstbyte + 16 | | |
First byte + 17 Not used.
H[0].d[0] to H[OLd[7]  First byte + 18 [ [ ]
First byte + 19 Not used. Variable H,
H[lc  First byte + 20 [ 1] 8 bytes
First byte + 21 Not used.
H[11.d[0] to H1.d[7]  First byte + 22 [ [ ]
Not used.

First byte + 23
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I Unions

For a union variable, the members overlap in the same memory locations. The alignment of a union is
largest alignment of all of the members. The amount of memory that is allocated is the largest amount

of memory that is allocated for any of the members.

Example: The alignments and the amounts of memory that are allocated for the four variable declara-

tions given in the following figure are given in the following table.

First byte + 13
First byte + 14
First byte + 15
D[0].c D[oLd
First byte + 17
First byte + 18
First byte + 19
D[1].c D[1].d First byte + 20
First byte + 21
First byte + 22
First byte + 23

First byte +
(integer multiple of 4)

Variable D,
8 bytes

Variable Alignment [bytes] Amount of memory that is allocated [bytes]

A 4 4
B 4 4
C 4 8
D 4 8

First byte + " 1 Data Type Definitions E

; ; emory : :

(integer multiple of 4) Bytes ; NEme Data type :

Aa Ab 3 : | Union UNLA | UNION

Firstbyte + 1 _ Variable A = CWORD :

. ariable A, | . \

Flrst byte + . First byte + 2 v lb WORD !

(integer multiple of 4) 4 bytes ' '

First byte + 3 1 | Name Data type :

- J :

B.c Bd _ ¢ | union uni_ B | UNION

First byte + 5 H :

First byte + First byt 6 Variable B, | 1 {< WORD :

rst byte : :

(integer multiple of 4) yie + 4 bytes v Ld DWORD ;

First byte + 7 H '

- +Variable Table '

C[0].a C[0].b | First byte + 8 3 ' S 5 H

First byte + 9 D ata type :

First byte + 10 : Variable A | Union UNI_A !

First byte + 11 Variable C, | i | Variable B | Union UNI_B E

8 bytes | Variable C | ARRAY[0..1] OF UNI_A :

C[1la C[1]lb Firstbyte + 12 v penane [0..1] = ;

. | Variable D | ARRAY[0..1] OF UNI_B !
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A-5-2 Important Case Examples
When you exchange structure variable data between an NJ/NX-series CPU Unit and a remote device,

you must align the memory configuration of the structure variable members with those of the remote
device. This section describes what to do in either the NJ/NX-series CPU Unit or in the remote device.

@ Additional Information

This is not necessary when you exchange data between NJ/NX-series CPU Units.

I Aligning the Memory Configuration with a Remote Device

There are two methods that you can use to align the memory configuration with a remote device.
For example, the differences in the memory configuration for structure variables between an NJ/NX-
series CPU Unit and a CJ-series CPU Unit are shown below.

This section describes how to align the memory configuration for these Units.

! Data Type Definitions i Data Type Definitions :
: Name Data type E NJ/NX-series Structure Variable NJ_X E Name Data type E CJ-series Structure Variable CJ_X
Structure Y STRUCT E Bytes E Structure Y STRUCT E Bytes
a DINT i First byte a v |a DINT ! First byte a
b INT : vo INT :
[ DINT i Firstbyte + 4 b vle DINT ! Firstbyte + 4 b
 Variable Table i Firstbyte + 6 | Notused. 1 Variable Table i Firstbyte + 6
Name Data type , Firstbyte + 8 c i | Name Data type
Variable NJ_X | Structure Y i E Variable CJ_X | Structure Y
----------------------------- 4 RS |
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® Method 1: Changing the Memory Configuration of the Structure Variable in
the NJ/NX-series CPU Unit

With an NJ/NX-series CPU Unit, you can specify member offsets to change the memory configura-
tion of the members of a structure variable. You can change the memory configuration of the mem-
bers of a structure variable in the NJ/NX-series CPU Unit so that it is the same as the memory
configuration in a remote device that the CPU Unit will communicate with. Specify the member off-
sets for a structure variable when you register the structure data type.

To communicate with a CJ-series CPU Unit, you can set the offset type to CJ to automatically use
the CJ-series memory structure. You can set the offset type to User to freely set your own offsets.

I Version Information

The following table gives the unit version of the CPU Units and the Sysmac Studio version that
are required to specify member offsets.

Sysmac Studio version
Unit version of CPU Unit
1.01 or lower 1.02 1.03 or higher
1.01 or later Not possible. Possible.* Possible.
1.00 Not possible. Not possible. Not possible.

* You cannot select the memory offset type. You can set member offsets.

If you change the memory configuration of a structure variable by setting offsets, you must make the
same changes for the same structure variable in other NJ/NX-series CPU Units on the network.
Refer to the Sysmac Studio Version 1 Operation Manual (Cat. No W504-E1-03 or later) for the pro-
cedure to change the memory configuration of a structure variable.

Example: The following example shows how the memory configuration of the structure variable
members in the NJ-series CPU Unit is changed to match the memory configuration of the structure
variable members in the CJ-series CPU Unit.

SpoyjeN uoneso||y Alowsy s|qeueA G-y
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EData Type Definitions E N. J_Series Structure EData Type Definitions E CJ-series Structure
{ [Name  Tomatpe | Variable NJ.X ; [Name  Toaatpe ] : Variable GJ X
t | Structure Y | STRUCT ! Bytes | Structure Y STRUCT : Bytes
E a DINT E First byte a E a DINT + Firstbyte a
il INT b INT
I DINT \ First byte + 4 b 4 > Ve DINT 1 First byte + 4
H H— _ Communications is | H First bvte + 6
'Variable Table : F!"St byte + 6 not possible 1 Variable Table ; irst byte +
: : Firstbyte +8 c because the memory : :
i | variable Nu_X| Structure Y : configurationis not 1 | y/griaple CJ_X | Structure Y :
H H the same. H H
To align the memory configurations in the NJ-series and CJ-series CPU Units, offsets are set in the Sysmac Studio.
Here, the following offsets are set for member c of data type Y of the structure variable NJ_X.
Bl Programing
| root
| Base Type | Offset Type | Offset Byte | Offset Bat |
Union
Enumerated
Base Type | Dffset Type | Offset Byte | Offset Bit |
(3) Bit Offset
Set the location of the first bit of the member variable.
(2) Byte Offset
Set the location of the first byte of the member
from the beginning of the structure variable.
(1) Offset Type
Specify User.
Memory Bytes Memory Bytes
.Flrst byte ! ! ! _F'rSt byte [ ] (2) Byte Offset
First byte + 1 Variable a First byte + 1 VI 'Ibl ! Variable c starts from the 6th byte
First byte + 2 L] First byte + 2 Ia"al el a from the start of the structure.
First byte + 3 First byte + 3
First byte + 4 First byte + 4
i Variable b
First byte + 5 Variable b First byte + 5
First byte + 6 First byte + 6
. Not used. §
First byte + 7 First byte + 7 e
First byte + 8 The location of First byte + 8 Variable ¢
) variable ¢ changes :
First byte + 9
Ifwst byte +9 according to the ) vt
First byte + 10 offsets. First byte + 10
First byte + 11 First byte + 11

(3) Bit Offset
Variable c starts from the Oth

Set a byte offset of 6 and a bit offset bit from the start of the byte.
of 0 (no offset) for variable c.
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® Method 2: Changing the Memory Configuration of the Structure Variable in
the Remote Device

You can insert a member into the structure variable of the remote device to change it to match the
memory configuration of the structure variable in the NJ/NX-series CPU Unit. Both the memory con-
figuration and the data types must be the same between the two structure variables. You therefore
need to create the same members in both the remote device and the NJ/NX-series CPU Unit.

Example: The following example shows how the memory configuration of the structure variable in
the CJ-series CPU Unit is changed to match the memory configuration of the structure variable in
the NJ-series CPU Unit.

Name e NJ-series Structure Variable NJ_X Name Data type CJ-series Structure Variable CJ_X
i [ structure v | sTRUCT : Bytes i [ structure v | sTRUCT : Bytes

‘a DINT ! First byte a v a DINT ! First byte a

vb INT : vl INT :

i Le DINT ! First byte + 4 b Ve DINT ! First byte + 4 b

! Variable Table  First byte + 6 | INotused.  Variable Table i First byte + 6 c

Name Data type First byte + 8 Name Data type

E Variable NJ_X | Structure Y E ¢ E Variable CJ_X | Structure Y E

............................................................ >
@ Make the following changes to align the memory I:
configurations in the NJ-series and CJ-series CPU Units. g.
____________________________________________________________ o
' Data Type Definitions : ' Data Type Definitions : ;
i Name Data type E NJ-series Structure Variable NJ_X E Name Data type E CJ-series Structure Variable CJ_X g
i [ Structure ¥ STRUCT i Bytes i Structure Y STRUCT : Bytes 3
i DINT ! Firstbyte a A DINT ! Firstbyte a >
tlb INT : b INT : b4
o N TN ! First byte + 4 b [ R N Y ! Firstbyte+4 |___b =
'l \__| ot ! Firstbyte +6 | b2 e \_[omr ! Firstbyte +6 | b2 5
* Variable Table | | Firstbyte +8 c + Variable Table\ | Firstbyte +8 c E
¢ | Name \ | patatype ¢ [ Name \ | Data type §
E Variable NJ_X Structure Y E E Variable CJ_\)i Structure Y E o
(2) Add the dummy variable b2 that you created in the (1) Add a dummy member variable b2 that matches the A
CJ-series CPU Unit to the NJ-series CPU Unit as well. unused memory location on the NJ-series CPU Unit.

so|dwexg ase) jueyodw| zZ-G-y

NJ/NX-series CPU Unit Built-in EtherNet/IP Port User’s Manual (W506) A-65



Appendices

A-6 Precautions When Accessing

External Outputs in CPU Units

A-66

Observe the following precautions when you access variables or /0O memory addresses that are
assigned to external outputs in an NJ/NX-series CPU Unit.

® Precaution on Writing from External Devices, Variables* That Are Assigned to

External Outputs

Any value that is written to a variable* that is assigned to an external output in an NJ/NX-series CPU
Unit through a tag data link or communications instruction will be overwritten by the execution
results of the user program. The value that is written from the tag data link or communications
instruction will therefore not be output to the external device.
The following types of variable are assigned to the external outputs.
(1) CPU Unit Common
* The devices variables (or global variables) that are assigned to an I/O port of an Ether-
CAT output slave
(2) NJ-series CPU Unit
» The devices variables (or global variables) that are assigned to an I/O port of a CJ-series
Basic Output Unit
* The global variables with AT specifications to output bits that are assigned to CJ-series
Basic Output Units
(3) NX102 CPU Unit and NX1P2 CPU Unit

* The global variables with AT specifications to the memory used for CJ-series Units, of
which Network Publish attributes are set to output

Precaution When Directly Writing to /0 Memory Addresses Assigned to
Output Bits for CJ-series Basic Output Units

Any value that is written to an I/O memory address that corresponds to an output bit that is assigned
to a CJ-series Basic Output Unit through a tag data link will be overwritten by the execution results

of the user program. The value that is written directly to the I/O memory address from the tag data
link will therefore not be output to the external device.
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A-7 TCP State Transitions

TCP protocol operates in 11 states for connections.

You can check the TCP state of the socket service with the TCP connection status that is output by the
SktGetTCPStatus (Read TCP Socket Status) instruction.

The TCP states and their meanings are given in the following table.

TCP state Meaning
CLOSED The connection was closed.
LISTEN The server is waiting for a connection request (SYN) with a passive open.
SYN SENT The client sent a connection request (SYN) for an active open and is waiting for

acknowledgement (SYN + ACK).

SYN RECEIVED

The server sent an acknowledgement (SYN + ACK) to a connection request (SYN)
and is waiting for acknowledgement (ACK).

ESTABLISHED

A connection was established.

CLOSE WAIT The server sent acknowledgement (ACK) to a connection close request (FIN) and is
waiting for the server application to be ready to close.

FIN WAIT-1 The client sent a connection close request (FIN) and is waiting for acknowledgement
(ACK).

CLOSING The client and server simultaneously received a connection close request (FIN) and
are waiting for acknowledgement (ACK).

LAST-ACK The server sent a connection close request (FIN) and is waiting for acknowledgement
(ACK).

FIN WAIT-2 The client is waiting for a connection close request (FIN).

TIME WAIT The client received acknowledgement (ACK) to a connection close request (FIN) and

is waiting for it to be received and processed by the server.

The TCP state changes as requests and acknowledgements are received from the remote node, and
as TCP socket connection and close instructions are executed in the user program.

When the state changes, connection requests (SYN), close requests (FIN), and acknowledgements
(ACK) to those requests are sent to and received from the remote node.
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The following figure shows TCP state transitions.

The TCP states are given in the boxes in the figure. Between the states, the text on top is the condition
for a change in state and the text on the bottom is the action that is performed when the state changes.

(If no action is given, then none is performed.)

Example: When SYN and ACK are received in SYN SENT state, ACK is sent and the state changes to

ESTABLISHED.

CLOSED
Active OPEN
YN t.
Passive OPEN CLOSE SYN sen
LSTEN | CLOSE
SYN received. SEND
SYN + ACK sent. SYN sent.
SYN SYN received. > SYN
— ACK for SYN received. SYN + ACK received.
ACK sent.
CLOSE
FIN sent. ESTABLISHED
CLOSE FIN received.
FIN sent. ACK sent.
FIN WAIT-1 CLOSE WAIT
ACK for FIN received, F ' received. CLOSE
ACK sent. FIN sent.
' FIN WAIT-2 ' CLOSING LAST-ACK
FIN received.  ACK for FIN received. ACK for FIN received.
ACK sent.

Timeout=2MSL
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A-8 Example of NX Unit Setting Using NX
Configuration Object Service

You can change the NX Unit settings by using the NX Configuration object service.

This section describes the examples of the procedure for NX Unit setting using the NX Configuration
object service.

Refer to 8-5-3 NX Configuration Object (Class ID: 74 hex) for details on the NX Configuration object.

The following three types of procedure examples are given.
» Changing the Unit operation settings for singe NX Unit.
» Changing the Unit operation settings for multiple NX Units.
» Initializing the Unit operation settings for singe NX Unit.

El Precautions for Correct Use

Refer to 16-2 Checking Status with the Network Configurator for troubleshooting errors that
occurred while setting NX Units using the NX Configuration object service.

I Version Information

You can use the NX Configuration object to set an NX Unit only for the NX102 CPU Units.

#21n488 398[qO uoneinbyuon XN Buisn Bumes yun XN jo ajdwex3 g-v

A-8-1 Changing the Unit Operation Settings for Singe NX Unit

Change the Unit operation settings for single NX Unit mounted to the Controller. In this example, the
unit number of the relevant NX Unit is 1.

>

The following table gives the setting procedure.

>

Used CIP object i

RO Description Inst Unit Q
number Class ID nstance|  gervice code n B
ID number 3

1 Change the parameter write 0x74 0x01 0x37 0x01 <§
moge of the NX Unit to Write NX Configuration Switch parameter i

mode. object write mode =S

o

2 Write values to the NX object of | 0x74 0x01 0x34 0x01 3
the NX Unit. NX Configuration Write NX object =

object (30

3 Save the values that were setin | 0x74 0x01 0x36 0x01 %
the NX Unit. NX Configuration Save parameter ?..

object S

%)

4 Restart the NX Unit. 0x74 0x01 0x35 0x01 3
NX Configuration Restart NX unit %

object é

3.
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A-8-2

Changing the Unit Operation Settings for Multiple NX Units

Change the Unit operation settings for multiple NX Units mounted to the Controller. In this example, the
unit numbers of the relevant NX Units are 1 and 2.

The following table gives the setting procedure.

Used CIP object
el T Description Inst Unit
number Class ID nstance | service code nt
ID number
1 Change the parameter write 0x74 0x01 0x37 0x01
mode of the NX Unit with unit | NX Configuration Switch parameter
number 1 to Write mode. object write mode
2 Change the parameter write 0x74 0x01 0x37 0x02
mode of the NX Unit with unit | N Configuration Switch parameter
number 2 to Write mode. object write mode
3 Write values to the NX object of | 0x74 0x01 0x34 0x01
the NX Unit with unit number 1. | Nx Configuration Write NX object
object
4 Write values to the NX object of | 0x74 0x01 0x34 0x02
the NX Unit with unit number 2. | NX Configuration Write NX object
object
5 Save the values that were set in | 0x74 0x01 0x36 0x01
the NX Unit with unit number 1. | Nx Configuration Save parameter
object
6 Save the values that were setin | 0x74 0x01 0x36 0x02
the NX Unit with unit number 2. | Nx Configuration Save parameter
object
7 Restart the NX Unit with unit 0x74 0x01 0x35 0x01
number 1. NX Configuration Restart NX unit
object
8 Restart the NX Unit with unit 0x74 0x01 0x35 0x02
number 2. NX Configuration Restart NX unit
object

A-70
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Change the Unit operation settings for single NX Unit mounted to the Controller. In this example, the
unit number of the relevant NX Unit is 1.

The following table gives the setting procedure.

Used CIP object

RO Description Inst Unit
number Class ID nstance|  gervice code nt
ID number
1 Change the parameter write 0x74 0x01 0x37 0x01
mode of the NX Unit to Write NX Configuration Switch parameter
mode. object write mode
2 Initialize the Unit operation set- | 0x74 0x01 0x3D 0x01
tings for the NX Unit with unit NX Configuration Initialize unit oper-
number 1. object ation parameter
3 Restart the NX Unit with unit 0x74 0x01 0x35 0x01
number 1. NX Configuration Restart NX unit
object
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A-9 Version Information

This appendix describes the changes in and additions to functional specifications that were made for
changes in the unit version of the CPU Units.

® Changes in and Additions to Functional Specifications

The following table shows the unit version of the CPU Units and the version of the Sysmac Studio that
correspond to changes in or additions to the functional specifications.

Change or Unit ver- Sysmac Studio
Item Iy Reference . .
addition sion version
CIP routing Addition 1-18 1.01 1.02
Packet Filter Addition 5-6 1.30 1.23
Support for mounting CJ1W-EIP Ether- | Addition 1-5 1.01 1.02
Net/IP Unit
Offsets for struc- | User Addition A-62
ture members cJ Addition A-62 1.02 1.03
CIP objects Identity object Change 8-48 1.01 -—-
NX Configuration Addition 8-50 1.30 ---
object
TCP/IP Interface Change 8-73 1.02 -
object
Tag data links Packet intervals Change 7-6 1.03 1.04
(RPIs)
Permissible commu- | Change
nications band
CIP message CIPOpenWithData- | Addition 8-5 1.06 1.07
communications | Size instruction
Client function Addition "’ 8-17 1.1 1.15
Socket services | Number of sup- Change 9-11 1.03 1.04
ported sockets
SktSetOption Addition 9-13 1.12 1.16
instruction
TCP/UDP message | Addition 9-32 1.30 1.23
FTP client Addition 12-1 1.08 1.09
Troubleshooting | Tag Data Link Con- | Addition 2 1.04 1.05
nection Timeout
Number of Tag Sets | Addition 2 1.30 1.23
for Tag Data Links
Exceeded
Connection settings Addition A-5 1.09 1.10
TCP/IP settings | Operation at IP Addition 5-2 *3
Address Duplication
Modbus TCP Master Function Addition 10-1 1.30 | 1.23

*1  An extension structure is supported for the data type of a variable to store the request path (10l).
*2 Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503).

*3 The setting for the use of duplicated IP address can be used with the CPU Units that correspond to OPC UA
and the Sysmac Studio. Refer to the NJ-series CPU Unit OPC UA User's Manual (Cat. No. W588) for informa-
tion on the models and unit versions of the CPU Units that correspond to OPC UA, and the Sysmac Studio ver-
sion.
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